2\

*
. N
} ﬁ nndd

nane.

-y -y o A
IILINBAMMNNIRIIBUUN 2 (Progress Report)

Tﬂsan']sma%'nn'ﬁéam‘%uLLasaﬁnmgumm‘&unaanu%ﬁ' LA
a = a [P 4 a -~ ¢
NANIINIZAYLEYS NIN1TININER uaznan1sinsanwian twadszlanit
151

Usznni eeeec 152919201 1

Tmamsm‘m%'ﬁam"mmwﬁfﬂfﬂﬁ'ﬁuﬂiwmmﬁmﬁ'nﬁ'ﬂqnmuu,az

4
azanysn luwas

L a s Q‘
HNA.AT. 3590 LWeyaTan
(#5uinvaulasanis)

lasuyugAMyUIN
nowuITenazimuIAaNIINTEAedes Aamsinsviml wazfanisinseauuay eusslevianssae
(Ftina nane.)



Y
IYNULUBINUY

yalasanis lasansmsaseanunsevtniiviulssvvuieiuisanauLay
o Insuliues
EeN984: B2-2-09/58

Y JUSHAUlATINIG: 10 Wweu 2560

Joyalasens
Tuduanlasn1s: 9 lwweu 2561

MBI TUNY UATINYIRENTANN Ny

Lasuﬁ 119 auUUNIEI W 4 LL“U’NW?%I“UNQ
AABNLEY ﬂ?ﬂL‘Vl‘W“’l 10110

Insdnyl 02-350-3500 ¢io 1693

Fnsio ne.as. a5 Wayadah (v
1A59N13)

bUR

AnzgAlulATINIg

AIEAEn519158 3. 15T Wayadan (unine1densanm)
AYILAIERNS1A158 AT, NN gUAIAUIR (N INFENTANN)
599M1an 39138 A3.Uszasd Undananss (uinendeasuny)

v a
VBUATIYITUNEN

[y

Tundargauanuimvinatun 1 (uneged): 10 gaiau 2560

(Y]

ATsIENURaRIEWBlAY: UNINGIRENTINN

srg9uANUAnTIatuil 21A5IN19A15aS19ANRSEuTn Sl

o Insuliues

Y

nulszyvuinelIfuiunnatuae

w7 b




UTIT L UM Yoo oo 10
1.1 nénnsuazmeranud iy 10
1.2 TnguszasAvedlasing 11
1.3 Y0ULInY89lATING 11
1.4 Usslemifimaineslasu 12
1.5 T innananuas it innadng 12
1.6 ypanslulasans 13
Unfi 2 nseunnAalunsAndue FULUUMTBIENT UAZUNUNTANTUNY e 14
2.1 AFDUIUIRANTTATNTUITU oo e e eeree 14
2.2 A ATTA T TH e eee e se e eeee s eeees e eee e . 15
2.3 19 UT A D ULAEUAUATIA UG oo 19
unil 3 ﬁmmwamsﬁﬂmL‘ﬁa{]’mv‘hLﬁlamﬁamia%ﬂqmmmwﬁﬂi .................................... 22
3.1 MITHUSWAZNTATIAVILATEVUNT oo sessssss s oo 22
3.2 SuawumﬁuaaLﬁamﬁa@ﬂmmLLazawgyﬂmiwwlsan% ....................................................... 24
3.3 EULLU‘U%ENLﬁ@ﬁ’]LLaa'ﬁﬁliaW]NmiLNEJLL‘Wi'L‘ﬁaa§ﬂﬂﬂjﬂmmizﬁﬁﬂ§ﬁﬂﬂﬂﬂﬂmLLaz 26
DN INTTUINI NI IIUDT .o

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues



#1508y (si0)

unfl 4 Fon35eulugunuuAoBulingITA Phase 1 .o 29
0.1 £ UsraANAZ VO UYATBNTIEVIADIU PRASE Lo 29
0.2 SUBUULAHOMIADIU PRASE Lo e 29
0.3 FTURNANTTA TN oovevevvemmeemessssssssssssssesssssssssssssssssssssssssss s sessessssssssssssssnnns 71
Ui 5 inueeulad S URNoUTILAWNUAZIONITY  Phase T 73
5.1 $nqUsw A kazTaULATBNTON ALY PhaSe L. 73
5.2 SUMUUTBUNURALLBVNNLIU PRASE L. 73
5.3 AFUNAMTANTUIT. oot 88
unfl 6 szuvdududeyatnufnafue v InTIIIlBUDS (ESTUURN). . 90
6.1 TNQUTLAIAUATUBULUAUDITEUU oevrrveerrsevrressnensssesssessesssssesss s sssess e 90
6.2 TATUNI TN UYBITEUY e e 90
6.3 ATUNANTTA TN, e s 91
unil 7 yadeaeulunsainsrnunseming uasnsaiunesaFeulu THAI MOOC. ... 92
7.1 TQUILAIAUALUDULYAUDIYRATDADU vvevrrvevrresncsnnsses s s 92
7.2 YATOADURAZNTATNAVIUATENUNT ooooveverrrnernsesssesrnsssesesses s ssssssnsssnenes 93
7.3 MIATIADTATUULU Thai MOOC . ....orroeerrrreierrsseicrrsssseesses s 94

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues

N d



#1508y (si0)

7.0 AFTUNANTANMIUI T, e eieieeeeeeeneeeee e s 96
unfl 8 #om35eu3lugUNUUADBUINNTITIA Phase 2 .. 98
8.1 1 UsrAAUAZ VO ULLATBUTIOVNADIU PRASE 2. 98
8.2 SUMUULASAUDNABIU PRaSe 2. 98
8.3 ATUNANMITANMIUITH. o ooeriieieeeeennre s s 123
undl 9 nueeulatd S URNeUSIUARAUAZIENITY  Phase 2. 125
9.1 qUsw A karIaULATONTEN NN PRASE 2. : 125
9.2 SULUULBUNLALTBVINNIU PRASE 2. 126
9.3 ATUNANTTAMTUI U, ot eisssssessessssssssssss s 144
unil 10 mInuTmImamsisivewynssumslauefdmuduguteyassuudui | 146
FouatIINAITUDIVYINTTINISIUUBT ..o o

10.1 TAQUSEAIAUAEVOULUAYBIUDN. ..o 146
10.2 MITIVTIVNANIAITUD DY INTIINIBUDSTOUNTY . 147
10.3 AFUNANTTAMTUI M. i ssssssssssss s 152
undl 11 gudnsieudiadiouluguuuuivledifiensairsanunseingliiuseay 153
A AUAAN ALY TTULIUDS o

11.1 TAQUSEASARAEVOUAYBNUON e 153

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues



#1508y (si0)

11,2 AUINITTIUTEILOU. v s 153
10.3 ATURANTTAMTUI M. eeeeeeeeememmssmsssss e ssssssssssssssssss s 154

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

pwanssulaiues i £



A13UN N

i 2.1 %’umauu,azﬂizmuﬂ’mﬁmmmmwﬁﬂi ................................................................... 14
AT 3.1 FEFUVOINTEOUZ [2]-oeeeeeee 24
R T 0t T — 75
AN 5.2 WHUTLUTAUAMTIOUT O e 75
AT 5.3 A1 NUAEH IR DN IIOU ..o sers s ees s sesseeseee s e 75
AINT 5.8 THLUAGUITEOMTL oo |76
R TR o) G TS 76
AT 5.6 SEUUNTUAAINALIUL. .o 77
AT 5.7 VR IITUTEIU e o 83
INT] 5.8 T TRDEEONMIOU et 83
FVINT 5.9 VT TROIEN oo sees et oot e 84
AT 5.10 MT19051809M TN SOCTAL NEEWOTK. .o 84
INT 5. 11 T TROT VI LN e rereesessesesses s sessesees e sessee e 85
AINTI 5.12 WRURINITVILVDUNN CyDEr DEFENDET.....ooo oo 86
AT 5.13 MTFUANTEAUTIAUITURNT ..o 87
TR T e e L L R 87
Al 7.1 whasluysmesngdaouuanslassainswesuni3ou (nstructor mode)............... 94

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues

WU g



#1350y (510)

Al 7.2 wihesluspresiSounandasiaiisvosuniGouluneduidhedle (Student 95
TNOAE) .ottt bbbt s sins et

amd 7.3 wihasuanafeaeuifiSourdei (Student Mode). ... 95
AT 9.1 WHLEINAL QUIZ TANK « v | 128
T 9.2 21N BAIE MOUE.....oeeeeoseeseeeses ettt 130
m‘W‘ﬁ 9.3 271N QUESHION MOAE ... 131
AINT 0.8 QINNTTERDNFIIOU .o sers e essees e sess e esess st 132
AN 9.5 UTUTUHULNL CyDOT RUNNET oo 136
AN 9.6 BINLHBIZBUSINL CYDEI RUNNET ..+ oo 137
AT 9.7 2NVULABEULOIILIL CYDEr RUNNET oo 139
At 9.8 annmauaiuluy Cyber Runner T Cyber RUNNET ..o 140
Al 10.1 nsavduimlagldiaiosdio Wiules soosle.com shemdndsngg wu cyber | 147
CTIMIE BT oo e e s e e s e

Al 10.2 ﬁaaéwﬁayjaﬁwﬂmimmﬁﬂwamﬁdn (1) om/devetn () uiives 148
911 fotegluszey 5 Udounas uag (3) Gulgdvasdiingnafidedold wu CNN ...

amil 103 maweudeyaiieldlugiudeyanisdudutmansielusunsy Excel ... 149
A 11.1 Iﬂiﬂﬁ%ﬁqmaqquémiL%EJuiLa:ﬁauLﬁamia%’mmmmwﬁﬂi ................................ 154
AT 11.2 MTTUINVBIAUIANTEIUTIATOU oo 155

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues

U h



A13UA1579

#1319 2.1 @UAINTTULASIUUTZLIUIUMARZIIN . e 20
a o v & v
151N 3.1 FITOUAZIUDMIVBIYATOAOU oo 25
A15N 3.2 AFULLOMIAZYDINIINTTIEUINT oo 26
AN5199 4.1: VBULYALLNVBIRUINATIA Phase 1 (@aAAABINUANTIN 3.1) e 29
AN5199 4.2 1589 UIUARUVBIIUINNT A Phase 1 (@8AAABIAUAISIN 3.1).......... 30
A19197 4.3 ANBTUDIALTOT CYDEI-DUING. oo 31
AN 4.0 FRNDTUDSALTD LOLTHATAGPD 2-ereeeeeeeeeeeeeeeeoeeeeeeeeeeeeeeeeeee e 36
AN 4.5 ARNDTUDIALTDD ARANDUIINER oo 40
A9 4.6 @NDTUDIALSDI bNOUBDULAU SULNABR Y oo 43
AN5199 4.7 @RDTUBSALSD9 LAWY ADENI AP oo 49
M13N 4.8 ANBTUDTALTDY WIUABUNUABTTABIT oo 51
a a ¢ A ) P v
AN 4.9 ARDTUDTALTDT FIAUDLATIN oo 55
13799 4.10 anesvaiased miwiuneudslisasefulauns. .o 58
M15°99 4.11 @nB3UD3ALIRY FoaUANITINTINORUlAULIUABANY ..o 61
AN5199 4.12 ARDTUDSALTDT AADN MALTDA YD oo 63
a a ¢ A a I ! YRR,
1399 4.13; ANDTUDTALTDY LTNALIUBLNURDARUAIY NEEDS. oo 66
a a ¢ A Aa A Y ya
AN5197 4.14 @RBTUDIALTDY 39915 0UADNNTDNLUUFDUDIULE AU, oo, 69

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues



#13U0A13574 (510)

A5 4.15 WHUATLOUVOINITHEARORATHANE Lo 71
AN91971 5.1 FIAZATENFEYIUNN LAPIOP SECUMEY.oroererrreerseseessrseessessersees e 77
5197 5.2 F1aeATITUNOUMAT QUL oo 81
N7 5.3 FIAEATTTUAUUURNTII .o 82
ANSIT 5.0 WNUAUTLUYDINTNEININE Lo 88
5197 6.1 WHUALTUNLYBIN TR TLUUFUAUTOYATIY 91
R R R R R e T — 92
51971 7.2 52FU03T 0aBUSNIBAINTEAUVOINNETAY o 93
AN997 7.3 WA LTLUYD9N15a519A05ATEULY THAI MOOC. oo 96
M9 8.1 veuwnilomuesduliing1ila Phase 1 (@0AAGoITUATIR 3.1) e 98
AN9971 8.2 Bosuarduauaduvesdulning@ia Phase 1 (@onAdasumsnad 3.1). ... 99
ANS19T 8.3 ANEIUBIAITOT MITHITTAR U IO oo 100
AT 8.4 ANDTUBTATOL WIFT LHBIUAITU. ..ot 103
ANTIT 8.5 ARNOTUDTANTOL FaIr USE POUCY ..orroreoeeeeosoe e 106
P137971 8.6 AMBIUBTAIIDY N5 backup TOYAULUATAL ..o 110
P59 8.7 EROTUDSATOT STUTBIMURY .o 116
51971 8.8 aneIuaiaies gUNsallFaem Tt 120

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues

NN j



#13U0A13574 (510)

M99 9.1 AMANTRVBIIUARTUARLYTO .o 134
1599 9.2 TONUTUILA RUNNET....oosvereresnereseeessesnsseenseseeesssesss s 139
M50 9.3 ANINWALAINBUTGNABILUNL CyDer RUNNET......coooecvrrrcvcrrreerrrssnee 142
M5N 9.4 WHUANTUTUVBINITWAUUAN PRASE 2.cvvverrereverrsneeresseneeressssens e 145
M15999 10.1 AMAILTIUIUTOYAUIIAN TN LTV oo 151
M50 10.2 I1UIUTDLAUTIANTHINUAIANUUARITU Vo 152
= o A o A v % 1

M5199 10.3 WHUANTUNUYIN T TEUUEUAULAE TIUTINTOYAUNIEN T e 153
AITNAIARLINT N TolauskurINANENTTUNTHaEN1SUTUUTwAlu ARz gAY 156
LTI vt e

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

o Insuliues

PN k






= o
Unn 1 unu

1.1 nanmsuazinRan1uI Ty

aa v <

muduavasnseauleuesilusesdAyddulangaidvaiuldannisiivinvesais

weluladnsdoasmslilnsdwidofiovosussnnsinefingedusaus we. 2552 quls 2556 Tadl
Snsmaiiutufesay 4.14 Tuustas deyaandinauaduied @ we. 2557 Aregliuinisman
Tnsdwidledelutlgtuldagusenglinuiiofeussmalned 2558 vianua 919 &uawmns (ng
wUadu AIS 42, DTAC 28.4 wa2 TrueMove 21.5 A1UEUNNNEY ToYAIIN www.daatin.th) JagUunisld
Inséwvidefoiduamniminuianunsadonsodumesiin ilesrusmnuazanlyigliiAanssudieg
dnnune 1wy msfuddud msmenmuazmeunslumada mslnaddeanufviliiuiiouly
wsotedinueaular nmssutmuarinasanuiuluiuled nsteusdudesulat msvhssnsu
sums sy madhddumesidniadutadeniduiinussiriuddimvazamnauis any
IWARLWAY LLazé’aLﬂuLméammiﬁﬁﬁm Lwi;ﬁ‘lst’fﬁ?’]L‘fluéfaaﬁmmiﬁmmmﬁumﬂaamﬁﬂum{L%
oufiumesuazmaluladnisdeans SsUszneufeanunssniindfsfosunsouazauides 3353
Hostufodunrefionnaniniu waedisnsdanistufesunmeiiioty

o1 nsaulenued eRnlddrinorvgnssuaenfwes) Tamgaindidanssyheuinuay
gEwinlidsnsal mswilifensaldndvgmszgldaunenfinmnesuaznaluladdearsvinaiiy
aspniindfennuidsanaziodunsieveanisld  ainmsdrnaglidumesidamiluluanigonidn
(foyaanmsdrsiauasiveves Richardson (2011) wuinadnvesifineysauaymifstunusiuag
Uaensvsnulsiuasnasaszezinan 17 (3 a.a. 2000 s fud 2010) TieFesas 411 andugnou
LUVABUAYLA 285 AU (13T NKUVABUM T adlUsudiduarBuddudiuau 5412
Aty (Richardson, 2011)) wagludwugireiiuszausslowesiduimunevesnislaifeiesas 456
Tnauvanduanunsaszyla 21.6% wazlianunsaszyla 24.0%

Uszianvesenwgnssumilaiuesilasunmsudsnniigaluussmalneszning dsna 2554
— N3NZIAY 2555 (FBYAINUNAIN Cyber Threads T N.f. 2556 TavAudUszaunsinvINIIITLAS
Uaensvszuuneufinmesusemelng (ThaiCeRT) Aonisdenavaenalaiitenauselovt sesasunde
MINEELYNgNANTEUY AL deyavessruy TdaunaylifisUssasd uasnidemiiiu
foanausioUszrvu Wnuasienvudunguildiennazgnvasnarsaindendnriudomnsdodsay
ooulavldliionn nisarsanuesenindlifuuszasuiadudsinduasFoassiuiiedeaiu
Sunmevidorrudemefiisiaiafuiiawasningdu muiinmsaieanuassadndlitudunases
Tunsguauazaeuunsvalunislidumesidnegiainassduas Svinudedunsiy

fauwiagtumisnuisuarnaensululszmalngldnssmindsnnuddyuesniusiuag
Uaoadoiulaeddadu 1 dnsliuatvayunsifeiFesauiuasasndoslowes lu
Yauuszann 2556 lnsdiinidowiend avegslsAmulassnsidodulnadlasuyuanmyusjaty
luinisesnuuuuaziammalulad 2) Insfinousunaglvimnuiiesausiuasaonfofulaiues
a"fmimaammmmﬁumﬂaamﬁaazwmaaumm (Thailand Information Security Association: TISA) N9



susuilsjatiulufimseusunagnslimsiusesyrainsneluesdng wasdialdarslunisiineusunay
aouianannd 3) davihvidsdenmiviluuazienansilowsunsmnuiifsafuanuiunsuasnse
aulgiuasannuanes Wiy Wy ddniuugsnssunedidnnselind (@nse) uaznIzEnIae
weluladansaumenaznisdoans (cn Hudu nsdouainuifsdesinaglildfunisaulouaglyl
anansasindalaanynnguils

Mnfingun duihanuddyresmuiuncaenselugulaued 1) WumsAnwuayide
Weinmesesdletestusssuneliiugunsairouinmesuazszuuiaiedis uaz 2) sslvimnug
wasflneusuyaanslussdnsifieanyadiarundsmeiianfntu anduissssuiluildliinny
Tussdnsenaazlianansadhfundseuiuaglildfunsiinsususunusiunsasadomaleiues
Trssmifeijatuiiinfiudemanayisnislunslienuiuazaisanunsendng uidssrvuuay
daufapnudsaninmsldauuulanlaed feanauazervnnssulowedineg uwUfoanaeg
waziduinnsgiu wetestusomariu sudsnsdsunmieulituiunasesilifimuiludes

wielulad Feynsraruvosnulddumesidaniunsuiomes wiogunsainnm

1.2 InguszasAvadlasInig

lassmsideilfadunisaiiemnunseniniunusensu lnglddeamnuasdeniunzauivya
adelagiu duudeniensieansluidesn waziunisiiauewuudumesweainigldddinsiu ddl
ANUADAARDINULLEUIENIASTUATILAY Fal)

1) weuLUnAanIsnsauuay aUUT 1 e, 2555 - 2559

2) wHugnsetansnTITekaziaufeIfun1sinywiatudunsUasadelaiues
Wier@ atudl 1 w.A. 2556 - 2560

[ (3 a v dy
Tngusvasavedlasanisined

1) windesmaagdsnislunislianuiuazaiisanunseniniunusevivunening
deannmsldauuulanlawes deanaunazevyinssulauasenge

a

2)  WalundeRIaTsa1unsadaansnulszvubuliiaaudnlaladrelunun
UauRnmdunasguiedesiusionnay

3)  afnaudnsseudaleuliiulssurvunilulunisnsenindianudsweanisly
uuulanlowes

1.3 YaULUAVBIIATINTG

a v

voulwsMsailunuidAyedasins aelusseziian 1 U dasi

1) desulinsfinannuiisemisaiuanunsemindva 6 nuan (Aesuigluuni 2)

srwnuanufniaduil 21asenisnisadisanuaseudniliiulsssufedudeanaiuias
pwanssulaiues w11



2)  szutRneusudsddnvselind vunedis nsdavingadeaeuiioasnerunsening

3 6 A Tuuwanilesy e-leaming Milog \Wu Thai Mooc
=2 o [y I3 ) 4" = | <3 I3

3)  szuuindEneusudmsuAnLaze 1YY 311U 5 1w Fainguidvnedudnuas
LU

4)  szuvdvAudeyavIieIiue Yy INTINNITlEUDT SIUTINTIYYINTTUNALY

6 1 Qll QAI U v ¥ v v v v Q‘I ] 1 dd‘ 1

weskarynneanulissvvulanseninduas seTaieumnaige 10 Yk
11 wiownanauzwmadasiulazianisiudeanauma iy

5 Audnsseuiedouuuivlsduariiniswenseiudsnuoaula

1.4 Yslgvinaininazlasu

naudmnevedasinsiiyjaiuiuslaaidudssmvumldlddumesids Tnenusslenii
AnIaElasuInlasanisiiaadl

1) vhlszmvuinluasdenuiianunseninds danuiferfuistestu uagis
famsfosunmeiintudodldnussuuaonfweiuasnsdeas

2) M dunuamadslfuadiuanuiuaslase Somsleiueslriuminesudy
AALNTY JUsENBUAINTUAZANIUAN W

3) andgmdsanarunislaveiduiilugnsihwinadselovdaiuasugia Ay
Uaonnyuasdeny LLazmmﬁ’uﬂwawizmvsﬂ,mﬁu’ﬂuﬂm}ﬁuLLazamﬂmasmé"ﬂ@u

4 o o

1.5 AT IANANANRAZAITINNAAN

Qa,

v s a2 = v O ¢ = [ v o Y
nadnsanlasin1sindugusssude msdadsgudnsseudialiouliiuuszmvumillunis

U = = v s N A I a s & & Y vy
ﬁigﬂUﬂﬂ\‘iﬂﬁ’lﬂJLﬂENGUEJ\‘]ﬂqiﬁLGUQWUUUIaﬂ‘l‘?IL‘U@i sﬁﬂm ﬂ']lﬂﬁﬂL%@N@@@um@ﬂumﬂﬂ']ll'ﬁﬂlfﬂ'mﬂlﬂ

Y
v Y

Inglumuduseneusig domnuilunmsasnennunseniindve 6 nuan sEUUANaUTULTaBANNTalng
sruunanousNdmuinuaewy wardududeyaiiufeltuenvginssumidleiues sauanig
Wausanudsrueaulal

12
o Y [

Ausuiainnudse

1) msiaunguinsBouiuaresdusznevluguéiadeauysalanglunaniiivun uay
sulszanildsy
2)  mslavssdunannuianelagldseaudnisieusluseaudun
3)  mstarrumszatndildnngusnindouslneldduadoluilunisianannudna
vouomiarnsUssTdiniug
- F1UIUVB4 View, Like, Dislike uag Share Tugny
- dugamzdou §iFeu Sutudialuaieudld giiFousudisa uay
AzuuLadsiile Tu Thai Mooc
- rusudidwny pardildlumaaung wazazuuulunuils

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

pwanssulaiues Wit 12



ylszrsumlumsevinds finnuiifstuistostunasisdanstufedunseifniu
Fordldnuszuunenimosuaznisdeans mheausg maenvu gUszneuants wazanudnw
annsalfunumad joadiunnuiuasasadonslaues antymfeanaumlaueisu
ihlugnssnwinaussloviduiasugia anuvasafovosdany uazarusiunsesusemalnedily

Jagtunazounnaedeiu

1.6 yaanslulasanig

[
IS

ypanslulasanisiiaadl
1) shnhgFuRnveulasing friemansiansd as. 25T Boatad @vnineids
NTINN)
2) AugtndY
N 309fENTI138 A5.UTEER Usidlananss (Winendeasuny)
v)  fhemans191se a3y gveaniuia Gminedengamm)

Ussaduunsal

Richard, Robert.  (2011).  2010/2011 CSI  Computer  Crime and  Security  Survey.
http://reports.informationseek. com/abstract/21/7377/Security/research-2010-2011-csi-survey.html

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y
o Insuliues Wil 13



unil 2
NTaULLIAN LUATTANTHUY JULUUKTRTTNTT wasununIsAtiuy

2.1 NSOULUIAA LUNITANLRUIIU

nauihmnevedasimaiuussmsuinly Tasuiuluiivsseuiililsogluesdng ieaann
Jldszduesdnsdeniinnunseninifeaudssainmsldsauvulanloives feanauuas
owanssluves mszesdnssndufestsduauluosdnsliufoRmuuleute Foudduneunis
YRR wuavnensléan wazuunufonia

Usziudfyreanmsadannunsenindunussyvu fe (1) geanawagisnislunisliaug
navadannuasEning uay (2) FodsanmsadeansiulssmvuillfAnanudlalddeluuun
UftRdusnssguiiedesiufoanauuazervanssumsleues

Feanslunslianug AequénmsiSeusiaiioudsuszneuse (1) denuilumsadianiiy
aszuinluguuuudulnnsinuazuefiudu (2) szutineusudedidnnsednd (3) szuuinifineusy
dmsuiAnuazenITY (4) swuﬁuﬁusﬁayjaﬁmLﬁaaﬁ’uaﬂﬁzﬁfyﬂﬂiiquL%LUEJ% way (5) Maideuse fu
dernooulal

FBnslirnuduaznisairsmnunseiing Uszneude msiSeudinudedivialuguuuudulyl
nfinuazuediutudsannsodeasiuuszuvuiluliAnanudlaléing anami 1 A

v vV

aszntinfilunamnannszuiunmsmadaganigiseuldsunisnssiuaindasvielisunsdudaands

1 a v Y

Sudinnsiug wazilliesuiudilannudnsiveendadilugnisiseus Welanuiudiiinaiy
nsyviiniluian

=

AHAR N Y. AN
nsiFend

ILIEIEA mIzwing

nsANEa | omedug

WoANgIH

AW 2.1: duneuuaznITUILMAAANURTENTin Y

v & aa o a a a % = d‘ (% Y Y a
ATTNRIUEDAING (’EJUIWﬂT]WﬂLLagLLEJULZJEUU) Feanunsadeansiuuszarvurilulminainu
wa oA

dWnlaladelunuujoannduunnsgiu (ThaiCERT) wedestudsanaiu Tneiiillowvesdedos
ATOUARY 6 YN AIRBLUT

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

pwanssulaiues wihil 14
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2.3.2 WHUNISALEUIY

M58 2.1: aguianssukassuUszinaluusiazan

Yvtinues UNUUHURANS WAUSUUTZI
Aanssy U oA (Schedule) (Budget)
(Duration) T > 3 3 =
(%) wiu | dug A 1 1A 2 1N 3 3
1. YINTIPNULNUNITANTUIU (Project 5 30 U 20% 20%
Plan)
2. fAnw swi’mw%fauﬁfmﬁw%'a;ﬂaLﬁwﬂu 10 150 Ju 30% 50%
nsasuanuasEing
3. davhdemsiseusluguuuudedulyin 10
597la $1uau 15 AaU (@nvenun 22
AaYv)
4. InviunudeaulatidmSudnausuuniin 5
LAZLTIY $1UI 3 1nUd (9NTNR 5
bN3)
5. davhszuvdududeyatiufeaiu 15
g nssumdlauesd (Destuiudn)
6. Iavigategeulunisasnsmnunseviin 15
5 uaraemesaseulu Thaimooc 3o
uwnaawesy e-learning Su¢
7. davhdemsisousluguuuudedulyin 5 120 Fu 30% 80%
597la $1uru 7 AAU (@ nviavn 22 AAY)
8. dnvinudeaulatidmsuilineusuunian 5




ininuag wNUUHURANS WNUIUUTEUY
NANTSY U setstam (Schedule) (Budget)
(Duration) - g 2 J J o
(%) Sudu | duge 109 1 109 2 109 3 109 4 39U

WAZLE1IYY U 2 1nud (ﬁmﬁ’wm 5
L)
9. S1UsMEY N AU TYINTIIN 5
lawwesdmiudugudoyaszuududu
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12. dpvisgnuatuanysal 5

souvieay 100 365 Yu 20% 30% 30% 20% 100%
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n1IAsEUng

nsnsEnting (Awareness) lumaununsuatures Cambridge lalUadn “knowledge that
something exists, or understanding of a situation or subject at the present time based on
information or experience” uwalulvefa msyiiAmilsey madlaaounisaiuasAsiintuly
Hagtuuiugiuresdeyaiasuazszaunisel foghadu nsfissunadenssadsaunseiing
vosUszrnvusadedunsiendlyues iudu
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Power Success

Potential Desire
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2) nsnsgniiniteenyanssunidlewes lanauiseuvduAuinesyInssunislees
e lviuseyvuiiunasdayalun1saum wazsuuuunmsdiaueyidialeyaninviiavyuazdng
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° 9 & 4 a a v Yy a v A o o
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dinuiILgINTIUMBanTseling (2adn15UMmYY) IUAU NTENTIINTENTIRITALNOLATYENY
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dl L4 dy ¥
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Target Audience: 10+ (School / University Student)
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Platform: Windows / WebGL
Genre: Serious Game / Trivia
Story Type : Spy

Theme: Spy / City

Gameplay duration: 30 minutes
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5.2.2 \nd Social Network

ANWUZVDILNY

Target Audience : 10+ (School / University Student)

Platform : Windows / WebGL

Genre : Serious Game / Trivia

Story Type : Simulation

Gameplay duration : 3 minutes per play
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5.2.2 \nd Cyber Defender

Cyber Defender AawnuiiignuszasAiialglunisiseunisaou Cyber Security luiitaises
Malware thvangvednudlaiduniauud diaudglasuanuiineadiu Malicious Software @1snsa

venAaudives Malicious Software usiazUszianuayistesiulagnsias

ANWMLVDINY
Target Audience: 10+ (School / University Student)
Platform: Windows / WebGL
Genre: Serious Game / Puzzle : Matching / Endless
Story Type: Space Invader
Theme: Military Base / Sci-Fi

Gameplay duration: 3-5 minutes per game
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nasvimeIueaNARA3aTN Malicious Army léynidnglaugiusinniafiufu Cyber Station
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wugnlaufaunuandazgniinang asfedunuduanatlaediauaslilisuluseda deuaune

gnnsnenlsunsallvidiuseAngnmgelu wagndunaunugdntaiiveneevihazuuuliininay

Game flowchart
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Start Screen Main Menu Preparing Screen Gameplay
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Infinity Levels and Pocket Play
Lab)

2) dvinauszasAnaziloninua 1 (3w 3 HIUSI9N 1 919 3 1hY
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RSS Management
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_ Fafindmnns Node HTML snaumaass (Create/Edit/Delete)

- faun URL 917ideanis Feed szﬁm%’wﬁwﬁ?us] (Create/Edit/Delete)
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Aldnulnsdniileteuazdeyaliaiuduns

Uasnsiy
nmadnfedvlededts | Amnumneuazaudyues HTTP (Hypertext 30 79
Uaonne Transfer Protocol) HTTPS (Hypertext
N - <
Transfer Protocol Secure) N33MINULIU
Uaay (phishing site) kagN13A9IaNIY
maguaynsalild | nsldnuduwmesiauasysslon seannis 30 9o

Nuduwesideegnn | wereduauliddnuulan poulay fzan

Jaonny

nstideyadiudd n1steeiuynsnaIuaInNms
Qﬂ%’mﬂma@umaiﬁm (Cyber-bullying)
wwneganglunisdesiuynsmaiuainainy
o
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7.3 n1sad1emaasaseuly THAI MOOC

THAI MOOC tJuunanesusessunsianisiseunsaeuseuladlussuuladmiuumau
(Thai MOOC) #iflszuugiudeyadiFeu UsziAmsiSeutaymeinazay niouszuumsaneloumioe
An warsvuuadstoany wazsatiufnw 338 anm uwameUoRRR dussavsanuazannin Tu
m3dnnsiseunisaeussulatluszuuiladmsuumau (MOOC)
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asldamdodsnuooulal (Social Media) ogn...
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wouit 2 Anfaulwas
mouit 3 oussulminoselndd

A 4
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WUUVAADUTUES

A7 7.1: vaeluyuvednHaeuLandlASIEI19YeIUNEEY (Instructor mode)
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o0 e < im} sandbox.thaimooc.org < t a

Studio Home | Studio BU-ITIODT Courseware | ThalMOOC a7
. BangkokUniversity: BU-ITI001 §viunslmuad (Cybersecurity Awareness) angkanas ~
View this course as:  Staff <
Course Info Discussion Wiki Progress Instructor

naldendediauanulsd

(Social Media) aailaensis nsldaudadsauaaula (SOCIAL MEDIA) asinlaansda
] 1: 3§én Social Media funes You were most recently in ﬂauf"i 1: mg"i'fn Social Media fnuwnaz, If you're done with that, choose another section
on the left.

nowil 2: AniowTwas

naud 3: Weusaulmidese Indi
L 4

u\]u“lnﬂu!u“u’ﬂu

£
WUUNARDUBUE

ms lduasinsunsainaliane
thulivaaads

Trisuaaiawisnonfinnes

m3ldnuInsdwifiatio1d
UnreaAzINABANAN

HTTP (Hypertext Transfer
Protocol)

A9 7.2: vihasluguvesissunandlaswaiwesuniseulupeduidieile (Student mode)

200 < 3] sandbox.thaimooc.org (] t &)
Studio Home | Studio Multiple Choice | uu diuflugmu | BU-TI001 C | ThaiMoOC +
. BangkokUniversity: BU-ITI001 fvusieluues (Cybersecurity Awareness) angkana_s
View this course as: = Staff <

Course Info Discussion wiki Progress Instructor

nsldawdadeanaaulad
(Social Media) asinetlanann

mouft 1: w1¥n Social Media fiua:

- - P VIEW UNIT IN STUDIO
woui 2: Anrou Tnas

MULTIPLE CHOICE (25 points possible)

nowh 3: iwouseulaidndinlndda

#aladialyid T4 Social Network

uuunnﬂauir'uﬁupu
uuunasousugs
Instagram
mslduasdadansazngliong
tuldlaands Twitter
Tafauaniawisranfiinad Hotmail
mldnuTnsdwidioda 14
- o Youtube
UasaspaIninanam
HTTP (Hypertext Transfer
Protocol) #pladaluil unildu Social Network wuulas=lnseis

[

A7 7.3: vhasuanIloaoUNELSEUNANIn (Student mode)
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Infinity Levels and Pocket Play
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Infinity Levels and Pocket Play
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9.2 sUuuuvasnuuazilanluing Phase 2

9.2.1 1nd Quiz Tank

Overview

Target Audience : 10+ (School / University Student)
Platform : Windows / WebGL

Genre : Serious Game / Action Shooting / Endless
Story Type : Tank

Theme : Tank / War

Sponsor : Bangkok University, NBTC

Gameplay duration : 3-5 minutes per game

Game goals

Quiz Tank fpUszasdndnfenisneumanuiieafumsldiumaluladarsauma dsluvane nsdl
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Game controls

Keyboard lddmsumiuauiianianisisvessads

W = 193U

S =298

A = Aslunedne
D = Asluniean

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

pwanssulaiues wihil 127



Mouse Tddmsuidatmungnisiauf / ideanfinau

Technological requirements
+ Platform WebGL tag Windows

. #9301 internet / http protocol [Get / Post / Put / Delete] ﬁm%’m%awia‘ﬁa%aﬁju

server
« API| Data format : JSON

- A9 walull Tilnananluddaya JSON wasiUnlvi Game Designer anunsawnlalaain
w1199 editor
+ AnMevenny Aen1slesiu 1 s neualdnauay
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Start screen
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Game flowchart
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Player metrics
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Gameplay
Battle Mode

mwﬁ 9.2: a1n Battle Mode
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Question Mode
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Game levels
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9.2.2 \ny Cyber Runner

Overview
Target Audience : 10+ (School / University Student)
Platform : Windows / WebGL
Genre : Serious Game / Endless Runner
Theme : Computer / Robot
Sponsor : Bangkok University, NBTC

Gameplay duration : 3-5 minutes per game

Game goals
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Story
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Game controls
Keyboard
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Uy Spacebar = nszlan
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Mouse
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Theme Design
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Technological requirements

o Platform WebGL LLay Windows
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. 793013 internet / http protocol [Get / Post / Put / Delete] ﬁm%’m%amia‘ﬁayjaﬁu
server

« API Data format : JSON
+  528N5ANY LATAINOU
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AN 9.6: A NLHBLTRSULINY Cyber Runner
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Game camera
Followed 2D Side view

Gameplay HUD
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Gameplay
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A7 9.8: anmeuAIannluy Cyber Runner

dinleluiSes nduvesinazaAsNazanated1sing wagdmnmaraTisrudiudnineing
99 Meluan waifzanansiTu uazillondinununas ssfiolnfiauaunuiiennumieui
fmndiaunszlaanainaunnain platform Nazoduiiguiu

Question Mode

Tulyanoudany fiauazgngadnanludniivils uaziilolslufsmenfinmesdndy fazuan
fonutusnlviaudendnouiistaifien

fmnaaugn gldsuaziuL 8000 ATLUL

MNNABURA FwQNIinALILL 4000 ATULUY

sreauanuimiaduil 2lasin1sn1sadsanunsendniliivdssvivuiieadudonnaiuuay

Y

pwanssulaiues wihil 141



o o QII P4
AIDINLATANABUNNADYlWNN Cyber Runner

M3 9.3: ANuuazAmauigndatluiny Cyber Runner
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