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Abstract

The "Development of Cloud & Edge Cloud Computing Technology for Thai Industry”
project is a key initiative aimed at advancing digital technology to enhance the capabilities of
Thailand's industries in transitioning to Industry 4.0. By leveraging modern open-source
technologies such as OpenStack and Thingsboard loT Platform, the project develops highly
flexible systems designed to meet the diverse demands of various industrial sectors. The
initiative focuses on three main areas: developing advanced Edge Computing infrastructure,
creating an loT Platform capable of supporting various applications, and building loT Edge
systems that maximize data processing efficiency near the source.

The project results in systems that significantly reduce processing and data transfer
costs while enhancing data security and privacy. These systems also minimize response times,
making them ideal for real-time industrial applications. Moreover, the project plays a vital role
in reducing reliance on foreign technologies and strengthening domestic expertise in relevant
digital technology fields sustainably.

Designed to meet the needs of government agencies and private SMEs, the
developed systems are offered free of charge during a two-year trial period. This initiative
provides a valuable opportunity for organizations to adopt advanced technologies,
supporting the expansion of the country's digital industry. The project serves as a critical
foundation for Thailand’s journey toward Smart Thailand 4.0, fostering confidence in the
nation's ability to attract foreign investment and encouraging collaborative networks among
various sectors to elevate technology in line with market and industrial demands in the

digital era.
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OpenSDN ¥u Software Define Network (SDN) @wsumsldanulusesu enterprise, telco,
cloud service provider W Open Source software fiamnfieunldusuiu OpenStack wag
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- Highly scalable, multi-tenant networking

- Multi-tenant IP address management

- DHCP, ARP proxies to avoid flooding into networks

- Efficient edge replication for broadcast and multicast traffic

- Local, per-tenant DNS resolution

- Distributed firewall with access control lists

- Application-based security policies

- Distributed load balancing across hosts

- Network address translation (1:1 floating IPs and distributed SNAT)

- Service chaining with virtual network functions

- Dual stack IPv4 and IPv6

- BGP peering with gateway routers

- BGP as a Service (BGPaa$) for distribution of routes between privately managed

customer networks and service provider networks
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Ingiiagyienluseduves compute node (Hypervisor) wagazaoe Sutayan1sinnismieg an

OpenSDN controller Lﬁ@ﬁmﬁﬂﬂumidﬁauﬁa (packet) #i19 9

Cloud orchestrator can be Contrail controller listens on
any combination of orchestrator event bus for workload-
OpenStack, Kubernetes, related events sends XMPP messages to
OpenShift, ... vRouters to implement security polices

Data Center

XMPP

User

Users access portal .
over enterprise " P
intranet or Internet Private Cloud Cluster

Virtual networks have VRFs with routes
r— and ACLs in vRouters to implement
Pod of network and application policies

containers—

Traffic is carried between vRouters
using encapsulation tunnels
(MPLSoUDP, MPLSoGRE, VXLAN)
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Full Edge Computing
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® Compute (Virtualization)

® Dynamic Resource Management (CPU, Memory)

® Live Migration



® Networking
® Virtual Private Cloud (VPC)
® External IP (Public IP)
® Firewall L2 and L3 (Security Group)
® VPC direct connect (Private IP)
® Storage
® Block Storage (Volume)
® Backup
® Restore
® Management Ul with NIPA Cloud Portal
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Center 784 NT fidaninveuuiu tnen1svheuaenndasiunisliuinis Infrastructure as a Service
(laaS) WU M15WAUSAIS virtualization machine (VM), Virtual Private Cloud (VPC), Elastic IP,
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