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Privacy Enhancing Technologies
(PETS)

Encrypted Data Processing Federated & Distributed Analytics Data Accountability
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I  Encryption Learning systems
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Privacy Execution
Tero Knowledge
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Function
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(Privacy Enhancing Technologies (PETs))
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FHE Scheme Types of Messages Noise Reduction
Integer Boolean Fixed-Point Bootstrapping Leveled
Number
BFV X X
GSW X X
TFHE X X
CKKS/RNS-CKKS X X X X
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A1519% A. © Compiler wag lausisdausumaliAnIsLINgRaLLY HE

FHE Library 91989 wadlaiild TWswnsunndils
Microsoft SEAL [54] SWHE, BFV, CKKS, RNS-CKKS C++
HELlib [28] CKKS, BFV C++
PALISADE [48] BGV, BFV, CKKS, FHEW, Cross-platform C++
Pyfhel [49] Afhel, SEAL, PALISADE Python
PySEAL [50] SWHE, BFV, SEAL Python
PySyft [72] SWHE Python
FV-NFLLlib, [26] SWHE, FV C++
HEAT [27] HE API C++
lattico [73] BFV, CKKS, RNS-CKKS Go
HEAAN [74] CKKS, RNS-CKKS C++
concrete [75] GSW Rust




) NMSWAILILATEBNLUUIEWWALATUAMUsTUUUINsAuATasanuludufvastoya

st lmud Ay funmsimuunase suinsdunsesaududivesieyadmiulelediv
Je8u wavaensuuszuuinmileled ﬁLﬁU%@gamﬂmuma%mq 9 uazhsWauu Edge Computing e
defoyaiignirsiaudludunuunandisesiuanmadesnisannuuulsluesiind wazdoyasy
gnienldlneiniesiunangldsnlnsuansdoyaiignaensiauds ielinsldnuiiieuasmnzaniuns
e dmulssugnaivnssu (System Integrators (SD) wagdmnsgauanasiinunszuulelofilulsau
RAAIMNTTY ﬁlﬂjﬁwLﬂué’aﬂﬁmmimzmmLﬁ?ia’gsunigé’ﬂuiwmmﬂ%"ﬁﬁa%ga (Cryptographic) N13sIU
uwnasvesuiognelimaluladnisdrsiauuuleluesinduuy RNS-CKKS fiannsadhsdadoyauu
F1uuaseldl Faunnsisainnnsdhsialeluuesindisou Mdldlamedeyaavduruduvienyiu
Wiy Tasuwanslasugniauieguuiiugiuvedlauidves Microsoft SEAL wagnnsliaruedosiionis
WhsanazmsAamsadamansul Node-RED dudulusunsudmiuiniannlolefiuuy Low-code
Flisdudesdinnuderngluns@eulusunsuneufinmesiaunsaiauidesendmsusenndndule
Loilade

unanwosuifaundu neldfeuusud CYBLION fiunaind1dn CYBER wag BRILLIANT @9g1udn
“lg-T-iBen” Faduinmelalfaioiusdan ledidou Tneflunanwosu CYBLION Usznause e dau ndn
@) Edge Computing fifldmves Code dmiumsitiista vudeyauazdstoyasonludnandsiulngly
Aoa MQTT fisessudoyavilalalunesiing defldsuanunsanidinanldain Node-RED Pallet Tngiden
107 Node-RED-cyblion-edge titoun@ndslulsunsa Node-RED n1elugunsal Edge Computing 7
\Jeusefuwuwes ) Cloud Computing (CYBLION.io) ﬁﬁmuﬂugmwwaq Web Application ﬁ;ﬂ%’mu
ansadnslériiu Web Browser Tngglfanuazanmsaimunuazainagnsduinlfiosuueiosilons
Awrnsuulaluyesiing lnsanmuindeunisawinaginnuiludiudidmivdldnuusasdaydgldau
(Account) waglanizzasdmsuuiaslusda (Project) filianisaulelefiudasnsdl ildnisdanis
asiseavlusiariladiieuazaznan m) Mobile Application (CYBLION App) Qﬂﬁmuﬂﬁlﬁi’hmﬁﬂgﬂuu
aunsnlnuszuuUURnTg i0S wag Android Inada CYBLION App vinlvigldauaiuisanivauadaiu
drushvestoyalelefivesnuadldine Fafldauaunsaains uazau ladald lnenelulusdagld
@111508579 Edge Faduduwaiaiiouves Edge finnsdlulanmenin Ineaely Edge axldlunnsinnns
AunsnsiateyakarNsdlays wazglteuaunsaaiaganauiadudmsuudazlusaal laenis
LHONVUINYBINYHILUUIANTUAIINABINTITIIUNITAIUIUEIY CYBLION App vilrin1si1vua
Amnsinesiminzandimiunisdisialelunesindidudesinedmiugldeminly lasidenyn
wsflmesiunguafifvuna 180 na1e waglua) (S, M was L) Gvuinvesnguadzaonndosiuainy
Fudouresnmaruinuazanugniestemadnsnendsnisnonsia uanaini fldeu CYBLION App
ANINT0dN LN TUARINAGWSTIFB 1T auuugUnsml uasdeyafidasnisliuans



) MaRmUIduTsusasznineszuumsTiuinsduasasauidudruivesdoyaumausaadiiu
loT Cloud Platform

WA UBINITNENUTINEIUAY) Yosunanasu CYBLION Tivihausiunulasgredivse@ndnm
uarn1siafloudeuderu NETPIE thifio d1u AP Sevmaguén TéWmundudonsorisauasdusznauiiu
3un31 Mobile Gateway fivutifiideusiesening o) Edge Computing ) Cloud Computing 3) Mobile
Application taz NETPIE lnyszuun158uduminuues unanweosu CYBLION 81@8n1s Authentication fiu
$¥UU Authentication %84 NETPIE titelf NETPIE sihnnsasrasevuanslumsitilinuuaslmdvesusiay
Account Fstuffifeanisldauunanedy CYBLON awnsavildlasnisadiedyddldauuvy
NETPIE.io uazdsrn¥esueameifounsiindsnmagsiaun CYBLION teiindetadildeniuy Whitelist
Tnegimundalildnunselaium o Todyide o lUsiauas e.o Edge Wuszaznan m Wou

MQTT broker 1Judiudfgyvesszuunisieaisvesgunsal loT ilelvdeyaaingunsal loT
aunsadeanssewing Cloud Computing wag Mobile Application léﬁ‘lugﬂqusqmst'iagaﬁLﬁﬁﬂiﬁ’mwlaim

a a !

wesHduInludediniseaniuy MQTT broker Tniinfivszavsnmiisanalunissessudeyavunaivella

Wesnnlagunideyalelofifidewinu MQTT azlivwiman feiululassnisillaimuwn FHEMQTT broker

Fulvaifiuenain MQTT broker a3 NETPIE

&) HINTIUN98519 Testbed wazyinNIsNAEBUITUY
Fuaulanuddgtunisnageuldeuaiasdiedisia wavnsosdiefunsie uuluswnsy
Node-RED swamungaindesile Node-RED-cipherflow fldnusnsn3anaiinanfinisasuulusunsy
Node-RED Liten1si3ous lnsyniedosiiofldnuannsafiofuazFoudnislialédonuios Inglsidesd
Taydnisldauusesndla w3aaile Node-RED-cipherflow 5%*15’38113’@1%@'11&%"11%izmumiﬁﬂmu n13
AnateyauuuinsiateyauaznaaeugnsfuInLazNaNEYRINNIALINTIFBIN INABAIUNNT AN
YuInvesnauaivInganiuafosnsltnunouFulUlF st suuuwanre$y CYBLION
n1snadauLnanWesy CYBLION ﬁlﬁgﬂﬁwmlﬂu CYBLION Application Tl#aulgassuy
Android waz i0S lngasietayauu Node-RED wagdsloyalumuinuunanin uazisennsisaeuNauy
aursnivufifngs CYBLION Application nn1snaasuluiesujiinis lnen1snaaeuiu Edge
computing A8gUnsalvuIALAN199 lwn Raspberry Pi 3 B+, Raspberry Pi 4, Jetson Nano @z
0T2050 fifinds Node-RED-Cyblion-Edge wazl@vinn1siiousie Sensor Radar a5sm¥eunaasuly
wosufuRnsiieIsuiisuaildainnisuaniuari NETPIE Application Lﬁammaauﬁammgﬂﬁaﬂ

wazUsEavEAnYeINTsaadayaTIasEUY

&) N13anEnausidslJiRn1s n1sandszgnszanANAn LazN1TUTSTNANNUSINEWNG
HRIY
iednenenaug Wauiwar Inujuinisldunanesy nisliusnisAuasesnududiuds ves

%

Toyaleledl MimunTu 1nnsaiulasans wagldsunansineusulel iRmusial

%



&.0) NIINBUTUAIUHUANS

#de “Privacy as a Service For loT/lloT: @suanudasnsieuwazanuiudiudivestoya loT/lIoT
#78 CYBLION Platform” Jumnsil m wgaA3n18u oo A1 o.00 - @b.00 U. & WosUTEYY
Auditorium (CO-eem) 81ANsETINUNAN enewInemansUssnelny

naumung gunuain aagsnadsanugaainnssy awn gldauluniegaaivnssusasgldam
seaviniauluningnainnssy §1usnas loT Cloud Platform dniWauuazgnangunsal loT &

MgnunaulainFun1seuUTH oo MBI WaEdTUIUEWNTUNTRUTNINUIU &0 AY

’* d = =
- .
s

i
i
nmm

WL
-

JUN N. @ UssEINIANISUSEYRRsUf URNMsuazszANAUARLAY



&

PnasUs:NaUNISDUSY
hitps: shorturlasia PkAxy

CYBLION PLATFORM
TRAINING & TUTORIAL

Hands-On Workshop

GETING
STARTED

¥ % gsvmc nected!

JUN 0. & nansiliusznaumsussyauuifinisuazseauanufniiu

o a (=3
&.la) N9ANUTEANTEANAMNAALIY
drureanisdrsrnuaserinuazseaumuAnmiuieiunsinasasnisldnuszuy lunis

UseauiBeufoRng annsnasuldeed
o sunsldnuuenndrduuuanivliiy
Jiihousudaudesnisairsuarduindoyafmeautinlnunaisinies ieUssiunauy
pandsely uinsdundeyaluidetudeadudoyasiafiortu nufdarudeamsliguimmvie

¥

= I3 o v ¥ ] o = 2 Yyadd 2 o
yanadulusdnsaunsagleyanidwinld uazdesnisdseandeya Nsrusiuanluiiulinguy Feesly
Uaguudilidlasessunsgloyalivarainsewsedwwentoyalulindu wasulandnuraulalunisimuwn
Ju Multi-key aaly

® sugunsainsessunmsldau
d1m3u CYBLION Platform Yagtudiasdesvinuusenndiaduuuainining uasitadninnly
@13138 Export Key 91nasunsnivuipiosmilsludniniowmils nioldaiunsauss Secret Key 1utp309le

el mndsuesedldnu dududesasiangualnl (Key Generation) Tul
® U5l Node-Red wagn1sinwieadaya
dmfunisldaunenndindudesdninuinugiulunisly Node-Red 1199310 CYBLION

platform smunaguuiuguvenisldau Node-RED

3



o sunisldussendldauiu Use Case

Hidrgrneusuiianuaulatl CYBLION platform WWl¥nuiugiuteyanuenvileanwuises

Y

wazilanuaulaneatunsinuseansamueanssuiun1sinau (Process) Inglinismeegdirivaddaya
= wa & a o oy v v v A v PR v
Famunau AN uguvemanndintuausvils mnld Node-RED wardawieudayalvislsuuuulvianunse

AU NNALATU

wonandansuszlovivesgsiueusuiiuanidn SMC uag IDA Platform Tunsldaru
a o d& a o ° a DA = Sy oy g a
wennaiadu AlduFsmsdininsauruwnunsiiusnisiueuan esniigitrsieusuiduaudn

IDA fianuaulanazldauwannadiaduil

a4 aa o o

&.a) MIUSTINFNNUS AnFlUANDS WAz RBIANANAIWSLILILNS

ad v L4

lasansiladnlviiinisussanduiug dnvhdedaviaudmiumewnsnany wazn1siinnuidmsu

[
a v A

msldnuwnannasunisliuinmsduasesrnududiuivesoyaleled dail

&.mn.0) N1508NYSHAAIINTIANSUaEIANUTE WIS UNanasy CYBLION Tusu
UszaaAvnns AINTEC 2023 e uil el - e 5unAn beos Weweues Ussmaioauin figUuans
nsinssan1sUsEndiusuinannasy CYBLION TusmuuseysAuinis AINTEC 2023 Tagilfiinsasa1uann
UIWHA WU Usewelng Foau GUu MaUTud vuiade dealus Tty Ju andgewsn Sangu

S9LAa pamsiae way ddwaus sulidesnin &o vinu

:
E

UM n.¢ fnssanisussurdunusunanwasu CYBLION Tusuuseyuivinisuiunvaa AINTEC 2023

&y



&.ano) IvillameTUTsrdIiusL Ui nanasuulag M lUmewnsHaNY AUy

sUnanalUamaiusyuduiusnsussyuialfusnig

t CYBLION

Protecting Privacy in Industrial loT
with a Homomorphic Encryption
Platform While Enjoying

Industry 4.0

Introduction

€ Arecent cloud data leak made
the factory cwners rethink
whether the move to Industry 4.0

might just be a trap.33 Homomorphic Encryption Platform
€€ Thus, there is a need to answer We develop
CYBLION 1o
o handle those
- P

lenges

this one quick question: Mow o
protect ndustrial indivicdual data
privacy while letting factones enjoy

industry 4.0 benefits? 33 crauchio €

Goal

o To develop an platfarm that allows

oTlaT daw

cantral data privacy via a mobike app

5 t0 presenve and

while outsourcing computation to the

Coud

Key Technologies

* Homomarphic encryption (HE) has
boen implementad for
protection, praventing the third-party
choud tfrom karming anything durng
COMPULATION OULSCLICNG
Node-RED is a low-code platform for
accekrating the devalopment of loT
appications
CioherFiow is a HE tooliit for the RNS
CKKS-based HE scheme on Node-REL

however, it intaly was no
handie the folowing issues which required
further extension

o madtiple uSers sharing ONe Serve

o tranamitting HE data aver ¥

amatic paramet
crypiographic speclss

* privacy control via a mobile app

Node-RED Eege-CYOLION

resuary eIy

oy -y Lowdns “ b

o WU P o & Dkt Colime s ‘

| ! ! 1

e - ne l

Local e Server

Discussion

® Croating a Node RED runtime gropct on the cleud
Cakisk 220 Sec aftir & user hcks Lo o eale & project
on Uhe mobile apepe.

o Tha clicstboard Lakins 3 soc to start isplaying the
decrypliod data after Uhw seror trarieils data to be
encrypted o the edie, and the edge to the doud

Pty Acew
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o

REGISTER IF YOU THINK DATA
PRIVACY MATTERS,
‘. 1

COME JOIN US & LEARN HOW TO USE

TO KEEP YOUR DATA PRIVATE
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a6 WA GitHub/Publish

®. Node-RED-CipherFlow https://flows.nodered.org/node/node-red-cipherflow

. node-red-cyblion-edge https://flows.nodered.org/node/node-red-cyblion-
edge/scorecard

on. CYBLION App (Android) https://play.google.com/store/apps/details?id=cps.nectec.seal

mobile&hl=en-TH

CYBLION App (i0S) https://apps.apple.com/th/app/cyblion/id6446020335

CYBLION.io (Cloud) https://cyblion.io/

NUERRRUAABUN NANT gUANYIT, LandTun BEURqE3R, gaius neeig, nedu vadix,
e A

‘unaanainlalanaanaanlifiznisauandayadinsialaslinansia,” funuuaesnansiueivse
nsvLnunsdugaiing MHnunisasauasigarinislfauluanineinanuasg

b.la) ADANISUNLANTNUALAAAILDLUNALATY CYBLION

SUT N. & 09 ol Uansadinisidudsuvuuazfnnsiaundindu CYBLION uu Google Playstore
uaz Apple Store 31n@BANUIT UL Google Playstore din1saniulnanlagUszmelng oo ATe Uszwne
89NQ¥ b AY kaz U Apple Store Iin1snniulnanlneusemaluniviely me A5 UTsmasangy & A3

Ny v A & = N & Y] &
LLagﬂJQLEU']L‘EJ‘EJNGUNVNwN@IW‘EJﬂigLV]ﬂIu‘W'J‘UL@LGUEJ oo AN ‘Uszmﬂmﬂqw oo AN

Statistics

@ Yourmay see some changes in your preregistration conversion statsics v

App statistics

Configure report ve (portreport = (3 Last30days

Time series
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Data table

Days All countries / regions Thailand United Kingdom Laos
Mar 2, 2024 29 26 2 1
Percentage of total 100% 89.66% 6.9% 3.45%
Mar 1,2024 26 24 1 1
Percentage of total 100% 9231% 3.85% 3.85%
Feb 29, 2024 29 26 2 1
Percentage of total 100% 89.66% 69 34
Feb 28, 2024 29 26 2 1
Percentage of total 100% 89.66% 34
Feb 27,2024 26 24 1 1
Percentage of total 100% 9231% 3.85% 3.85%
Feb 26, 2024 29 26 2 1
Percentage of total 100% 89.66% 6.9% 34
Feb 25,2024 28 25 1 2
Percentage of total 100% 89.29% 3.57% 7.4%
Feb 24,2024 30 28 1 1
Percentage of total 100% 93.33% 333% 3.33%
Feb 23, 2024 30 27 1 2
Percentage of total 100% 90% 3.33% 6.67%
Feb 22,2024 29 27 1 1
Percentage of total 100% 93.1% 3.45% 34
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root@cipherflow:/home/kalika# kubectl get pods --all-namespaces |grep "cyblion"

cyblion database-gateway-684cbb6b87-ztm89 1/1 Running 3 (7d7h ago) 136d
cyblion database-gateway-684cbb6b87-knémb 1/1 Running 3 (7d7h ago) 136d
cyblion groupstore-redis-849958d995-4s3j4m 1/1 Running 14 (7d7h ago) 378d
cyblion nodered-rabbitmg-0 1/1 Running 14 (7d7h ago) 378d
cyblion cyblion-session-redis-0 1/1 Running 14 (7d7h ago) 378d
cyblion edgebroker-redis-5588c78444-16x5n 1/1 Running 14 (7d7h ago) 378d
cyblion database-gateway-684cbb6b87-xskcx 1/1 Running 3 (7d7h ago) 136d
cyblion mysql-59fb556ch8-téhcl 1/1 Running 14 (7d7h ago) 378d
cyblion groupstore-6bff5bbd7b-18g52 1/1 Running 14 (7d7h ago) 378d
cyblion nodered-controller-8b8666d6b-g24nv 1/1 Running 5 (7d7h ago) 17ed
cyblion chatchamon-p743062619213-nodered-6fc56d4f5f-tb5hn 1/1 Running 16 (7d7h ago) 167d
cyblion eakarat-p477894720506-nodered-7f5chb54cf7-twrdk 1/1 Running 2 (7d7h ago) 53d

cyblion cybliontvop-p945763475236-nodered-556618966c-klz9g 1/1 Running 28 (7d7h ago) 217d
cyblion plumel42-p946106028223-nodered-656cf8cbbb-bcssm 1/1 Running 14 (7d7h ago) 140d
cyblion cyblionpentester2-p710866874810-nodered-f6bd88d99-k8rr2 1/1 Running 10 (7d7h ago) 139d
cyblion eakarat-p151748976058-nodered-7¢c6457b775-45fwr 1/1 Running 10 (7d7h ago) 136d
cyblion web-server-849fd4b876-914hp 1/1 Running 21 (7d7h ago) 198d
cyblion cyblionwsk1-p539072358151-nodered-57f776f5fd-77b2k 1/1 Running 11 (7d7h ago) 136d
cyblion plumel42-p568630601653-nodered-58d4597dbd-d8hbj 1/1 Running 15 (7d7h ago) 140d
cyblion cybliontester4-p948727399714-nodered-798cc7845d-v12qs 1/1 Running 13 (7d7h ago) 145d
cyblion cyblion-p102818583568-nodered-5f75677f49-8s19d 1/1 Running 30 (7d7h ago) 228d
cyblion cybliontester4-p986965858910-nodered-7fd99fcb57-nmnj5 1/1 Running 27 (7d7h ago) 228d
cyblion cyblionpentester-p050289124243-nodered-7¢c89f7b87c-2q6hj 1/1 Running 13 (7d7h ago) 145d
cyblion edgebroker-0 3/3 Running 27 (7d7h ago) 223d
cyblion cybliontester-p210508897403-nodered-5c58f969bc-gbbw9 1/1 Running 10 (7d7h ago) 136d
cyblion cyblion-p238808386764-nodered-5f58f9f7bd-nd462 1/1 Running 2 (7d7h ago) 97d

cyblion cybliontester4-p587675092544-nodered-868584c666-npgp7 1/1 Running 15 (7d7h ago) 144d
cyblion cyblionwsk1-p327949429068-nodered-5¢c584c7fb8-kztxn 1/1 Running 10 (7d7h ago) 136d
cyblion cpssecteam-p968779617716-nodered-65d89dc7f8-1h7jt 1/1 Running 31 (7d7h ago) 228d
cyblion cyblionmaster-p867946906445-nodered-5576189767-qcpbt 1/1 Running 27 (7d7h ago) 227d
cyblion iot-rabbitmg-0 1/1 Running 14 (7d7h ago) 378d
cyblion mobile-gateway-6c99b6b56d-xmw86 1/1 Running 0 6d12h
cyblion mobile-gateway-6c99b6b56d-tdgr4 1/1 Running 2] 6d12h
cyblion mobile-gateway-6c99b6b56d-2nqgh 1/1 Running 0 6d12h
cyblion 1-p264514939583-nodered-bf59c889c-8sz12 1/1 Running 0 5d18h
cyblion cyblionmaster-p194726227525-nodered-7ccdd99b85-mcxhp 1/1 Running 0 3d7h
cyblion cyblion-wsk4-p644955397500-nodered-77bcf5c88d-g9pb5 1/1 Running 2] 3d7h
cyblion cyblionwské6-p323379371239-nodered-5cf8ff67c8-1r7ht e/1 Pending 0 3d7h
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Abstract
Industry 4.0 and beyond are empowered by the Industrial Internet of Things (lloT),

enabling seamless communication between the physical and digital worlds. Nevertheless, lloT
privacy remains a significant obstacle because outsourcing computation to a third-party cloud
raises data leak concerns for manufacturing owners. The National Electronics and Computer
Technology Center (NECTEC) has realized this issue and taken responsibility for conducting a
research project funded by the Broadcasting and Telecommunications Research and
Development Fund for Public Interest (BTFP) under the supervision of Office of The National
Broadcasting and Telecommunications Commission (NBTC) on enhancing homomorphic encryption
(HE) technology to enable privacy-preserving outsourced computation on the cloud. At the same
time, loT solution developers can focus on loT development rather than cryptographic
optimization. This project proposes a privacy-preserving industry 4.0 and beyond that is
empowered by the Industrial Internet of Things (lloT), enabling seamless communication
between the physical and digital worlds. Nevertheless, lloT privacy remains a significant obstacle
because outsourcing computation to a third-party cloud raises data leak concerns for
manufacturing owners. The National Electronics and Computer Technology Center (NECTEC) has
realized this issue and taken responsibility for conducting a research project funded by NBTC.
This project proposes a privacy-preserving-as-a-service for loT platform called “CYBLION,”
enabling privacy-preserving outsourced computation on the cloud powered by a HE technology
while a mobile application is used to control the privacy of lloT data specific to a project, an
edge, and key management. The mobile application decrypts the results of computed encrypted
data and displays the data in real-time. CYBLION is developed based on the Node-RED program
and HE that overcomes four main challenges:

1) common arithmetic for lloT applications,

2) transmitting encrypted data over MQTT protocol,

3) real-time data visualization, and

4)  simplification for non-cryptographic specialists.
With CYBLION, loT solution developers can focus on loT development rather than cryptographic
optimization. The practicality of CYBLION is demonstrated by implementing it through two real
smart factory use cases: 1) TVOP for a smart tank farm monitoring system and 2) The PET for a
temperature and humidity monitoring system. The successful deployment of HE is a promising
technology enhancing privacy to lloT applications. In addition, the hands-on workshop has been
conducted to encourage stakeholders, such as system integrators and factory engineers, to

U



realize the importance of the privacy of lloT data and how to use CYBLION to help alleviate their
concerns about data leakage. From the project’s survey, 93.3% of attendees were impressed

with the CYBLION application, and more than 50% realized that privacy issues are important for

moving toward smart factories.
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lo.la.la WNANANNSIINSHALLL HE
Tngvhlumeliansidisiauuy HE asgnilenunielinaaud@nugiuves Ring Number &anele

feuiimavitewesistuuudwunlignidisia @leemluazsessumsdhsfadmnuauuin
o 0% [ (% a = o [ . < v CY ]
mwvualn E () Wudanediindmiu Encryption uag E (x) Wumsidisiatennnu x fdufe
E (x) Apdaniu X N19nidsiia (Ciphertext) wagnivualit a7 Aslwnvyesdoniny Plaintext lng

e O,,, way O, Ao Towaistuuu Plaintext wag Ciphertext MuaRy

ey : FBsdsraazgniseninsdnsanuy HE vuleweastu O ,,, dndulusuaunisdelyil
E(ml)Gc E(mz) = E(m1@771.m2)J le, m; € M

dnmuali 0,,, Wulswesistunisuandanesivazsilulunuamandfinisuiniuwuy
Homomorphism (Additive homomorphism) d1ivuali ©,,, \Wulewasistunisiuin wag a1

Avuali 0, Wulawesistunisan danesiuandulununaaui@nisguiuiluy Homomorphism

(Multiplication homomorphism)

olcd



o)

@)

1%

An1ssaRUU HE Tnevinluusenaunie 4 Junau fadl

nN158%19 Key (Key Generation): n15a314 key faeilsddunisadia key Key (1) lagsu

wisfwesdunn A lnesanediuiazainauadosnin pk, sk lneil pk fe public key
amsunsiinsvad wag SK Ao secret key dmsunisnensiia

n1s5nse (Encryption): nsidswavildsesanesfiunisnsde Enc(pk, m) lnesu
wismesdunm pk war doanuiidesnisdsia m uaziewinmilldaziduteninudign
\15%a Ciphertext € U9378A118 M

n1308ATE (Decryption): N1snansiaausainlamssanesiunisaensia Dec(sk, ¢)
Tnedorwiignidnsa Ciphertext ¢ anansagnasasvialdsenaua secret key Sk
n1svlelesisduvudoyafignidiswa: n1svleiUesisduuy Ciphertext Tng
WEval(f ("), ¢y, c;) Tnfudeanudhsiaidosnsileosistu ¢;, ¢, ua fleiduy

dmsunmavilewesistu wazazlanadnsuindu f(cq, cp) = ¢ Nilunonsiala

¢ & ° ¢ &
la.la. W\Tﬂ‘ﬁuﬂﬁliﬂﬁirf]Lﬂﬂikﬁ‘ﬁuwuﬂ"lu

®)

ilafduiugudmsunsinlewesistumeadaeans 1oun
Scalar TowUosist
Hulawedistunsadamanstufiuguiinuldmly Tneausowtadu o +ia Wi e. lewes
ssduiliugtu (Basic operation) iy N13UIN AU AA W13 WisUITEy N13F838dU Lagn1IM
sinfiaes 1udu way . lewesisdunan (Blend operation) 1y n1597 Polynomial function
Fadosinisrwinvate Tewesistu feg1adanesfiunisaiuan Scalar Tawodisduldun
Paillier Feildanesiiufiaunsamuiasialuuuy Positive integer waz Floating-point number
UBNINTITNIAILINLUY Batch Tevilviniseuianiatu vl Asdiimeveaninidanes
1 Paillier luszendldlunis outsource n1sawinludagliusnisaarinsioiedvinly
anusagriauildaindymmslanilag Multi-tenancy attack faiu Sevhlididnideiaueisnig
n3sgawnaika (Distributed two trapdoor public-key cryptosystem (DT-PKC)) [63]
Set Tawofisdu
1590 Set Towasisdu Tdun n15vi Set intersection wag N5 Set union lunsuInild
aundguindoyaiifFesveldnudesnisifneuvossanisvi intersection wag Union 89 Set
uiliiansnsaiinfadoyaveausiay set 16 fege3n1avi Set Tewasisdu léud [46]

nmvuali A = (aq, as, ..., a,) ¥8¢ B = (by, by, ..., b,,) HATBINN

|A n Bl e |a1, az, ...,anl n (bl’ bZ' ---;bn) = albl + azbz + e +
anbn

o))



waznislinuantmrewsn |[A N B| = |A| + |B| — |A U B|
M HAUIUNNAN Intersection waz Union 284 Set t#a1nat Additive Wag Multiplicative 15
o) Matrix loiUasisdu

nMsviuesnglalasistusening b wesnd laud gldenuiunin A ey B lagdesnisAiu
Hadnsventsaiuvessdesunind C = AB Iaglusuidy [D. Benjamin-2008] la

sonuuulnslnaeadmiunisauveauning fegraty wesnd X waz Y auan X n

n

Enc(X -Y)I|i,jl] = Enc (Z

k=1

X|i, k1Y [k, j] )

n

Enc(X - Y)[i, jl = Enc (Z
k=1

X[i, k1Y [k, j] )
MendsnmsAnasadns flénuannsansaseunnugniemestadnsildainnisium
lngnisairannmes v duauin 1 X 1 uazasivaeunaansldlae X = CV uag
asgouiuAmadns y = A(BV) dwnd X # Y avmnefawansiuialligndios
souldfinsimuliisnsduameindiStudiemadianig packing kagn13AILIMHAR
vamaneinindaunsavilalagld BGV Cryptosystem wazdsalaiinisiunldeuadeneld
HELb laun3 [28] wavsieuldfinistunaia Chinese-Remainder Theorem (CRT) packing 41
Tiloanmududeunay overhead unsduam

&) Linear Equation

NN9AIUIMLAANNISITLEY (Linear Equation) Usznausie Ax = b e X Junnesi

(%
v v

foan1smAn way A e non-singular lWasng way b Asninwasniamn fady e A (Ju
non-singular WA3NE YA N X N 1519zaunsamdunesaunss A~ 11 fausiaunse

fuamin X = A” b lugduvuvesmsithsvialaenn

Enc(A~Y)Enc(b) = Enc(A~'b) = Enc(x)
Tuauideves Kiltz et al [23] laudaueds PHE Weungun1sidaudy neun [C. Wang -2011] 1@
1@ue3s AHE TngldmaTiansiuaniuuiIugl (terative) WiipanaudusouYeINsSUIAABUTS

v
o

ilidaemududousyil O (n) weedslduhligldnuawnsansivaeuniugndeds

lala.¢ wuaansinlddszanaldanumaiianisidnsiawuy HE
) NM3UsyenAldaIu HE 7u Machine Leamning ua Data Mining

wiatlansAuATastayadInyAnaLUU HE gniunussendldauiuanuniu Machine Learning wae

Data Mining @1150a3UlAR0N519% o
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M15197 v Aag1en1sUsEENAldIumALlA HE AU Machine Learning wag Data Mining

U 81999 wmataitld duaAgIuAY| AsIadaula
Uaanase ED]EY
Regression Linear / ridge [(67] PHE + DP Semi-honest Taile
analysis regression [58] SWHE Semi-honest Taile
[60] Linearly HE + GCs Malicious 1
Logistic [66] | PHE Semi-honest Taile
regression
Logistic [17] | SWHE Semi-honest Taile
regression
Logistic [33] | Approximate HE Semi-honest Tailey
regression
Classification | Support vector | [62] | PHE Semi-honest Taile
algorithms machine
Naive Bayesian, | [15] FHE Semi-honest Taile
Decision trees
ANN [25] | PHE Semi-honest Laila
Data mining | K-means [21] FHE Semi-honest Taile
clustering
Association rule | [24] PHE Semi-honest Tailey

mining
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Cloud Platform
Model

Vector (w)

@ Obtain Q P ,ﬁ
® Decrypt |

—_ z @ Interact ® Returp
P "ol / @ Encrypt % {4) Interact
7 AN Training Dats Enc d Dat: = (4) Interact — —
/ raining Data incrypted Data Encrypted Model
| . e apa—
‘ % % ! DG (3) Upload Cloud Cloud Service Vector (w*)
L (1) Generate /{/ = storage Provider(s)
ARERO R N — b
Data Owners (2) Encrypt *
/Clients Query Feature Encrypted
Vector (x) Query Feature
Vector (x*)
(7) Obtain } (5) Return
J— e—— <
== (6) Decrypt 3
Prediction Encrypted
Result P(w, x) Prediction Result
P*(w*, x*)

UM & nszuaumsliuinisnsuszaiana Machine learning wag Data mining

vupannegsUaenisuazlasiunisitlvavestayadiuyana

lunsgurunisdsdoyainluussanana Machine Learning uag Data Mining uupa1ineteUasnsiouwas

AumsestayaduyAraaninsnazulangun < Inglunssuiumsuusesniudesdiu fie o) Junaunis

Y
[

Fed (Learning phase) TnsdunautlGuduanidesioya (Data owner) dsffoya Training Data iy
siunszurumadneia anduteyafidisfaudiasgnasdtulufulii Cloud storage wavantu nelu
cloud agfinsuaniasudoyasewing Cloud storage way nieliuinsuszananareinannd ndaain
\@§aAun"3 Train 2¢lé Model fogluguuuvasnindieia uagsidle Model fignidhsiagndaunis

= o

Al99U vIevesteys Jltuasiinyuad miunenTiid ) Yunaun1sviuie (Prediction phase)
L91U099¥911N1589 model Mg15Wan3e Query feature Allunisvirunsuvu1sialudenaig uay
N AaNRIzdran1siwglugliuunssianndadldau wasgldnuninyuad miunensiaas

AN115000ASHANBLAAINATNSAINANT U lA

) NM3UTEENALENUAY Image Processing
\WennumuNsUsEINanann (Image Processing) insiiulnaganngadaguinagly
a I3 1o v o v 1% ! =
FBsUszranauuaandn willesnanisesnisihluldenusiunisyseuiananimaiulngiag
goulmuarisanIsaNuAuATesdaya AiudalanAdedunnimumaianisinsiawuy HE e
wnldivaudszanananin Ineiegnenisuszendldanuduiwmsnd m

M15199 e AB819N1TUTZENALEIUmATIA HE iU Image Processing

U $1989 | madlaitld AMANBAILYRISANDINIY
Image feature | SIFT (Scale-invariant | [22] PHE ﬂﬂﬂaﬁa;ﬂa Location 984 image
extraction feature transform) keypoints

SURF (Speeded-up (68] PHE Execute interest points

OX




Yy a a dg v Y ) a
41U 2714994 LVIﬂuﬂVﬂ‘U @man‘ummaﬂaanaﬁwu

robust features) extraction, accurate keypoint
localization

HOG (Histogram of [59] FHE Higher accuracy

oriented gradients)

Content-based image retrieval (68] PHE Image similarity measurement
Image watermarking [16] PHE DWT method
Cloud Platform Privacy-Preserving
® Generate

Feature Extractions
(SIFT/SURF/HOG)

/’Q ® Upload @ Interact
— ﬁ
/ @ Encrypt ® Execute

Query Image Encrypted

Image Owner Query Image

Clou

T@ Obtai storage ud Service
ain .
________ Provider(s)
! |<_— <
@ Decrypt @ Return
SURF ' HOG I Encrypted Feature
_______ - Descriptions

Image Feature Descriptions
JUN « nszuaumslduinismsuszadananishsdaya Image feature extraction

vuaannegsasnsisuazdesiunisitlvavesteyadiuyana

TunszuaunisUssuiananishiadaya feature extraction anamdidslulszananavunafiily
v d‘ 1% v N =3 < < v s A o
AIgUN & Tnanmveadnvesn nazgnidsianeuwazduluinuliluguiudeyalunanidivesetily
Usziana 1AgAa1IRazyiin1sie Feature ¥@90 MAe38 SIFT, SURF %38 HOG lusduuudeyaiign
insia wadwsazilu Feature voanmiignidnsia wazasgndsnaensianigseweldiu viawWves

Foya luvhusafeaiunszuiunsuszuiana Image retrieval uaz Image watermarking {ufaguil oo

dl o U
LazIUN @e MUAINY



Cloud Platform Similarity Measurement
Between Encrypted
Databases Images and

the Query Image
i ﬁ @ Upload @ Interact
y —p —_— —
f i @ Encrypt ® Execute

Image Owner Query Image Encrypted
Query Image

@® Generate

?‘0“ oud Service
. storage .
® Obtain 8 Provider(s)
7 3
, / 4 \) N \\
/ % \ f @ Return
| . 5 \' ED—— <
\ 7 ecrypt
\ 2 /

\ ol 2 , .
N S / Encrypted Similar
N - Images

Similar Images

UM oo N3EUIUNISIHUINITNISUTENIAKNEANTT Image retrieval

vuaanInegsansisuazdesiunisitlvavesteyadiuyana

Encrypted Domain
s —2 L, e .
W’atark® Encrypt| Encrypted
I Watermark

| ® E;lt;/ Encrypted Image I Original Image
® Return

Cloud Platform

@ Interact
el
@ Decrypt

@ Interact

Recovered
Watermarked Image Watermarked Image

Encrypted

Clou
storage

oud Service
Provider(s)
® Execute @ Upload

=N ——=

Encrypted I

h I § |
Domain | B I ) !
| ' =L ills |
L I |® Decrypt! .
i Encrypted Encrypted : 1 Recovered I
@ Return . Image Watermark| Watermark |

T T D |

UM 00 NTTUIUNISIHUINITNITUTENIANENTT Image watermarking

vuaanInegsasnsisuazdesiunisitlvavesteyadiuyana

o) miﬂizqﬂmﬂ%’wuﬁu Biometric authentication

LY [y 1%

a a = < I3 4 o ¥ ! a ! = &,
NuingnuguenTunndudssiulunistianuddyiunisfuasesdeyadiuyanainadfialuy
aghasnlutagiudie vusu Biometric authentication visenshinanaiseuidnlunt visedeyanud

Inmvesyudielilunisseyinu danuddlainddeunuenininataniswisialuu HE ungagly

msfuasasmuduivesloyadiegnilunsni «

e



A13199 & feden1sussendldeumatia HE fiu Biometric authentication

U 1989 | wadadld AuNAgIY

ANUUADANY
Secure genome | Genome-wide association study [71] FHE Semi-honest
analysis Whole genome sequencing [35] | PHE + FHE | Semi-honest
Edit distance or Hamming distance [33] | SWHE Semi-honest

of genetic data

Pattern matching on genetic data [43] | SWHE Semi-honest
Biometric Biometric authentication (41] PHE Semi-honest
Face recognition [61] FHE Semi-honest
Fingerprint / iris recognition [37] PHE Semi-honest
Cloud Platform
_
" ® Generate - . N
‘ and Encrypt / 6 o % \ @ Interact
E — s . ee _’ —_—
i /,9 \ " o qe) [ @ Upload
Clinet ~N_ -t @ Execute
Encrypted Biometric .
2 "[l)‘emplate for Historical u .Serv1ce
Biometric Templates Provider(s)
\ 4

Feature Extraction
@ Obtain |—_ f S P ® Return
= @ Decrypt = Similarity Measurement
- =B
Recognition Result i

Encrypted w
(Yes/No or ID) Recognition Result Match Finding

Encrypted Domain

4

g‘dﬁ ela NTUIUNISIGUSNISN15UTEUIaNANTS Biometric Authentication

vupannegsUaendsuazdesiu nmsidluavasdayadiuynna

ﬂi“mumiﬁw%’ama Biometric lUUszinanavuaanfiieldssysinusgisasndeaiunsoasy

laras ‘U o IWEJL?U’WJEN‘U@NWGUL‘U‘L!Nﬁi?ﬂﬂmLLQﬁ']ﬂiUﬂ’]iLﬂJ’]i‘ViﬁLLau LGU’]i‘Viﬁ“U’EJiJa Biometric #18331n

tudeyatigniinsiaudiezgnddludsnandiiethludafiuuazuszananaiiiovinnisdugrudoyalu
grudeyaiiioszyfiinu nan1sszyfmnuazgnainduindigiosveuinisuazoensia dregendliiuld

]
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e nsldlunihszunishfnisldanueesdisfeausvlnu nshfnisldanuieundindusiigg

Wusu

&) M3UszenAlduiu Location-based service
UBNIINNUATUNTTEYIIAURAINT TN UnEdulunsTsyanuve ity uavdaves
' Fag Y ] = | D - v v a o [T
#1199 NilldagunsviatguInTu wu 15ty Google Maps Liaszutdunie nsldieunaiadulunissuds
AUALAZUINIIAY N15IURmLrUiwesgUnIal W Airtag Ludu doyasuniinaguesynnauasas
A9 o199giieldinludayadiuynna delu Faduidendnenisnisdisianiswmaia HE 11
Useyndldlunisssusuwndanedesiuldly aanialdusslovidandeyamanila dreg1sveenis

Uszgndlfidudsnnsnei ¢

M15199 & Aag1en1sUszendldeumatia HE iU Location-based service

Y 814989 waiaitld AuUAgIY
AUUaBANY
K-nearest neighbor [32] PHE Semi-honest
[65] PHE Semi-honest
Shortest path Approximate [64] SE + SWHE + PRFs Semi-honest
query shortest distance
Exact shortest [51] PHE + GCs + PRFs+ OT Semi-honest
distance
Obstructed [36] PHE + MPC + PT Semi-honest
shortest distance
Constrained [42] ORE + SWHE + PRFs Semi-honest
shortest distance
Group location services [34] SWHE + PBM Semi-honest

M3szymuiivesingausaldmeatinves k-NN Inglugui om wandliiunssuiunisussuiana k-
NN vupanInegeUaendiy Inedeyarasniielilunisssysumnisgnidisiansuiiludssuianaiite

mzezisluaang Lasnan1sAwinazgnilunensiaiyldanu



Cloud Platform

Jener: D D Interact
@® Generate 1/ s @ /// 1/ : @ ® Upload > © Intera
c - — i o L -— ¢ ’
N @ Encrypt p [
1A 1A s s
3E 3 Ers ,
Cloud Cloud Service
’. Input Graph Encrypted Graph Storage Provider(s)
[ , @
\ @ Generate Encrypted k-NN Query ® Upload
Client Q*([A]*,[k=2]%) Secure Distance
Computation and
} Comparison
C D' &— C DN =
@ Obtain ® Decrypt ) Return
Recovered Encrypted
Result Result

UM oa N3TUIUNTSIHUINIINISUSENRAKANTTE591UAE k-NN

vuaanInegsasnsisuazdesiunisitlvavesteyadiuyana

&) mMsUszendldauiu loT

d' v a e o L4 £ [ ! = Na o v d' ! 4
Wesndagtuiianudesnisiigunsal loT Winnluduniwesddudinusedriuieieln
AinANAEAINAUTY Smart life, Smart city kag Smart factory kagteyanlaaingunsal loT Aty
Uszananadiulnginnudeulmliinezluioyadiuyanaveslinu Jegasunisndawaznaanuly
15991ugaannssy Aeliy Jediuddesuliauaulalunisiieinelia HE Windielvanulasade

[ ! o v a L o a Y = 4 [ 1
wazauludiuiivestayaluvazineaiu nsdwnaia HE 19U loT danuvimieiluegnewin

= L4 [ saa ' o v ad a LY ® v 2/ v av 1

Wesngunsal loT Wugunsalfiiivihgyszatanainia dwuilunisdaiudeyatoy faluauidediu
Tngjaggatiuluinmsiauinaiiansinsdanlasndeuaglansneinslunisduinos 913199 o wana

magensussendliaunatia HE Augunsal loT

M19199 © MsUszEnaldaumaiia HE AU loT devices

U $9de | wadeilld | sunfgiuany | asaseuld

Uaaasiy ED]EY

loT based green house [56] PHE Semi-honest Taile

Data aggregation for fog computing for | [52]  |PHE + CR + | Semi-honest 1)

hybrid loT devices Hashing

MQTT message UU loT devices [13]  |SWHE Semi-honest Taile

Speed up data encryption for loT [40]  |ASE + FHE, Semi-honest Tailey

devices KATAN + FHE

loT devices [31] Polymorphic | Semi-honest Tailey

Encryption
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G

GenKey

Data

l processing
bata =—_" Encrypted DMQJT /
: roker
Sensor u 4:> Encryption —,/ data
> - e
&;‘ Data l — . =]
Sensor = '=\[> MQTT Cloud Cloud

storage compute

Publisher

Cloud

Raspberry Pi

.

1

Encrypted
result

Dashboard

Mobile
App

UM o NszUIUNTSIHUINMSNSUSENIaKadaYaaINgUnsal IoT

vuaanInegsasnsisuazdesiunisitlvavesteyadiuyana

JUN o LAAIRIDE19NTEUIUNITUITBLAIINQUNTA! Sensor LUTEUIAHAVUARTIINDES
Uaonsie lnegunsal Raspberry Pi vivutifiilugunsal Edge computing vwaianiilalunisasnangyua
wazinsiateyansuunangunsal Sensor uavdayanignitnviassgnasluussananaiinanin wasdoya

HadnsNlavzgnasnnensiaLarkanIHaneUndntulaIen1eve it

lo.la.& HE Libraries
wiatian1snsiawuy HE Togniuildeuasduteundindusiie agrawnsvaieunnaiy Vil

LY

Aot Compiler wag laus3dmsun1sAn HE WUUs199 #ann3199 o

A15197 & Compiler wag lausiadmsumatinn1snswaluy HE

FHE Library 91994 wadadild Tsunsuntenild
Microsoft SEAL [54] SWHE, BFV, CKKS, RNS-CKKS C++
HElib (28] CKKS, BFV C++
PALISADE (48] BGV, BFV, CKKS, FHEW, Cross-platform C++
Pyfhel [49] Afhel, SEAL, PALISADE Python
PySEAL [50] SWHE, BFV, SEAL Python
PySyft [72] SWHE Python
FV-NFLLib, [26] SWHE, FV C++
HEAT [27] HE API C++
lattigo [73] BFV, CKKS, RNS-CKKS Go

o&



FHE Library 91494 wadaily Tusunsun1ele

HEAAN [74] CKKS, RNS-CKKS C++

concrete [75] GSW Rust

unasy
wailansdhstauuy HE Wumedefivelideyaiigniirsiaaansadunmandamasiilae
lifosnensita Fuduniiumadafianunsatunyssgndlinulunsuitdymadesnisunidesany
Huduswesteyaluvnsiferiudeansilenndimsdinavesheuszananauunans msthdeya
duyanaly malansidisfa HE Ifefunateds Jsarunsaduunldesndu 3 Ussianmudiuiu
anuanansalumailewefistumsadamans 35 PHE [HuisTdonasdudoutosiign dednlngjas
gninlflunsaitlidesnismunamiadamnindudeunarluvazideliuouilinineinsnsg
ewaesdununzaulunsihunlduszaanavugunsal IoT agslsianu wnfianudeinisuszuiana
msndamanifidudon SWHE iudnmadenifeuthuldlunisuszananateyadildaingunsal loT
wag Tuthgtuillavsidmiunmsdhsfasemadn HE snnelpeduunldnulusunsuniuiideanis
¥ W C++, Python 1Jufu ﬁqﬁummﬁmWaﬁuaamuﬁ%’sﬁﬂﬁﬁuagﬁumiaaﬂquszwiﬁmmsamﬁu
Yamniideans waznsidenldisdhswaifiiussansamn
o.a HaUANHINMsUIMATUlaE HE s liusnsluanslszina
Tuduildmumumanmsdmaaginnegiszuunsliuinsduasesnundudiuiivinelulad
HE anllupaasnaszme ethunduumdunsiauunanefunisliuinisduasesnnudu
dsvestayaloleitdmiulasenisy Wnefidwunglunmsiamuasyssendmalulad HE Timungay
flUSEUU loT Wag loT cloud platform veslney
MnmsdrnanuitagiuGuiiuigviieg lussssmetinalulad He Toldnuludangudann
Setulnsiamzegbanniluldusslovdlunseuam Al msadis Machine Learning (ML) Model nns
TdanuuumanIn
o..0 AATEIUTEINATRUINsAuATEIAATudIu (Privacy as a Service)
) UM Inpher luUTEMAlAFURUAaMUIINNDIU Amazon Alexa LagJPMorgan Chase &
Co. Tau3em Inpher Fannsioussogiiios New York Ussimaanizaiini lnefiiuamuyad oc
&1 USD U3 Inpher Tdimaluladnisidhsia FHE wag SMPC lulviuinnsluiloduasesannandy
drusiivesdeyalunisussuiana Machine Learning Tu Cloud lng nafianisdunsosaududiuen
vasteya Uszneusny wailla Secure Multi-Party Computation (SMPC) uag FHE JUT e¢ wansliiiiu
feanninenssulassairenisduinetnaasafoiiiedunsosmuidudiusvesteya
nsliusmsAuasesauludiuiivestoyarasussm Inpher
o) nssudeiuAuine ML model agtasnsdelavanunsaduaseaninududiudives
%Ja:u“a (Collaborative Model Training and Inference) lngldinatin SMPC

(5}



) MIPUAUAIINIINTEIENAUMEWATA Federated Learning ag13uaansie (Secure
Federated Learning)

@) N5NSIHE ML Model (Encrypted Model Serving) gl FHE

&)  M3sulsziunsAuATestayaduyAnatuALAY (Cross Border Data Privacy

Compliance)

Users

Secure ML
Use Cases

REST APIs & ?A Performance ﬁ Data
Python Library & Telemetry M Access
— ’ - ! : (E’nter}p’r'te
Logs & Capabilities
@ Distributed @ l‘:ﬁ:it
DataStore

F“”VHammm o Privacy Preserving
‘Encryption (FHE) Technology

iy i T ARy T il T‘L . p—a Secret Computing

Privacy Zones Powered by XOR™ Engine Fastest FHE library

Run
Anywhere

JUN o¢ sanlnenssunisAuimegislasndie Weauinisduasasanuludiudn

vaetayau3Em Inpher

nsih g aliendisguesusev Inpher
o) lidmdunsduindunuuagussaniamnisiauvesniesdusu lagn1sv
Predictive maintanace dwiSun1steuthinadoseusivenaiesiusutiu dayausyandnmuaznislio
vouedossudfedldsunsdunsosnriiuduivesdoya iesndoyamaiiinanenssuluausgd

[

su lnglianunsalideyasalualugnieuenld FslimnudndusgsBanisedldsunisduasesninudy

[

drufvestaya wantnsussliuanudsesussdninmueanieseudluasesdusuiiaiudfgy

o

agadsmenmsluansgisunasdoyanisuszaianamaridndudesiiamanuanunsalunmsauiaves
¢ a P v a % A a v o & v
Aanan Bnninisdsteyanisidauasessudveaniasdusualgssuy loT IuTunesieany loT cloud
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Home > Marketplace

Enveil ZeroReveal <

Enveil, Inc.
Looking f
e Enveil ZeroReveal o addtoravorites
Enveil, Inc.
Plan
[ contact me pian ~] m
Overview  Plans + Pricing  Usage Information + Support  Reviews

Organizations need to securely and repeatably search, cross match, and derive insights from third-party data repositories without exposing the contents of the search itself or
compromising the security or ownership of the underlying data. In an increasingly regulated data ecosystem, this need to protect sensitive data while also complying with
regulatory requirements limits data sharing and collaboration across jurisdictions and between organizations, negatively impacting business processes.

Enveil's b bling and p bilities for secure data search, sharing, and collaboration protect data while it's being used or processed — the ‘holy
grail’ of data encryption. Enveil ZeroReveal® enables secure and private data collaboration t enhance intelligence-led decision making. Whether performing searches or

analytics on data you own, seeking information from a third-party data provider, or driving revenue by securely monetizing your data assets, Enveil's ZeroReveal® ensures
sensitive search content and its corresponding results are never revealed during the entire processing lifecycle.

Powered by homomorphic encryption, Enveil's ZeroReveal solution never decrypts searches, watchlists, or analytics during the entire processing lifecycle, enabling secure
collaboration between entities while allowing organizations to retain positive control of their data, maintain a natural and defendable separation, and achieve full auditability.
Users can securely cross-match, search, analyze, and exchange regulated information between entities in a business-relevant timeframe while ensuring sensitive information
remains protected.

Enveil ZeroReveal @ is a lightweight, API-based proxy-layer software system designed for and 8y
decoupling from the storage technology layer, Enveil sits above the data, requiring no changes to the underlying environment, and anowmg organizations to retain positive
control of their data assets while enabling secure sharing and collaboration

Media

THE DATA
SECURITY TRIAD
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ZeroReveal

P Search resources, services, and docs (G+/)

Home > Marketplace

kyduckii@gmail.com
DEFAULT DIRECTORY &

Enveil ZeroReveal = - X

Enveil, Inc.

Looking for an existing subscription to this product? View all your Saa$ subscriptions H
Enve'l ZeroReVeaI ) Add to Favorites
Enveil, Inc.
Plan
Contact Me Plan v ‘ m
\
Overview  Plans + Pricing  Usage Information + Support ~ Reviews
Plan Description Price + payment options Billing term Y/ Subtotal
|
Contact Me Plan Please subscribe to this plan as a way for us to contact $0/one-time payment 1-month $0
you. You are not committing to any purchase. Also, \

m you will not receive any value in exchange for this

subscription. You will not be billed anything related
to this subscription. A representative from Enveil will
contact you via email.
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P Search resources, services, and docs (G+/)

Home > Marketplace >

OpenMined Grid Domain = - X

Madhava Jay

&5 &) donkyduckii@gmail.com @
G 0 & @ P‘ DEFAULT DIRECTORY &P

V OpenMined Grid Domain o addtofavorites

Madhava Jay
Plan
‘ OpenMined Grid Domain 0.6.0 v ‘ | Start with a pre-set configuration

Want to deploy programmatically? Get started
Overview  Plans + Pricing  Usage Information + Support Reviews

Offered under Microsoft Standard Contract.

Syft decouples private data from model training, using Federated Learning, Differential Privacy, and Encrypted Computation (like Multi-Party Computation (MPC) and
Homomorphic Encryption (HE)) within the main Deep Learning frameworks like PyTorch and TensorFlow. Most software libraries let you compute over the information you
own and see inside of machines you control. However, this means that you cannot compute on information without first obtaining (at least partial) ownership of that
information. It also means that you cannot compute using machines without first obtaining control over those machines. This is very limiting to human collaboration and
systematically drives the centralization of data, because you cannot work with a bunch of data without first putting it all in one (central) place. The Syft ecosystem seeks to
change this system, allowing you to write software which can compute over information you do not own on machines you do not have (total) control over. This not only
includes servers in the cloud, but also personal desktops, laptops, mobile phones, websites, and edge devices. Wherever your data wants to live in your ownership, the Syft
ecosystem exists to help keep it there while allowing it to be used privately for computation.
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—_— - o e

Home > Marketplace >

OpenMined Grid Domain = <

Madhava Jay

V OpenMined Grid Domain < add o Favorites

Madhava Jay

Plan
| openMined Grid Domain 0.6.0 ~ | [ start with a pre-set configuration

Want to deploy programmatically? Get started
Overview Plans + Pricing Usage Information + Support Reviews

The cost of running this product is a combination of the selected software plan plus the Azure infrastructure costs of the virtual machines on which you will be running this software. Your
Azure infrastructure price might vary if you have enterprise agreements or other discounts. Costs might vary by deployment region.

Software plan Price Description

Bring your own license (BYOL) (+ Azure infrastructure costs) OpenMined Grid Domain VM Ubuntu
OpenMined Grid Domain 0.6.0

Bring your own license (BYOL) (+ Azure infrastructure costs) OpenMined Grid Domain VM Ubuntu
OpenMined Grid Domain 0.7.0
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Home > Marketplace >

TripleBlind = X

Tripleblind, Inc

o  TripleBlind © ddwravorites

oo
Tplebinat Tripleblind, Inc.

Plan

[ TripleBiind 30 Day Evaluation M [ start with a pre-set configuration

Want to deploy programmatically? Get started
Overview  Plans + Pricing Usage Information + Support Reviews

Offered under Microsoft Standard Contract.

TripleBlind has created the most complete and scalable solution for privacy enhancing c . The Tri ind solution is soff ly and delivered via a simple API. It
solves for a broad range of use cases, with current focus on healthcare and financial services. The company is backed by Accenture, General Catalyst and The Mayo Clinic.
TripleBlind's i build on well principles, such as federated learning and multi-party compute. Our innovations radically improve the practical use of
privacy preserving technology, by adding true scalability and faster processing, with support for all data and algorithm types. TripleBlind natively supports major cloud

including for and purchase via cloud marketplaces. TripleBlind unlocks the intellectual property value of data, while preserving privacy and
ensuring compliance with HIPAA and GDPR. TripleBlind compares favorably with other privacy p g tec , such as phic encryption, synthetic data, and
tokenization and has documented use cases for more than two dozen mission critical business problems.

Media

How Data Ecosystems are Broken Today

oo Tl pleBI'nd”

Your R .
o ) Pain Point? : )

donkyduckii@gmail.com @

= Microsoft Azure £ Search resources, services, and docs (G+/) DEFAULT DIRECTORY
Home > Marketplace >
TripleBlind = > |

Tripleblind, Inc.

<~ TripleBlind < Add o ravorites
hnbesamiend Tripleblind, Inc.
Plan
TripleBlind 30 Day Evaluation ~] [Start with a pre-set configuration |

Want to deploy programmatically? Get started

The cost of running this product is a combination of the selected software plan plus the Azure infrastructure costs of the virtual machines on which you will be running this software. Your

Azure infrastructure price might vary if you have = or other Costs might vary by deployment region. |
Software plan Price Description
|
Bring your own license (BYOL) (+ Azure infrastructure costs)  Select this plan to take TripleBlind for a test drive and learn how the API can be quickly and
TripleBlind 30 easily implemented. you will be contacted to arrange payment to get started casily. This plan
Day Evaluation uses the standard MSET Azure licensin  Please select |

configuration and attach a data disk with at least 100GBs of storage.

Annual Enterprise This plan uses the MSFT Azure standard license agreement. Please select a recommended VM
License configuration and attach a data disk with at least 100GBs of storage.
Hourly Software with at least 100GBs of storage. An onboarding process is required before you can begin i

Cost using the TripleBlind solution. We highly recommend during the subscription process that
you setup the auto-shutdown feature, or stop the VM manually after subscribing, to minimize
your cost during the onboarding process.

Starting at $10/hour (+ Azure Infrastructure costs) TripleBlind per hour based pricing plan, pay as you go based on the number of hours that
TripleBlind your VM is running. Please select a recommended VM configuration and attach a data disk |
Hourly Based With at least 100GBs of storage. An onboarding process is required before you can begin

Eval Plan using the TripleBlind solution. We highly recommend during the subscription process that |

you setup the auto-shutdown feature, or stop the VM manually after subscribing, to minimize |
your cost during the onboarding process.

.
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About ¥ Categories v Delivery Methods v Solutions ¥ AWS IQ ¥ Resources v Your Saved List Partners  Sell in AWS Marketplace ~ Amazon Web Services Home  Help

Refine results Homomorphic (5 results) showing 1-5 a ®

Categories

Infrastructure Software (5)

Sort By: Relevance v

Enveil ZeroReveal Client
By Enveil | Ver3.1.1

Machine Learning (2]
' ) ; ing (2) EN|VEIL Starting from $225.00/hr or from $976,000.00/yr (50% savings) for software + AWS usage fees
Industries (1
! Powered by homomorphic encryption, Enveil ZeroReveal platform enables organizations to
¥ Delivery methods securely and privately query data from other entities while ensuring that the content of the
interacti d th Its d. By keepi iti h t ted
Amazon Machine Image (4) I[:,::r:::(ag:e eneli:sn are never exposed. By keeping sensitive search terms encrypte
Saas (1)
) Enveil ZeroReveal Server
v Publisher By Enveil | Ver3.1.1
Enveil (2) EN|VEIL Starting from $225.00/hr or from $976,000.00/yr (S0% savings) for software + AWS usage fees
Inpher (1) Enveil ZeroReveal platform enables organizations to securely and privately query data from other
3 . entities while ensuring that the content of the interaction and the results are never exposed. Enveil
TripleBlind (1) allows users to perform Trusted Compute in Untrusted Location in order to securely derive insight...
YeongHyeonKim (1)
o TPietrnd TripleBlind - 30 Day Evaluation
w Pricing model By TripleBlind | Ver 1.0
Upfront Commitment (3) Product Overview TripleBlind has created the most complete and scalable solution for privacy
u Based (2) enhancing computation. The TripleBlind solution is software-only and delivered via a simple API. It
sage Basef solves for a broad range of use cases, with current focus on healthcare and financial services. The
Bring Your Own License (1) compa...
Free (1)
XOR Secret Computing® Engine Platform License
w Pricing unit By Inpher
Custom Units (1) The XOR Secret Computing Platform is built off of proprietary advances in privacy-preserving
machine learning. These techniques allow for the maintenance of privacy without the tradeoff of
loss of precision and enable data scientists to perform basic to complex machine learning
Operating system operations against...
» All Linux/Unix
CRYPTO, pi-HEaaN
v Contract type LAB A By YeongHyeonKim | Ver pi-heaan 0.4.2

Standard Contract (2) pi-HEaaN is a Python library for simulating HEAAN(Homomorphic Encryption for Arithmetic of
Approximate Numbers), so that it offers experience for HE(homomorphic encryption). It provides
not only key generation, encryption and decryption, but homomorphic operations such as
homomorphic addition and...

¥ Architecture
64-bit (x86) (4)

¥ Region

U be USN13ANATRIAMMTLEIUAIvBtaYaUN AWS Marketplace

o.®) Enveil ZeroReveal
F1Uazt9AN1TIAUIN19909 Enveil ZeroReveal Tu AWS Marketplace adnefiuiulu Microsoft

Azure Marketplace uausnisliusniseanidu Client uay Server

® FEnveil ZeroReveal Client
Tudhures Client azdaldaelunisliusmsudadudiuves Software sonislien 1 dalus
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About « Categories Delivery Methods + Solutions « AWS IQ = Resources v Your Saved List
ENVEIL Enveil ZeroReveal Client ContinETslChEsEARe
Overview Pricing Usage Support Reviews

Pricing Information

Use this tool to estimate the software and infrastructure costs based on your configuration choices. Your usage and
costs might be different from this estimate. They will be reflected on your monthly AWS billing reports.

Estimating your costs

Choose your region and fulfillment option to see the
pricing details. Then, modify the estimated price by
choosing different instance types.

Region
AWS GovCloud (US) East v
Fulfillment Option The table shows current software and infrastructure pricing
for services hosted in AWS GovCloud (US) East. Additional
64-bit (x86) Amazon Machine Image (AMI) v taxes or fees may apply.

Software Pricing Details Enveil ZeroReveal Client

Enveil ZeroReveal Client $225.00 /hr > Switch to annual pricing for savings up to 50%

s xiang Hourly Annual
Infrastructure Pricing Details ECZISE Software/hr  EC2/hr  Total/hr
Estimated Infrastructure $0.816 EC2/hr > type

Cost c5.4xlarge

® o $225.00 $0.816 $225.816

ndor
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Pricing Information

Use this tool to estimate the software and infrastructure costs based on your configuration choices. Your usage and
costs might be different from this estimate. They will be reflected on your monthly AWS billing reports.

Estimating your costs

Choose your region and fulfillment option to see the
pricing details. Then, modify the estimated price by
choosing different instance types.

Region
AWS GovCloud (US) East ~
Fulfillment Option The table shows current software and infrastructure pricing
for services hosted in AWS GovCloud (US) East. Additional
64-bit (x86) Amazon Machine Image (AMI) v taxes or fees may apply.

Software Pricing Details Enveil ZeroReveal Server

Enveil ZeroReveal Server $225.00 /hr > Switch to annual pricing for savings up to 50%
: Hourly Annual

Infrastructure Pricing Details EC2 Instance Softwars/hr. | EC2/he Total/hr

Estimated Infrastructure $0.816 EC2/hr > type

Cost cS.4xlarge

® vend $225.00 $0.816 $225.816
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About « Categories v Delivery Methods « Solutions « AWS IQ - Resources + Your Saved List

@ TrpleBlnd

. TripleBlind - 30 Day Evaluation Continue to Subscribe

Overview Pricing Usage Support Reviews

Pricing Information

Use this tool to estimate the software and infrastructure costs based on your configuration choices. Your usage and
costs might be different from this estimate. They will be reflected on your monthly AWS billing reports.

Estimating your costs

Choose your region and fulfillment option to see the
pricing details. Then, modify the estimated price by
choosing different instance types.

Region
US East (N. Virginia) v
Fulfillment Option The table shows current software and infrastructure pricing
for services hosted in US East (N. Virginia). Additional taxes
64-bit (x86) Amazon Machine Image (AMI) v or fees may apply.
Use of Local Zones or WavelLength infrastructure
Software Pricing Details deployment may alter your final pricing.
TripleBlind - 30 Day $0 /hr >
Evaluation i . TripleBlind - 30 Day Evaluation

EC2 Instance

Infrastructure Pricing Details B A

Estimated Infrastructure $0.166 EC2/hr >
Cost @ $0 $0.166  $0.166
D t3.2xlarge $0 $0.333  $0.333
BYOL Available for customers with current
licenses purchased via other channels. O  t3a.xlarge $0 $0.15 $0.15
D t3a.2xlarge $0 $0.301  $0.301
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About v  Categories v DeliveryMethods v Solutions v AWSIQ v  Resources v

, XOR Secret Computing® Engine Platform License
INPREr  sty: pter

Save to list

The XOR Secret Computing® Platform enables privacy-preserving machine learning and

analytics via encryption-in-use technology. It is fast, precise and supports a large number of

v Show more

Overview Pricing Usage Support Reviews

Product Overview
The XOR Secret Computing Platform is built off of proprietary advances in privacy-
preserving machine learning. These techniques allow for the maintenance of privacy H \g'ﬂ'ahts
without the tradeoff of loss of precision and enable data scientists to perform basic to -
complex machine learning operations against single or multiple data sources without ever * Supports analysis across multiple data sets with

revealing the inputs, requiring any data transfer, and without involvement of a third-party. different features.

Has mutual privacy controls for both the dataowner

With XOR you can perform privacy preserving analytics and machine learning on sensitive and analyst.

data to meet compliance requirements, maintain customer confidentiality and build better
data models.

Supports advanced machine learning functions and
statistical inference predictions.

The Platform License is designed for users in a production environment with multiple
internal or external privacy zones where XOR needs to be installed on the client’s
architecture.

The Production License includes 10 authenticated users. The License includes a sandbox
environment with three Inpher-hosted XOR Machines (virtual machines). The License also
includes a separate production environment with 2 client-installed XOR Machines that can
be used for internal use or external deployment to data sources. Platform Licensees can
purchase additional XOR Machines if needed. With this license type, XOR Machines can be
deployed to external (outside your organization) privacy zones to access more data. Clients
who have requirements beyond what the Platform License offers, for example additional
XOR Machines, can contact sales@inpher.io.

Sold by Inpher
Product Video See product video '
Fulfillment Method Software as a Service (Saas)

Pricing Information

Below are the total costs for these different subscription durations.
Additional taxes or fees may apply.

XOR Secret Computing® Engine Platform License

Description 12MONTHS 24 MONTHS 36 MONTHS

Platform License  XOR Secret Computing Platform License  $240,000  $456,000  $648,000
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About v Categories v Delivery Methods v Solutions v AWS IQ ¥ Resources v Your Saved List
CRYPTO :
LAB < pi-HEaaN Continue to Subscribe
Overview Pricing Usage Support Reviews

Pricing Information

Use this tool to estimate the software and infrastructure costs based on your configuration choices. Your usage and costs might be
different from this estimate. They will be reflected on your monthly AWS billing reports.

Estimating your costs

Choose your region and fulfillment option to see the pricing
details. Then, modify the estimated price by choosing
different instance types.

Region
US East (N. Virginia) v
Fulfillment Option The table shows current software and infrastructure pricing for
services hosted in US East (N. Virginia). Additional taxes or fees may
64-bit (x86) Amazon Machine Image (AMI) v apply.
Use of Local Zones or WaveLength infrastructure deployment may
Software Pricing Details alter your final pricing.
pi-HEaaN $0 /hr >
pi-HEaaN
EC2 Instance type Software/hr  EC2/hr Total/hr
Infrastructure Pricing Details
e e e 5 t2.nano $0 $0.006  $0.006
Estimated Infrastructure Cost $0.012 EC2/hr >
t2.micro
® 5 $0 $0.012 $0.012
EC2 charges for Micro instances are free for -
up to 750 hours a month if you qualify for the AWS Free '+ R2small $o $0.023 $0.023
ier @
Tier (2. ) t2.medium $0 $0.046  $0.046
O t2.large $0 $0.093 $0.093

JUN alo 31888B8ARUTIANEMSUUINMIANATEIAUTUEUAIVDY

¥

vaya CRYPTO-LAB uu AWS Marketplace

la.a.@ ATISUNANYNAT LUARIARAGLsTINA
31nn1sd19avsEnlaliuinisnguandiduasesanududiudivesteyadiniunis

USTUIANAVUAAIIAAISITUE WUTIIUTNITUSENBUAIENEUAIU Application Audayaaun1n
(Healthcare), NduAUNITRY, NFUUSITIANTRUADUNINNLY, NFUNNNTINIT Uay NSAUMUBYA
nansdisayamnslisnsuntiosdeyalusaalannuidnisdulduegiefinnselan Tned
dasmsivlnegi fovazme 9107 bobo A4 wole FIgURl ma Fen1siiulnvosmainlungunns
Trsnsiiauidesnnanuadaduld GDPR lumansussme waganudufnavesgnélunduosdnadiu
mnuvaenduvesdeyaiilvagniouen Tasuwliunslivinadudadiuves SME uas sadnsvuslvg)
oefifiou o/m vasyad A sy ee lnsindinmeiuesimaianisliuinis Privacy as a

service dadundasnisiiuunIuluauian

oncs



U.S. data protection as a service market size, by deployment,
2016 - 2027 (USD Billion)
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Source: www. grandviewresearch com
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l Global data protection as a service market share, by end-use, 2019 (%)

m SMEs

Large Enterprises

Source: www.grandviewresearch com
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1024 27 19 14
2048 54 37 29
4096 109 75 58
8192 218 152 118
16384 438 300 237
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146 kB
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sync @ connect o
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¥ Name Temp NETPIE prepare &~

£+ Setup On Start On Message On Stop

1~ msg.payload = { ’

2~ "data":{

3 "Temp_module":parseFloat(msg.payload.toFixed(2))

4+ }

5+}

6 return msg;

UM «a N3iuA Payload d§wsu Topic “Temp_module”

Edit function node

Delete Cancel

#+ Properties ® B

¥ Name Sensor 1 NETPIE prepare &~

£ Setup On Start On Message On Stop

1~ msg.payload = {

2~ "data":{

3 "Sensorl":parseFloat(msg.payload.toFixed(2)),
4- }

5+ }

6 return msg;

JUN «& NMsimiuA Payload dwsu Topic “Sensorl”

Edit function node

Delete Cancel

1+ Properties LA

—

¥ Name Sensor 2 NETPIE prepare

L 4]
4

£ Setup On Start On Message On Stop

i 1~ msg.payload = { -’
1 2~ "data":{

3 "Sensor2":parsefFloat(msg.payload.toFixed(2))

4- }

54}

6 return msg;

3UN «o MsAmiuA Payload dwu Topic “Sensor2”
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Edit mqtt out node

Delete Cancel

£+ Properties & 3B
Q@ Server Sensor1 vi| ¢

= Topic @shadow/data/update

& QoS 0 v D Retain v

¥ Name Mink NETPIE

Tip: Leave topic, qos or retain blank if you want to set them via msg
properties.

Ul o iiunlidedioyaiding @shadow/data/update 484 NETPIE

Edit mgtt out node > Edit mqtt-broker node

Delete Cancel Update

%+ Properties £ R
¥ Name Sensor1
Connection Security Messages
Q Server maqtt.netpie.io Port 1883
(J UseTLS
£+ Protocol MQTT V3.1.1 ~
9% Client ID a271ed1e-1d19-40e3-899b-0c70d6075f8a

< Keep Alive 60

i Session Use clean session

Ul e Amualiidedoyaiing MQTT Broker was NETPIE
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Q Flow 1 CPU Dashboard + || = J¥ debug -
~ common P ——— [ meapaind [ T Yallnodes | | @
NTG in AINTC Data — Temperature Seperater |~ ANl Data Together
= ) - ) Erons S 6/28/2023, 12:18:27 AM_ node:
inject L (g P AN Ve - 4b9045aeebsffddf
I e s | Sensort : msg.payload
S oo - L] pmeer
f ) ° 12.0955322265625
complete () /deuntyusB0 | msgpayioaa [
. ) / 6/28/2023, 12:18:28 AM _ node:
catch — L. S doecad40cbaaddgb
L. S N ronorone |- ORI 1| Temperature : msg.payload :
. + e number
sz o) Test Road from Ucornect Sansor) Y] 40.02690605694218
- ) - Tmsgzayosd [ .
linkin O Ny T
— >) / T
———— et somepiope smoon 12 Saror 1 T g A ETFE (
) link out . e G om0 wggerzooms
C J p cypionprepare |- S SESHCIBICRERTEUL )
S
comment
v function - p
L ~ 9 (2 9 %
p— ey ol I IR Node 1% 5UN151915¥ a1 U Y FHE 1UD CKKS/RNS-
@] switch () (
Q change ()

JUN <et N13AAAY Node dmsumsisiamsindmsunisdisiiadayalalod

uazdsoanlugenanan Cyblion

Edit Cyblion Encrypt node

Delete Cancel Done
#+ Properties & B E=
¥ Name Sensor1 Cyblion Encrypt
=) Device 10T2050 v
sync @ connect c

ync or EQIt Device

EAMQTT TOPIC

Send the encrypted value to
=) Topic @cstore/data/updated/  oil/Sensor1

end the encrypted timestamp to

) Topic @cstore/data/updated/ | oil/time_s1

Example encrypted value topic

@cstore/data/updated/home/bedroom/temperature
@cstore/data/updated/oil/height

Example encrypted timestamp topic

@cstore/data/updated/home/bedroom/time
@cstore/data/updated/oil/time

5UN @00 MRS Topic dmudidayadrsviaiadaanludenars Cyblion sy

EdgeBroker @cstore/data/updated/
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Sensor1: y = 30x - 118.02
BN e Node |~ ==l v
I
f O Chainindex: 1 O connected, sent mC17Y10dYKRBovQgOHg 1SzbSABIMUGEL1Tys
multi(P)

o o °
ANIRSIINNS @M 1NN 13RpVR41SYIEZZ2cJAAAAAIDK/9BHSVWSVCt
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i ) 1
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P O connséiad, seit bkcPEISHOHET JapMc2m9ZNKQWRS )/ F iKnX07
@ link out @ connected Ys54YvCY34ucdj5tSiox+M2awSY008 ] yEwgs
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| linkin O

~ function

Node
- O connected. sent 714bYZpHOtYWLCKKTXK9bY/ 1016POb1jxIu8
function () 0W70rYSAXWGXXZWSM2HI9/Q2CcKUAQVZtXgq

° o 1 . ‘. hDgkV15p2cgd4Z;zThjkyk+nS3YERy+vVIng
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Data table

Days Al countries / regions Thailand United Kingdom
Mar 2, 2024 29 26 2
Percentage of total 100% 89.66% 6.9%
Mar 1,2024 26 24 1
Percentage of total 100% 9231% 3.85%
Feb 29, 2024 29 26 2
Percentage of total 100% 89.66% 6.9%
Feb 28, 2024 29 26 2
Percentage of total 100% 89.66% 6.9%
Feb 27, 2024 26 24 1
Percentage of total 100% 92.31% 3.85%
Feb 26, 2024 29 26 2
Percentage of total 100% 89.66% 6.9%
Feb 25, 2024 28 25 1
Percentage of total 100% 89.29% 3.57%
Feb 24, 2024 30 28 1
Percentage of total 100% 93.33% 333%
Feb 23, 2024 30 27 1
Percentage of total 100% 90% 3.33%
Feb 22, 2024 29 27 1
Percentage of total 100% 93.1% 3.45%
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root@cipherflow:/home/kalika# kubectl get pods --all-namespaces |grep "cyblion"
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517 oloe» @87 User # Active o
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groupstore-redis-849958d995-4sj4m

nodered-rabbitmg-0@

cyblion-session-redis-0
edgebroker-redis-5588c78444-16x5n
database-gateway-684cbb6b87-xskcx
mysql-59fb556ch8-téhcl

groupstore-6bff5bbd7b-18g52
nodered-controller-8b8666déb—q24nv
chatchamon-p743062619213-nodered-6fc56d4f5f-tb5hn
eakarat-p477894720506-nodered-7f5cb54cf7-twrdk
cybliontvop-p945763475236-nodered-5566f8966¢c-k1lz9g
plumel4s2-p946106028223-nodered-656cf8cbbb-bcssm
cyblionpentester2-p710866874810-nodered-f6bd88d99-k8rr2
eakarat-p151748976058-nodered-7c6457b775-45fwr
web-server-849fd4b876-914hp
cyblionwsk1-p539072358151-nodered-57f776f5fd-77b2k
plumel42-p568630601653-nodered-58d4597dbd-d8hbj
cybliontester4-p948727399714-nodered-798cc7845d-v12qs
cyblion-p102818583568-nodered-5f75677f49-8s19d
cybliontester4-p986965858910-nodered-7fd99fcb57-nmnj5
cyblionpentester-p050289124243-nodered-7c89f7b87c-2qéhj
edgebroker-0
cybliontester-p210508897403-nodered-5c58f969bc—-gbéw9
cyblion-p238808386764-nodered-5f58f9f7bd-nd462
cybliontester4-p587675092544-nodered-868584c666—-npgp7
cyblionwsk1-p327949429068-nodered-5c584c7fb8—kztxn
cpssecteam-p968779617716-nodered-65d89dc7f8-1h7jt
cyblionmaster-p867946906445-nodered-5576f89767-qcpbt
iot-rabbitmg-0

mobile-gateway-6c99b6b56d-xmw86
mobile-gateway-6c99b6b56d-tdgré
mobile-gateway-6c99bé6b56d-2nqgh
1-p264514939583-nodered-bf59c889c-8sz12
cyblionmaster-pl94726227525-nodered-7ccdd99b85-mcxhp
cyblion-wsk4-p644955397500-nodered-77bcf5c88d-g9pb5
cyblionwské-p323379371239-nodered-5cf8ff67c8-1r7ht
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IHHOT/IOT FOR SMART FACTORY

Make your factory smart empowered by data monitoring and analysis in the cloud

SHARE YOUR (SENSITIVE) DATA TO THE CLOUD
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TRADITIONAL IIOT SOLUTION

Data Visualization
loT Cloud ——

&=
L -

Edge

- Computing
= .
-

loT in a Factory Plant

Home About Service

v Cybersecurity protection

Offload data computation and
& data distribution by cloud
computing

WHAT'S WRONG?

¢ Need a trust of the third party such as the Cloud
Service Provider

» Not guarantee the cloud will not be attacked (i.e,,
Ransomeware, Data breach)

¢ The cloud can see your data while it is processing
your data and distributing your data.

ene
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Personal Data And Order Histories 0Of Amazon Japan Exposed - September 2019 MiCI‘OSOft data breaCh "BlueBleed"
exposes 2.4TB of customer data

Customers being told GDPR disclosure unnecessary

ELIOT BEER

October 20,2022 . 1:21 AM — 4 min read v f ? lin} © =4

Amazon Data Breaches History and Ful
—— Timeline Up t0 20233 I

Amazon Japan users encountered a strange thing in September 2019 when the order

histories of other shoppers were viewable to them. . . .
. A misconfigured Microsoft endpoint (an Azure storage bucket) exposed

2.4TB of Microsoft customer information, including emails and signed
documents, the company has admitted. Strikingly the company's support
staff appear to be telling customers that Microsoft has no GDPR obligations
to report it to regulators.

Ref: https://www.thestack.technology/microsoft-data-breach-azure-blueble‘
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PRIVACY AS A SERVICE PLATFORMS

Techologies

Security _§ Privacy by , Privacy.
i =( Polic ¥ Enhancing
Services =0 y

e Legacy privacy definition, * Privacy-by-policy is used to e Enable privacy protection

called "Privacy Tech 1.0" enforce compliance and strategies to be implemented
e To use security technologies B e in engineering.

to protect data leakage protection. * Use technologies such as

from untrusted or e To make privacy protection o k-anonymous,

is a necessity for every data marking,
service provider. federated learning,
* l.e, GDPR, PDPA, HIPAA differential privacy, TEE

SMPC, ZKP, ,etc.

unauthorized parties.
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EN|VIEL

Homomorphic
Encryption for
financial and
Healthcare

g

(]

=

TripleBlind

Federated
computing and
secure MPC provide
API for data
scientists

e o TrpleBInd

Home About

(I

INPHER
XOR with MPC and ZAMA
secret computing
with TFHE TFHE for ML and
enable Web2 and
pinpher Web3
ZAMA

PETs

@eney

Service Contact

RAVEL

Ravel Homomorphic
Encryption
Provide Encrypted
Financial
Exchanges, GDPR,
Large Scale
Confidential Data
Sharing & Analytics

(aVEL



@® ® Cyblion.io b Home About Service Contact

Traditional cloud computation Homomorphic cloud computation
E Privacy Baier faccess policy] , Privacy Barmer [cryptographic]
LY - JEN - R Q. Bm , ™
: A i
: hd | v
S e S B 4
Fully Trusted Third Party Semi Trusted Third Party
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HOMOMORPHIC
ENCRYPTION

o1

02

03

PHE provides good performance and protection,
but limited utility. Support either "Add” or "Multiply”
operations, not both.

SHE permits fewer additions and multiplications on
encrypted data. Noise grows due to the number of
operations. So, it requires bootstrapping to reduce
the noise.

FHE

FHE allows you to compute additions and
multiplications on encrypted data. However, the
more complex the operation, the more resource and
time may be required.

enx

Home About Service Contact

CHALENGES

e Most FHE schemes support only
positive integer

¢ Most FHE support single only "ADD" and
"Multiplication” on positive integer

¢ No scheme support "Divider” operation

HOW WE SLOVE IT

¢ Use the CKKS scheme to support Fixed-
Point Number --> Real number

e Support "Negative” & "Positive” values

e Propose a New Algorithm for Divider
operation without division!!!
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CKKS IN A NUTSHELL

A security parameter is a way of measuring of how "hard" it is for an
adversary to break a cryptographic scheme.

CKKS PARAMETER SETTING n Bit-length of coefficient modulus € Q(A, n)
128-bit security 192-bit security 256-bit security
. . 1024 27 19 14
A Define Security Level
2048 54 37 29
. L 4096 109 75 58
Q  Coefficient modulus @ =[]« P
i=1 8192 A 218 152 118
. 16384 438 300 237
N Polynomial modulus
32768 881 600 476
A Scale Factor f
Step 1: Select A = 128
P = (n’ Q’ A) Step 2: Choose coefficient modulus @;

Step 3: Determine number of levels (operations)
PL = PL-1 7 PL-2 7 Pl
Step 4: Determine polynomail modulus 7

OEE
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CKKS IN A NUTSHELL

CKKS PARAMETER SETTING

A

Q
n
A
P

PL — PL-1 7> PL-2 7" —P1

Define Security Level
L
Coefficient modulus @ =[]
=1

Polynomial modulus

Scale Factor

= (n’ Q, A)

Home About Service Contact
CYBLION Offers
wnavesdiwed | Indlugda Taenwideulugda ana $nouns
wewes | veanInm
Small 8192 P o | 20 3
140 kB
Medium 8192 [2*2%2° 2] 2" 3
146 kB
Large 16384 [260,2%,210 290 290 290 240 290 250) 2% 7
174 kB
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WITH CYBLION'S SOLUTION

Data Visualization
loT Cloud

&o-

Edge
Computing

loT in a Factory Plant

Home About Service Contact

WHAT IS CYBLION?

CYBLION is a privacy-enhancement technology
(PET) as a service for loT platform

e We guarantee your data is secure and private.

* No one else but only you can see your data.

¢ The cloud cannot see your data while it is processing
your data and distributing your data.

Cybersecurity protection
end-to-end from attackers

Offload data computation and
data distribution by cloud
computing

Prevent data breach to the third
party &

®&m



TRUSTED HUSKY

CYBLION aims for quality privacy enhancement as a
service for users. The name is composed of "Cyber' and
"Brilliant," conjugated as "CYBLION."

Fortunately, the name sounds similar to the Siberian husky
as the symbol of agility, trust, and power. The icon is
simplified from a Siberian husky to convey a sense of
modernity to fit the nature of the cybersecurity technology
brand.

olcadcd
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WE OFFER

&

Offloading computing
data to the cloud
without revealing your
data

(o=
EXXIN)

Encrypt data at the
edge computing

olcadcd

Control your data
privacy via
our mobile app
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FACTORY USE
CASE

SMART TANK FARM MONITORING SYSTEM

o1ty

Home About Service Contact

DESIGN

We design a solution to fit with the
Factory's use case

PRIVATE DATA
MONITORING

The factory's staff can monitor the level
of oil in their tanks in real-time via mobile
phone
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CYBLION
REQUIREMENTS

Node-RED & node-red-cyblion-edge
® 1.1.

¢

Cyblion.io
Cyblion App in Node-RED installation Cloud computing
iOS & Android in the Edge computing with a NETPIE user account

lolald
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oG CPE
RTU Edge
Computing
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REQUIREMENTS

WE NEED FROM YOU
. . . B}

USE CASE

» Data monitoring, and transformation
¢ Data analysis

EDGE COMPUTING

e Install 'node-red-cyblion-edge” from
the node-RED pallet

e Add "node-red-cyblion-edge” in the
end of node-red flow of the edge
computing

OCE
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TRY IT FREE

» We offer free trial until 31 March 2024
¢ 1Cyblion Account on Cyblion.io
« 3 Projects with 10 Edges quota

INSTALLATION FREE
 Edge device (e.g, 10T2050)

e Other network devices if required
TO MAKE IT REAL

WORK CLOSE LY Require a use case and a dedicated your staff to
WI TH U s work closely with our deployment team

od
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CHALLENGES FOR
THE FUTURE

RESEARCH

\_‘

®Em

Home About Service Contact

PERFORMANCE

We still need improvement on the
computation complexity and ciphertext
size

SCALABILITY

There is some rooms to improve the
scalability of distributed edge computing
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ScottishFold: CatBoost-Enabled Lightweight
Autonomous Smart Home Device Classification

Tawan Hohumt, Kalika Suksomboonf, Aimaschana Niruntasukratf,
Sophon Mongkolluksameef, Natapon Tansangwornt
tNational Electronics and Computer Technology Center (NECTEC), Thailand
ISrinakharinwirot University, Bangkok, Thailand
tawan.hoh @ncr.nstda.or.th, kalika.suk@nectec.or.th, aimaschana.niruntasukrat@nectec.or.th,
sophon@g.swu.ac.th, natapon.tan@nectec.or.th

Abstract—Massive deployed IoT devices in smart homes pose
security management challenges due to different hardware and
firmware. To address these challenges, an automated IoT-device-
type identification has been used as the first step in autonomous
networks in which IoT security policy is automatically managed.
Although machine-learning-based traffic patterns were proven
high accuracy on a prediction while heavy on preprocessing, we
argue that good stability and less ional cost should be
considered. We focus on constructing an IoT-device-type classifi-
cation based on the common features extracted from the network
traffic. Inspired by the categorical boosting algorithm, we propose
ScottishFold, a classification model, that is constructed from the
dirty categorical IoT traffic features with less preprocessing.
ScottishFold can classify the IoT device type from a single packet
(either a signaling handshake or a data packet) that makes the
classification process light. We boost the classification accuracy by
integrating a machine reasoning approach into the classification
process. The experimental results confirm the effectiveness and
robustness of our proposed technique.

1. INTRODUCTION

The wide adoption of numerous heterogencous Internet-
of-Things (IoT) devices in smart home environments brings
security management challenges according to their different
requirements. Specifically, the difficulty poses to consumers
how to efficiently manage the IoT devices’ security due to their
incredibly hardware and firmware diversities. Nevertheless,
without wise security management, IoT devices can be easily
exploited by attackers.

Through artificial intelligence (Al), an autonomous network
enablers an adaptive network that could be self-provisioning,
self-optimizing, and self-diagnosing to mitigate the difficulty
of security management. Alongside this vision, an automated
IoT-device-type identification has been used as the first step
in autonomous networks in which a security policy is au-
tomatically and optimally managed. Moreover, successfully
automated identifying IoT devices can be vital in identifying
illegitimate devices and unauthorized devices that risk associ-
ated with a security incident.

Traditional IoT-device-type identification approaches [1]-
[5] rely on aggregated statistics of dense network traffics.
These approaches require a considered amount of storage to
collect the communication traffic log and cloud-computing
resource. Additionally, IoT devices usually produce low traf-
fic resulting in long waiting times to complete the device

identification. Therefore, we argue that those techniques are
considered ineffective for a smart home usage.

Meanwhile, several recent works, e.g., [6], have proven the
edge node is the best place to be the first-line management
of IoT devices. We further ask whether the edge node can
help automatically identify IoT devices due to its limited
resource constraints. We address this problem by developing
a lightweight automated-IoT-device-type identification so that
we can utilize a paradigm edge computing and deploy the
identification function close to the IoT devices. Accordingly,
there is a need for a simple classification technique that
can identify the IoT device types from a small number of
communication packets.

To this end, we address those aforementioned issues and
make contributions as follows. First, we study the effect of a
classification model that has been trained with a single-device-
per-type dataset (Dataset#1). The classification results turn to
overfit in practices. To overcome this problem, our datasets
were collected from two or more IoT devices per type and
combined with the open datasets [7]. Unlike the existing work,
we use different datasets for training and testing to confirm the
robustness of our classification model. In addition, our datasets
include all operating states of IoT devices, i.e., initial, active,
and standby, so that the classification model, which is trained
with these datasets, can identify the IoT device type from a
packet of any operating states.

Second, motivated by [8], the host IP addresses can be used
as a feature for the device type identification. However, IP
address cannot directly be adopted as a feature of a machine
learning algorithm due to facing the dirty categorical feature
problem. We address this problem by leveraging the categor-
ical boosting (CatBoost) algorithm [9], a machine learning
(ML) algorithm for handling dirty categorical features. Hence,
we propose, ScottishFold, a lightweight IoT-device-type clas-
sification based on the CatBoost algorithm.

Third, a machine reasoning approach (including two reason-
ing functions based on source/destination IP address mapping
(sdIP2vec) and OUI translation (MAC2oui)) is proposed to
boost the accuracy of classification. Finally, we evaluate the
performance of our proposed method in terms of accuracy and
operating costs.

The rest of this paper is organized as follows. Section II

AuthofiZéts b2 390 Ak 1. AR AP S dERE: & Technology Development Agency. Downloaded on January 10,2024 at 05:18:03 UTC from IEEE Xplore. Restrictions apply.
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reviews the related work. Section III proposes ScottishFold.
Section IV presents how to collect the dataset. Section V
evaluates the performance of the proposed method. Section VI
concludes this paper.

II. RELATED WORK

Various approaches [1]-[5] proposed establishing the device
fingerprint from collecting a long history of device communi-
cations. Y. Meidan, et al., [2], [3] utilized full TCP sessions to
identify the IoT device type to create a white list of authorized
devices. This method requires waiting for all packets from
SYN to FIN to establish a device fingerprint. S. Marchal, et al.,
[1] have argued that only N packets of TCP session are enough
for constructing a device fingerprint. The authors captured
bidirectional packets and extracted features from the sizes of N
sent and received packets, and N—1 inter-arrival times between
those sent and received packets. However, most IoT devices
often operate in standby states while some IoT devices do not
receive any TCP session in a standby state. Hence, these tech-
niques are infeasible. IoT SENTINEL [10], on the other hand,
uses the packets of the setup state to identify an IoT device
type. This technique is based on the two-fold classification
system. First, IoT SENTINEL has been trained from a single
class against the other classes, causing the number of binary
trees scaled by the number of classes. Second, the unknown
fingerprint has been treated by the distance-based metric. This
technique requires the system to collect N packets of the
setup state to establish 23 features and builds a single type
classification by the Random Forests (RFs) algorithm. Unlike
[10], S. Marchal, et al., [4] derived the device fingerprint
from periodic communications of IoT device in any states
of the lIoT-device operations, i.e., setup, standby, and active.
The authors used a discrete Fourier transform and signaled
autocorrelation to identify several distinct periods. However,
this technique requires pre-processing the network traffic and
divide the traffic into different distinct flows. A simpler
technique [11] identifies the IoT device type by the servers’
names and their IP addresses which the IoT devices regularly
communicate with. The intuition is that a particular IoT device
regularly communicates with the same cloud service server.
However, the different IoT device types from the same brand
often communicate with the same server causing ambiguous
identification. Closest to our work is SysID in [12], where the
IoT device type can be identified by only a single data packet
of the IoT device communication in any operating states.
SysID uses the header field information in different protocols
that has a unique signature. This information provides clues
for classification yielding high accuracy. The SysID required
two steps of classification. Genetic Algorithm (GA) is used
to select the important features in protocol headers and then
deployed the decision trees for classification. However, GA
scales by the number of features causing the algorithm heavy.

To overcome those challenges, we develop ScottishFold, an
efficient and lightweight classification model of IoT devices
based on a single data packet of any operating states of the
IoT device communication.

III. THE PROPOSED SCHEME

We first present the design goals of ScottishFold, and then
introduce a technique to handle the categorical features of
IoT traffic and the prediction shift due to different databases
between training and testing. Next, we propose a machine rea-
soning approach to boost the classification accuracy. Finally,
we propose the ScottishFold framework.

A. Design Goals of ScottishFold

We leverage a ML based approach to automatically identify
the IoT device types, including seen and unseen IoT devices.
ScottishFold is expected to place at a network gateway that
normally has limited resources. Hence, we derive three design
goals that ScottishFold must satisfy.

Less preprocessing data: the classification model must re-
quire light data cleaning to reduce the preprocessing overhead.
Less buffering IoT packet streams: The classification model
requires only a single TCP/IP packet of IoT traffic regardless
of IoT operating states for the identification.

Robustness: The classification model can identify a new IoT
device that is just introduced to the network.

B. Handling Categorical Features

Consider a dataset D = {(xx,yx)} for k = 1,2,...,n
samples, where x; = (x,‘(,xz, ...,xy) is a vector of m
attributes of IoT traffic and y; € R is a label of IoT-device-
type identifier. Define xi the value of data in attribute i of the
kth-training example in dataset . The goal of learning task is
to train a function F : R”™ — R which minimizes the expected
loss function L(F) := E(L(y, F(x))), where L(-) is a smooth
loss function and (x,y) is a test sampled from probability P
independently of the training set D.

The existing approaches [2], [10], [12], [13] have adopted
ML algorithms, e.g., Support Vector Machine (SVM), RFs,
Decision Trees (DT) and Gradient Boosting (GB) to construct
the classification model for IoT device type identification.
Most of them rely on the attributes of traffic patterns and the
frequency of incoming and outgoing packets. The variables re-
served for these attributes are usually real numbers. Although
feature engineering based on the traffic patterns can avoid
facing the dirty categorical feature problem [14], extracting
the traffic pattern and packet frequencies requires a consid-
erable amount of memory resources and time-consuming due
to tracking the consecutive packets and handcrafted feature
engineering on cleaning the collected data.

Unlike those previous works, we choose the TCP/IP packet
attributes (e.g., IP address, MAC address, source port, desti-
nation port, packet length, and protocol) to perform the ML
features. The reason is that the TCP/IP packet attributes can
be obtained directly from capturing only a single data packet.
However, these attributes are discrete values and non-curated
data called dirty categories. For example, the values of the IP
address attribute are not comparable to each other. Moreover,
the same type of two IoT devices in the different locations
may communicate to the different host IP addresses. Typically,
those data are collected in the different datasets from different
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research laboratories and have never been shared. Even though
the typical machine learning, such as Random Forests (RFs),
Decision Trees (DT), and Gradient Boosting (GB), can deal
with the continuous numerical values, they fail to handle the
categorical features problem. Therefore, it turns into a problem
of mapping the categorical features to feature vectors.

One-hot encoding [15] and bag-of-words classifiers [16]
are widely-used techniques for handling categorical features.
However, they are impractical for applying to non-curated
categorical data, leading to large cardinality of the categorical
variable. The other challenge of applying these techniques
to the dirty categorical features is that once the encoding
categories do not appear in the training dataset, it will cause
error-prone in an inference process. Therefore, there is a need
for a simple feature-engineering approach that can replace the
widely-used one-hot encoding and bag-of-words methods.

Inspired by the CatBoost algorithm [9], a novel gradient
boosting technique proposed by Yandex Company [9], we
provide ScottishFold, a lightweight automated-IoT-device-type
classification, that can deal well with the dirty categorical
features. The CatBoost algorithm adopts the ordered target
statistics (TS) to overcome target leakage problems by uti-
lizing a random permutation of training samples. Therefore,
ScottishFold can scale well and robust to the different statistics
of the same categorical feature even though it is applied
to different training and testing datasets. Hence, the dirty
categorical features, such as IP address and MAC address, can
be used to train the model without preprocessing with one-hot
encoding or bag-of-words classifiers.

C. Handling Prediction Shift of Datasets

A major challenge towards realizing IoT device type classi-
fication lies in how it can effectively identify the new IoT
device introduced to a network. A new IoT device’s data
may interfere with the pattern of existing IoT traffic resulting
in a distribution shift. Nevertheless, the existing works rely
on only their IoT traffic datasets, which contain one IoT
device per type. It is unclear whether the existing trained
models are general enough to identify unseen IoT devices.
In this paper, we argue that training and testing on the same
dataset lead to bias results even though the dataset is split
into 70%-30% for training and testing, respectively (we show
the effect of this issue in Section V). Meanwhile, the existing
approaches have not considered the problem of prediction shift
due to the different training and testing datasets. In contrast,
we train our model with the CatBoost algorithm, which has
addressed the prediction shift problem by utilizing the ordered
boosting technique. Intuitively, reusing the same dataset for
each iteration causes the base predictor bias. Therefore, the
CatBoost algorithm trains the model with a different dataset
for each iteration by the permutation.

D. Machine Reasoning Approach

Observation: We have examined the result of training the
classification model with the CatBoost algorithm based on
eight attributes (i.e., ipSrc, ipDst, macSrc, macDst, protocol,

pktLength, portSrc, and portDst) of IoT traffic. Its confusion
matrix is shown in Fig. 4a, and the classification performance
is presented in Table I.

The observation results (based on 37,479 tested samples)
demonstrate that the classification turns to poor inference
with 44.56% overall accuracy. Specifically, the classification
cannot clearly distinguish between Nest IQ Cam (type#5) and
Amazon echo (tyep#7). Similarly, 71.04% of the packets of
TP-Link KC120 (type#3) have been identified as Nest IQ Cam.
Although the CatBoost Algorithm can simplify how to manage
the IP address and MAC address categories, it lets ipDst,
macSrc and macDst features lead the classification. However,
IP addresses under NAT are randomly assigned to the IoT
devices that make the classification confusing. The similarity
of IP addresses under NAT and MAC addresses of a network
gateway as shown in Fig. 1 makes the classification harder to
determine the correct type.

Our approach: To address the aforementioned problems,
we develop two intermediate functions that define the reason-
ing process to the CatBoost algorithm.
sdIP2vec function: 77 : R2 — R, is defined as a mapping
function of two attributes, i.e., source and destination IP
addresses onto a string of an IP address excluding the IP
addresses under NAT and the gateway. Let xi,xz be the
attributes of ipSrc and ipDst of sample packet k, respectively.
Define N be a set of IP addresses under NAT and G be a set
of IP addresses of the gateway. The sdIP2vec takes dataset D,
N, and G as the inputs. The sdIP2vec returns a vector X, where
new attribute X;( e X for k = 1,...,n replaces the attributes of
ipSrc and ipDst by a string of the IP address excluding the IP
addresses under NAT and the IP address of the gateway.
MAC20ui function: % : R?> — R is defined as a mapping
function of MAC address of IoT devices to Organizationally
Unique Identifier (OUI). Let M = {(0j,s;),j = 1,...,8} be
a set of tuples (oj,s;), where o; is the 3-octet of a MAC
address) obtained from the OUI database and s; is OUI j. Let
x;; be the attribute of the MAC address of sample packet k.
The MAC2oui takes dataset D, G and M as the inputs. The
MAC2oui returns a new attribute, called mac, where macSrc
and macDst are mapped to a string of OUI in which the OUI
of the gateway is excluded.

Note: Due to the space limit, we omit presenting the
algorithms of these two functions in this paper, while we
present them in our GitHub [17].

E. ScottishFold

We present a framework of ScottishFold in Fig 2. The frame-
work is based on two intermediate functions i.e., sdIP2vec and
MAC2oui concatenating with the CatBoost algorithm to train a
model with a training dataset. The model is optimized by state-
of-the-art parameter tuning, such as grid search. The obtained
model is then validated by the testing dataset.

IV. DATASETS

This section presents our testbed architecture and the
datasets using throughout this paper.
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Fig. 1: Sankey diagram of network activities for Nest IQ Cam and Amazon Echo. A clear distinction is observed in terms of
the IP addresses and MAC addresses of the destinations that the IoT devices used for exchanging the data.

TABLE I: The performance metrics of the observation based
on Dataset#1: overall accuracy is equal to 44.56% from 37,479
total tested samples.

Type Precision Recall F1-Score Samples
0 1.00 0.74 0.85 479
1 0.71 0.98 0.82 332
2 0.15 0.84 0.26 932
3 1.00 0.29 0.45 7,853
4 1.00 0.46 0.63 908
5 0.61 0.63 0.62 13,787
6 0.59 0.41 0.48 1,230
7 0.55 0.63 0.59 11,958
micro avg 0.56 0.56 0.56 37,479
macro avg 0.70 0.62 0.59 37,479
weighted avg 0.68 0.56 0.56 37,479
Trairing 08
S [om] cotos ] i
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Fig. 2: ScottishFold framework.

A. Testbed architecture

Our IoT-device-type identification technique relies on pas-
sive monitoring of the network traffic at the network gateway.
We set our testbed as shown in Fig 3. The smart home IoT
devices connect to the network gateway (i.e., a Wi-Fi gateway).
We select 18 smart home IoT devices consisting of two IP
cameras, four smart speakers, three smart bulbs, a hub, seven
smart plugs, and a toy robot as listed in Table II. We configure
port mirroring on a network switch to capture the incoming
and outgoing network traffic of the IoT devices passing
through the network gateway. The source port connects to
the network gateway, and the destination port connects to the
database server. For analyzing network traffic passing through
the ports, the network traffic is mirrored from a source port
to the destination port. A Kali-Linux server connecting to a
USB Wi-Fi running Aircrack-ng [18] performs a packet sniffer.
Wireshark software is used for network protocol analysis.
We control the smart home IoT devices via their mobile

applications on a smartphone and a tablet.

B. IoT Traffic Datasets

In this paper, we use three independent datasets collected
based on the full PCAP files. Dataset#1 consists of the PCAP
file traces (for nonconsecutive three months) collected from
IoT devices in our testbed as listed in Table II. Dataset#2
shares some smart home IoT devices of Dataset#1, and we
added the new smart home IoT devices in our testbed and
collected their traffic in Dataset#2 in the different duration
time of Dataset#1 (i.e., for another nonconsecutive four days).
Dataset#3 is obtained from the open datasets in [7]. We
select only the network traffic of an Amazon echo device
for testing due to its similar type as in both Dataset#] and
Dataset#2. Hence, we use Dataset#3 for inference to verify
the generalization and robustness of our classification model.

The PCAP file traces of our datasets include three states of
the smart home IoT device, i.e., 1) initial state (i.e., paring
an IoT device to its mobile application and the first time
connecting to the gateway), 2) active state (i.e., interacting
with the mobile application), and 3) standby state (i.e., not
being interacted with the mobile application nor at the initial
state). We will open our datasets on our GitHub [17].

We categorize our 18 smart home IoT devices into eight
types according to their brands and the device functionalities
as shown in Tabel II. For example, the smart plugs and smart
bulbs are grouped into the same type, while the IP cameras
of different brands are categorized into different types. The
reason for doing so is that the smart plugs and the smart
bulbs from the same brand use the same chipset and firmware.
In contrast, different brands’ IP cameras perform different
functionalities because they have developed based on the
different chipsets and firmware. Therefore, we treat them as
different types.

V. PERFORMANCE EVALUATION

In this section, we aim to pursue the following goals:
1) accuracy of ScottishFold, 2) prediction shift due to the effect
of different datasets between training and testing, and 3) the
operating costs.

We conduct the experiments on a server with Intel Xeon
CPU @ 2.5 GHz with 20 cores and 13.75MB L3-Cache
memory. The proposed scheme is implemented using our own
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TABLE II: 18 IoT devices with 8 types used in our dataset for identification.

Type Device name Mac address Dataset ouI Device description
#1  #2 #3

#0  Anitech cc:50:3:da:00:7f v Espressif Inc. Smart wireless power strip
Anitech cc:50:¢3:da:00:3f v Espressif Inc. Smart wireless power strip

#1 Sonoff B1 60:01:94:a¢:93:31 v Espressif Inc. Sonoff BI LED Bulb
Sonoff B1 60:01:94:ac:8f:fd v Espressif Inc. Sonoff B1 LED Bulb
Sonoff S20 60:01:94:74:22:a6 vV Espressif Inc. Sonoff S20 Smart plug
Sonoff $26 cc:50:¢3:00:68:c8 v Espressif Inc. Sonoff S26 Smart plug
Sonoff S26 84:f3:eb:3d:fa:f5 v Espressif Inc. Sonoff §26 Smart plug

#2 TP-Link LB100 50:c7:bf:8d:87:b6 vV TP-Link Tech. Inc. Wi-Fi LED Light Bulb
TP-Link HS110 ac:84:c6:21:07:3e vV TP-Link Tech. Inc. Wi-Fi Smart Plug
TP-Link HS110 b0:4e:26:ae:47:e5 v TP-Link Tech. Inc. Wi-Fi Smart Plug

#3 TP Link KC120 ac:84:¢c6:bf:fc:aS v TP-Link Tech. Inc. Security IP Camera

#4  Philips Hue 00:17:88:b2:6b:0c v Philips Lighting BV Philips Hue Bulbs

#5  Nest IQ Cam 18:b4:30:8f:88:a8 v Nest Labs Inc. Security IP Camera

#6  GuRobot 54:¢5:bd:8c:5¢c:5¢ vV NA GuRobot

#1 Amazon echo 4c:ef:c0:a9:bl:cl v Amazon Tech. Inc. Amazon Echo
Amazon echo dot  68:9a:87:31:d8:15 v Amazon Tech. Inc. Amazon Echo
Amazon echo spot  4c:17:44:df:1f:b6 v Amazon Tech. Inc. Amazon Echo
Amazon echo [7] 44:65:0d:56:cc:d3 v/ Amazon Tech. Inc. Amazon Echo

1P camera

l‘. v ‘x. g

Amazon echo Smart bulb Hub Smart alug

Fig. 3: Testbed architecture.

program development based on Python. All datasets collected
in PCAP files were interpreted in a database format (using
SQLite database engine). We analyze the data using Pandas li-
braries in Python. We extract the features from eight attributes,
i.e., source and destination of MAC addresses (macSrc and
macDst), source IP address (ipSrc), destination IP address
(ipDst), packet length (pktLength), source port (portSrc), des-
tination port (portDst), and protocol. The extracted features are
fed to the sdIP2vec and MAC2oui functions. The number of
attributes is reduced from eight to six before training the model
with the CatBoost algorithm. We ran three experiments with
different combinations of datasets to demonstrate the effect of
prediction shift.

Experiment 1: The classification model was developed based
on Dataset#1, where 70% of data were used for training,
and 30% of data were used for testing.

Experiment 2: The classification model was developed based
on Dataset#1 for training and Dataset#2 for testing.
Experiment 3: The classification model was developed based
on Dataset#l for training and the combination of

Dataset#2 and Dataset#3 for testing.

We ran each experiment ten times to obtain confident

results. In our experiments, the data imbalance problem was
addressed by a random over-sampling method.

Figure 4b demonstrates the confusion matrix of the classifi-
cation of Experiment 1. The overall accuracy of our model is
99.94% (98,313 tested samples). It is slightly unclear with 1%
error between TP-Link smart bulb/plug (type#2) and TP-Link
KC120 (type#3) due to the same OUI prefix. However, the
classification can distinguish them by means of ipAddr and
pktLength features. Comparing to the observation in Fig. 4a,
the sdIP2vec and the MAC2oui significantly improve the
classification accuracy. However, this experiment shows that
training and testing on the same dataset resulting in overfitting,
since the MAC address is the dominated feature with 75.85%.

We further explore the prediction shift effect due to the dif-
ferent datasets between training and testing in Experiment2.
Figure 4c shows that the accuracy is dropped from 99.94% to
98.52% (48,986 tested samples). Adding a new TP-Link smart
plug to the network causes the classification slightly confusion
between TP-Link smart bulb/plug and TP-Link KC120 since
the classification were not trained by that new device. In
Experiment 3, we ran the test with 57,408 tested samples
by adding 8,422 samples of a new Amazon echo packet from
[7]. The confusion matrix in Fig. 4d shows the robustness of
our classification model because it can identify a new Amazon
echo from Dataset#3 with 100% accuracy. The reason is that
MAC address is the dominant feature of classification, while
the classification does not affect by the different source and
destination IP addresses of the different network locations.

The operating cost consists of i) two intermediate functions
and ii) classifier. The operating costs of two intermediate
functions can be negligible for both training and inference
processes. The classifier in the inference process spends 2.17
us, 2.33 us, and 1.86 us for Experiment 1, Experiment 2,
and Experiment 3, respectively. The results show that our
classification model is lightweight.
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macSrc: 26.43%, macDst: 20.61%, ipSrc:

6.40%, protocol: 1.25%, pktLength: 0.042%, portSrc: 0.0%, and portDst: 0.0% and the overall accuracy is equal to 44.56%
from 37,479 total tested samples. Experiment 1: The feature importance scores are ranked as mac: 75.85%, ipAddr: 10.83%,
pktLength: 6.66%, portSrc: 3.10%, portDst: 2.89%, and protocol: 0.66%. Experiment 2: The feature importance scores are
ranked as mac: 45.25%, ipAddr: 29.46%, pktLength: 11.57%, portDst: 7.60%, portSre: 4.71%, and protocol: 1.38%. Experiment
3: the confusion matrix is the same as that of Experiment 2, with 1.00 precision, recall and Fl-score for 32,266 tested samples
of Amazon echo’s TCP packets (8,422 new samples were added).

VI. CONCLUSION AND FUTURE WORK

This paper proposed an automated IoT-device-type classifi-
cation framework, called ScottishFold. ScottishFold is aimed
to be processed in an edge node since it is the best place
for the first-line management of IoT devices. Nevertheless,
deploying sophisticated machine learning and deep learning
techniques in the edge node is infeasible due to the resource
constraints of the edge node. Therefore, the development of
ScottishFold was aimed to satisfy three requirements, i.e., less
preprocessing data, less buffering IoT packet streams, and
robustness. The classification model was constructed based on
eight common attributes extracted from the network traffic,
and it uses only a single TPC packet for the identification.
By means of the CatBoost algorithm, our classification model
can be constructed based on the dirty categorical features of
loT traffic attributes with less preprocessing and robustness to
the unseen devices. The machine reasoning approach has been
introduced (i.e., sdIP2vec and MAC2oui) to boost the classi-
fication accuracy. The evaluation results from observation and
three experiments with three different datasets demonstrate the
proposed method’s effectiveness and robustness. The operating
cost of our technique shows its lightweight classification.

In the future, we plan to develop a packet sniffer integrated
with ScottishFold and deploy it in the edge node, e.g., Rasp-
berry Pi. Regrading the privacy concern, the sniffed packets
will not refer to human activity analysis. Moreover, we expect
to incorporate with the other fine-tune packet features to make
ScottishFold more robust for new device types.
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The emergence of privacy breaches in IoT surges demands for em-
bedding privacy-by-design into IoT systems. Decades of work on
privacy-enhancing technologies have resulted in myriad ways to se-
cure outsourcing computation with homomorphic encryption (HE)
that allows the third party (e.g., cloud) computes over encrypted
data. All of them are still yet far away from the rapid development
of practical privacy-preserving IoT systems. Abstraction and flexi-
bility in development are keys to accelerating privacy-preserving
10T deployment. Nevertheless, HE tools and compilers are primar-
ily written in low-level languages like C++, posing a high entry
barrier to IoT developers. This paper proposes CipherFlow, the HE
node extension for Node-RED, a visually and flexibly programmable
dataflow tool for rapid IoT development. CipherFlow offers three
pipeline abstractions: 1) a playground of drag-and-drop HE nodes in
Node-RED, 2) arithmetic operators, and 3) optimal parameter setting
guidelines. As a result, IoT developers can create and verify their
secured computing functions on data flows. We demonstrate the ap-
plicability and effectiveness of CipherFlow through the performance
evaluation. Furthermore, our evaluation shows the performance
and security trade-off depending on the HE parameters.
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1 INTRODUCTION

Widely used and deployed, the Internet of Things (IoT) has shifted
the predominant usage of cloud towards IoT cloud computing, such
as Azure IoT hub and Amazon 10T, which provides simple manage-
ment services for billions of IoT devices. The agility and simplicity
of IoT cloud computing encourage newbie IoT developers to enjoy
creating new IoT solutions for the market. However, recent IoT data
breach news has escalated the severity of users’ privacy concerns.
Supported by the survey in [15], respondents have admitted that
privacy is the biggest challenge for IoT adoption.

Embedding privacy by design into IoT systems is a key to lift-
ing confidence in IoT usage. Once sensitive information in data
has been adequately constrained through privacy-enhancing tech-
nologies (PETs), such as homomorphic encryption (HE) and k-
anonymization, the privacy-by-policy approaches become less im-
portant. Although many efforts [13, 16, 17, 21] on PETs are under-
way to secure outsourcing computation with HE, they are still far
away from the rapid development of practical privacy-preserving
IoT systems. While many HE tools and compilers are well developed
and adopted in numerous research works, most of them were writ-
ten in low-level languages like C++, posing a high entry barrier to
newbie IoT developers [21]. Even though they desire to consolidate
their IoT solutions with a HE technique, they may need some truly
bespoke tools that provide simplicity, flexibility, and abstraction.

This paper focuses on enhancing Node-RED, a low-code IoT plat-
form for IoT developers [10], to perform HE algorithms for secure
computation in IoT data. With Node-RED, the IoT developers can
build their desired applications without the coding background. The
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pre-defined pieces of code built in Node.js are wrapped in a Node-
RED node to perform a specific function. The developers merely
wire a collection of Node-RED nodes to perform their desired IoT
solutions.

Hence, we develop CipherFlow, a HE playground in Node-RED
for IoT developers to play and develop privacy-preserving solutions
for IoT. The HE nodes in CipherFlow are built with node-seal [17],
a wrapper of the Microsoft SEAL library [13]. Therefore, the Ci-
pherFlow does nol require pre-installation of the Microsoft SEAL
library. Written in Node.js, node-seal is seamlessly integrated into
the Node-RED platform, allowing us to develop CipherFlow, the
extension nodes to Node-RED. CipherFlow offers three pipeline ab-
stractions, i.e., 1) a playground of dragging-and-dropping HE nodes
in Node-RED, 2) arithmetic operators, and 3) optimal parameters
setting guidelines. As a result, IoT developers can create and verify
their secured computing functions on their dataflow. However, our
development did not emerge overnight. To achieve design goals, i.e.,
simplicity, flexibility, and abstraction, developing the CipherFlow
has to overcome the following challenges.

HE computation. The Node-RED platform does not directly sup-
port four requirements of the HE computation; (i) to unify the HE
parameter set in the same Node-RED’s dataflow, (ii)to import and
export keys in/out of the Node-RED platform, (iii) parallel compu-
tation on arithmetic operations, and (iv) the garbage collector (GC)
for optimal memory management. To fill these gaps, we carefully
design the CipherFlow to meet these requirements (see in § 3).
Parameter setting. Despite the available dozen choices of HE
schemes, the CipherFlow is based on the Cheon-Kim-Kim-Song
(CKKS) scheme [5], which requires three main parameters to set up
the HE environment: 1) polynomial modulus degree, 2) coefficient
modulus and 3) scale factor. These parameters are used to determine
the percentage error of ciphertext resulting from the compute oper-
ations. Although choosing the optimal CKKS parameters requires
the skill of the cryptography experts [7], which is beyond the scope
of this paper, we provide a hint to the CipherFlow’s users by pre-
senting an indicator—called "Chain-index" value. We demonstrate
how to use this indicator to fine-tune the optimal setting in § 4.
Reciprocal operation. The CKKS scheme does not support the
reciprocal operation (or multiplicative inverse), a common arith-
metic operator. To this end, we propose a reciprocal algorithm by
modifying the Goldschmidt division iteration method [9] in § 3.5.
However, it results in inherent errors due to its approximation. To
deal with this shortcoming, we investigate the error bounds and
provide the parameter-setting guidelines to the users (§ 5).

Contributions

The design and implementation of Cipherflow are proposed. Then
we demonstrate the applicability and effectiveness of the CipherFlow
through the performance evaluation in § 4 and § 5. Our evaluation
shows the trade-off between the security and the performance in
terms of time taken and memory consumption of Cipherflow.

2 PRELIMINARIES AND RELATED WORK

2.1 Node-RED

Since the third-party developers can easily extend the functionality
of the platform through publishing nodes and configurations of

these nodes by being built in Node.js, several works paid attention
to extending the applicability of Node-RED in different directions,
e.g., [1, 8, 14, 18, 19]. However, only a few approaches, i.e., [14, 19],
proposed functionalities to enhance privacy-preserving dataflows
in Node-RED. RedCASTLE [19] provides ks-anonymity in Node-
RED for anonymizing the personal information in IoT streaming
data. This approach cannot prevent third parties from learning the
data while computing them in their environment. On the other
hand, Kawamoto [14] has adopted the PASTE [20] in Node-RED to
prevent the third party from learning the IoT data during data aggre-
gation by the differential privacy and Paillier cryptosystem. With
Paillier, his Node-RED extension supports only an add operation
on an integer. In contrast, we provide comprehensive arithmetic
operations and support computing over real numbers based on the
CKKS [5] scheme. To the best of our knowledge, we propose the
first fully homomorphic encryption to Node-RED.

2.2 Homomorphic Encryption

The state-of-the-art approaches focus on providing open-source
software libraries, e.g., the Microsoft SEAL [13], PALISADE [6],
HEIlib [11], for variants of HE schemes, e.g., BFV [3], BGV[2] and
CKKS [5]. These open-source software libraries allow any develop-
ers freely adopt HE schemes to their applications. However, de-
veloping HE applications remains difficult due to the need for
low-level programming language and cryptography knowledge.
Several general-purpose compilers have been proposed in differ-
ent languages, i.e., Julia, Haskel, C++, Python [7, 12], Node.js [17]
(see detail in [21]) to alleviate this difficulty. The HE compilers are
aimed to provide a high-level abstraction for developing HE-based
applications. These tools manage key setup, encryption, decryption,
and ciphertext operation in the background. Even though these pro-
gramming languages can be written comfortably by most typical
programmers, they are not easily learned and, hence, inconvenient
for typical IoT developers. On the one hand, EVA [7] and PYfhel
[12] have been designed for Python-based machine learning (ML)
applications because most ML developers are familiar with Python
coding. On the other hand, IoT developers are more familiar with
Node-RED, which does not require hard-cored program writing
skills. Therefore, this paper proposes CipherFlow, a HE playground
for IoT developers. It offers drag-and-drop features that make users
conveniently select HE nodes and define dataflows in the Node-RED
platform to perform a task.

2.3 CKKS with the Microsoft SEAL

We develop the CipherFlow based on the CKKS scheme under the
Microsoft SEAL library [13]. The CKKS scheme composes of the
following stages;

1. Parameter setting. CKKS requires three parameters: (i) poly-
nomial ring of degree n, (ii) the coefficients modulus chain q =
[q1.....qL], where q; € q is a coefficients modulus level ! for
1 < I < L and L is the highest level, and (iii) scale factor A. These
parameters are encoded in a context. This context is further used
to create the HE environment.

2. Key generation. The KeyGenerator takes the context to create
the HE environment and construct a tuple of keys, i.e., (a public
key pk, a secret key sk, a relinear key rk).
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3. Encryption. The Encryptor takes context to generate the HE
environment and the public key pk. The idea of CKKS scheme is to
add noise for security purposes as a part of the message we want
to encrypt— so-called Ring-Learning with Errors (Ring-LWE). The
encoder transforms a message m to a plaintext P, in which a real
number is represented in the fixed-point number scaled by the scale
factor A. Hence, noise is added to the plaintext due to approxima-
tion. Once the Encryptor receives the plaintext £ as an input, it
applies pk to encrypt P to a ciphertext ¢. A ciphertext ¢ is in the
form of polynomials in which the coefficient modulus bounds the
ciphertext space.

4. Evaluation. The Evaluator takes the context to generate the
HE environment. It supports arithmetic operations. CKKS allows
the ciphertext to do arithmetic operations on both ciphertext and
plaintext. Once the Evaluator takes two ciphertexts, ¢; and ¢y to
do the operation (e.g., add @ and multiply ®), it returns the result
as a ciphertext, ¢’ =¢; @ cp,and ¢’ =¢; @ cy.

5. MODSWITCH. MODSWITCH is used to switch the coefficient mod-
ulus g to gj—y.

6. RESCALE. RESCALE is the heart of CKKS, which is used to re-
duce the magnitude of the plaintext. After multiplication with two
ciphertexts, the RESCALE operation is needed. For instance, two
ciphertexts with scale 28 will grow to 28 5 28 = 228 after mul-
tiplication. CKKS uses the RESCALE operation to scale down the
ciphertext with scale 228 by dividing it by 22. The RESCALE also
switches the coefficient modulus from g; to g;_;

7. SetScale setScale is used to force the scale to the exact value.
8. Relincarize. Relinearize reshapes the ciphertext without chang-
ing the underlying message by applying key rk. This operation
helps limit noise growth and the ciphertext size.

9. Decryption. Decrytor takes the context to generate the HE
environment. The secret key sk is used to decrypt the ciphertext
and yields the plaintext. The decoder transforms the plaintext back
to the approximate real number corresponding to the ciphertext.

3 PROPOSED METHOD

3.1 Design Principles

We aim to develop the CipherFlow to be a playground for ToT de-
velopers to play and learn how to apply the HE functionalities to
preserve the privacy of 10T applications. The Cipherflow is designed
to meet these desired goals: simplicity, flexibility, and abstraction.
To simplify a way to implement the HE scheme in 1oT applications,
we develop the CipherFlow as the node extension in the Node-RED
pallet and preserve the HE functionalities with the Microsoft SEAL
[13] in the backend library. On top of that, node-seal wraps the
Microsoft SEAL library, allowing us to develop and integrate the
HE node extension to Node-RED. Therefore, the IoT developer can
install the CipherFlow as the Node-RED extension (see in § 4).
With CipherFlow, the developers can easily drag and drop the HE
nodes and flexibly compose the computation functions in the Node-
RED platform. Moreover, the CipherFlow allows developers to create
a new tuple of HE keys or download the existing ones to the flows.
The Cipherflow abstracts the HE nodes for some CKKS functions,
ie.. encode, decode, RESCALE, setScale and Relinearize, that
are required for encryption, decryption and evaluation. By this
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abstraction, the developers do not need to determine when and
how to use these functions wisely.

3.2 CipherFlow Architecture

Regarding the design principles, the CipherFlow architecture com-
prises three layers: (i) backend library, (i) C++ abstraction, and (iii)
Node-RED extension as shown in Figure 1.

Backend library. The CipherFlow uses the Microsoft SEAL version
4.0.0 as the backend library written in C++. We select the CKKS
scheme in this library as the core of our node extension. Hence, the
objects and core functions of CKKS are embedded in our backend
library.

C++ abstraction. To abstract C++, the node-seal wraps CKKS core
functions and objects in Node.js. With Web Assembly, node-seal is
a portable target for C++ in the Microsoft SEAL library, enabling
faster deployment on Node-RED. The node-seal also provides mem-
ory management and only contains a low-level API close to C++.
Node-RED extension. The CipherFlow presents the CKKS func-
tionalities and arithmetic operations in the Node-RED extension
that raises the level of abstraction for putting HE functionalities
in the dataflows. Nodes warp Node.js code and perform individual
operations. The developers merely select HE nodes by dragging
and dropping them on the Node-RED’s workspace. Underneath
this node extension, the CipherFlow provides the options to import
and export the keys and context to/from the Node-RED platform.
Beyond the CKKS arithmetic operations in node-seal, we develop

the reciprocal operation to the node extension.

CipherFlow

- Safe arithmetic operations - Abstraction of encode

- Import & export keys - Abstraction of encryption
K and key fon of decryption ne d ¢
- No code impiementation of seal-CKKS o]
Node-RED Extension
node-seal
- Functional abstraction - Memory management API for Node.js
“Sertakzaton Web Assembly n.dc

- Resemble to original API | - Compact and fast
- Low-level assembly-like language

|~ Co+ Apstraction

Microsoft SEAL

- CKKS objs & functions - Keys & Parameters - Ciphertexts
- Encoder & Decoder - Plaintexts

G

Figure 1: CipherFlow architecture.

Backend Library

3.3 HE Computation

The main idea behind the CipherFlow’s core abstractions is to unify
and simplify the HE computation in Node-RED. However, the orig-
inal Node-RED platform does not support the following require-
ments;

Unify parameter setting. Nodes are the event triggers running
their functions. Each node does not share local variables with the
other nodes in a dataflow, while global variables are shared among
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different flows in the same workspace. This yields the mismatch of
CipherFlow’s principles, in which simplicity in setting and flexibil-
ity in crealing multiple dataflows in the same workspace cannot
be met. To unify the parameter setting in the same flow without
sharing it with the other flows, we warp it in a context and pass
the context as a message to the nodes along the same dataflow.
Import and export keys. Common nodes in Node-RED do not
provide the import and export data nor configurations to a save file.
To make the CipherFlow flexible and portable, our HE functionality
nodes support import and export keys and context in/out of the
Node-RED platform as a text file.

Parallel computation. A node receives and sends events, and the
configuration of this event handling defines up to one input port
but any number of output ports. This allows us to pass a message
to the parallel arithmetic operation nodes. For example, we want
to compute ¢; + 3 and ¢ * 2 in the parallel flows. However, the
message from one node cannot flow to two nodes simultaneously
due to the node dependency and asynchronous computation of
Node-RED events. Once a message (e.g., ciphertext ¢;) arrives at an
arithmetic operation node (add(P)), the other arithmetic operation
node (multi(P)) needs to wait until the node (add(P)) has finished
computing the message c1. As a consequence, the message ¢; was
replaced by ¢; + 3 leading to the wrong result ((c; + 3) * 2 instead
of ¢y * 2). To solve this problem, we duplicate ¢; according to the
output ports and inject them into the parallel flows.

Garbage collector. The modern language run time systems auto-
matically manage an application’s memory with garbage collection
(GC). However, node-seal, which wraps C++ by Web Assembly,
does not provide GC for optimal memory management. To avoid
memory leaks and dangling pointers, we use manual memory man-
agement like C++/C via command “.delete” to free the unused
memory of the node-seal instance.

3.4 Parameter Setting

The heart of HE computation is to choose the parameter setting
optimally. First, we explore how to select the CKKS parameters
matching the security level and then provide a guideline for param-
eter setting to avoid pitfalls in working with CKKS.

Let us consider the CKKS parameters: (i) polynomial modulus
degree n, (ii) the coefficients modulus chain q = [qy, ..., gL], where
q; is a coefficients modulus level I for 1 < I < L, and (iii) scale
factor A. The freshly encrypted ciphertext is said to be the level
L-ciphertext. Let Q = I'[;'=l q; be the coefficient modulus product.
The polynomial modulus degree n determines the security level of
encryption [5] and determines the maximum coefficient modulus
Q. For instance, to guarantee 128 bits of security (TC128 [17]) for
n =21 =8192, Q = 2218 while for n = 2! = 16384, Q = 2% The
maximum coefficient modulus Q limits the depth of the ciphertext
level in which Q < Q must be satisfied. The scale factor A is used
to map a real number to an integer by encoding the message to
plaintext. Let the scale of level L-ciphertext ¢; ;, = 2%, where scale
factor A is set. All freshly encrypted ciphertexts must have the same
qr, but they may have different scale factors A. Computing CKKS
arithmetic operations have to satisfy the following constraints.
Constraint 1: g; must be equal for two input ciphertexts for addi-
tive and multiplicative operations (i.e., add(P), add(E), multi(P),

and multi(E) (see their definitions in Table 1)).
Constraint 2: The two input ciphertexts must have the same scale
for additive operaltions, i.e., add(P) and add(E).

According to these constraints, the CipherFlow enforces all freshly
encrypted ciphertexts to be set to the same scale factor to avoid fail-
ure due to improperly set. After we apply add(E) operation to two
ciphertexts, it returns the same scale, while multi(E) operation
increases the scale. Given freshly encrypted ciphertexts with the
same scale, it turns out that after we multiply two ciphertexts, we
cannot do add (E) with that of the result and the freshly encrypted
ciphertext because it does not satisfy the Constraint 2. To solve
this problem, we use RESCALE operation to scale down the scale
of the ciphertext with scale factor A. However, by applying the
RESCALE operation, the coefficient modulus of the ciphertext is also
reduced. This causes the coefficient modulus of the multiplicative
result not to match the coefficient modulus of freshly encrypted
ciphertexts. Therefore, we cannot do add(E) operation of these
two ciphertexts since it brakes the Constraint 1. We, therefore,
consider applying MODSWITCH operation to switch the coefficient
modulus g; to g;_1, so that the Constraint 1 is satisfied. Although
after MODSWITCH is applied, the scale is still mismatched because it
is divided by a prime number very close to the scale we want, but
it is not exactly equal. Therefore, we enforce the scale by applying
setScale to the exact value. In addition, after multiplication, the
size of ciphertext is expanded from 2 to 3 polynomials (see detail
in [5]). To reduce the size of ciphertext back to 2 polynomials, we
apply Relinearize with the relinearize key rk to the ciphertext.

Hence, we warp the operations Relinearize, RESCALE, and
setScale into the multi(P), and multi(E) operations for abstrac-
tion. In addition, we let add(P) and add(E) nodes check the level
of coefficient modulus. If two ciphertexts are unequal, we use
MODSWITCH to switch their coefficient modulus to the same level.
Therefore, the developers do not need to apply these operations
manually to avoid pitfalls. Since the multi(P), and multi(E) oper-
ations move the ciphertext and the coefficient modulus to the next
level, i.e., from level I to I — 1. Once the ciphertext is at level 2, it
cannot further do the multi(P), and multi(E) operations. Note
that g; is preserved for setting the scale back to the same value
as the fresh one. Consequently, we recommend to set g1, = q; and
qr.q1 > 28. We also recommend setting gy = 22 for 1 <[ < L -1
to avoid error by approximation. To simplify the way to insert the
parameter setting of the coefficient modulus chain q in the form of
power of 2, we define q a degree of q and let the developer insert
q = [q1,...,qL], where g; is the degree of g;. Hence, the devel-
opers can define 1, g, = A + i, where i is a positive integer. We
introduce a Chain-index to warn a developer whether it can do
more multiplication operations. Let us define A(c;;) =1—-2asa
Chain-index of ciphertext i at level I. The Chain-index is shown
under all Node-RED nodes that contain a ciphertext.

3.5 Reciprocal Algorithm for CipherFlow

The Microsoft SEAL provides additive and multiplicative operations
but does not provide the reciprocal operation or the multiplicative
inverse (1/x), a common arithmetic operation. We, therefore, de-
velop the reciprocal operation for the CipherFlow. However, com-
puting the reciprocal operation (1/x) in HE is not straightforward
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since division in HE is not applicable. Thus, we explore two ap-
proximation methods, i.e., 1) Newton-Raphson and 2) Goldshmidt,
that can perform 1/x without division. The Newton-Raphson and
Goldshmidt methods both are iterative and quadratically conver-
gent, allowing us to obtain the approximation of 1/x. However, the
Newton-Raphson method requires guessing an initial value, and a
wrong initial value can result in the wrong convergence or requires
more iterations to converge.

Therefore, we select the Goldshmidt iteration [4] method for
approximating 1/x because the division and an initial value are not
required. The Goldshmidt iteration requires only the number of
iterations d in which the error rate of the output of the algorithm
compared to 1/x is bounded by (1 - x)z'M (see Lemma 1 in [4]).
Since the number of iterations is specified by d, we can determine
the required coefficient modulus chain q. Although the Goldshmidt
iteration method is suitable for performing the reciprocal operation
(1/x) in HE, it limits the working space on x € (0, 2). Thus, we
generalize the Goldshmidt iteration algorithm to be applied for the
other space x € (0,¥) for ¥ > 0.

Let a linear transformation Ly_,r : x € (0,%) — x € (0,T)
map from a positive real number in range (0, ¥) to a positive real
number in range (0,T'), where ¥ and T are the maximum values
of the two considered spaces. Accordingly, we denote Ly_,r : x €
(0,%) = x € (0,1),Lyr(x) = § xT.

For x1,x2 € (0,¥), the output of a linear transform Ly_,r (x1)
divided by Ly_,r(x2) is equal to x1/x2, where ¥ and I" are positive
integers. We, then, propose the reciprocal algorithm (as shown
in Algorithm 1) for the CKKS scheme by integrating the linear
transformation Ly_,r, where I' = 2 in the Goldshmidt iteration
algorithm in [4].

Algorithm 1 requires predetermining the number of iterations
d and the range of space we want to map to ¥. It is worth notic-
ing that larger d yields less error in the approximation. However,
approximation precision has to be traded with the number of mul-
tiplications, causing a larger Chain-index. To compromise between
the large Chain-index and its precision, we recommend to set d = 3.
We demonstrate this trade-off in § 5.

Algorithm 1 Reciprocal(x, d, ¥)

1 input: 0 <x <¥,d>0,¥ >0
2: output: ag, an approximate value of 1/x
3 % < Lya(x)

4: k «— Ly_»(1)

5 X« k/x

6: ag—2—-X%

7 by —1-%

s forn=1,2,...,d-1do

9 bpi1 b?x

10: Aps1 < ap + (1+bpe1)

11: end for

3.6 Node Pallet for CipherFlow

The CipherFlow introduces 13 new nodes as the Node-RED exten-
sion as presented in Table 1. We divide them into two groups: 1) HE
functionalities and 2) arithmetic operations. The HE functionality
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Table 1: Node-RED CipherFlow Pallet and Definitions

Operation Node Definition

encrypt To encrypt the plaintext mes-
sages passing through it by apply-
ing with public key pk and output
ciphertexts.

To decrypt ciphertexts passing
through it by applying secrete
key sk, and output the message
in a float number

To insert the CKKS context to the
arithmetic operation nodes in the
same dataflow.

input Similar to the encrypt node, but
it encrypts the value in the input
field instead of the passing mes-
sage

To transform a ciphertext to
base64URL

toCiphertext To transform a base64 to a cipher-
text

To add two passing ciphertexts
To add a given value in the input
field and the passing ciphertext
To multiply two passing cipher-
texts

To multiply a given value to the
passing ciphertext

To convert a positive passing ci-
phertext to negative ciphertext,
and vice versa

To raise the passing ciphertext to
a given power

To multiplicative inverse a pass-
ing ciphertext

decrypt

setContext

toBase64

add(E)
add(P)

Arithmetic
multi(E)
multi(P)

negate

exponent

reciprocal

nodes provide all necessary CKKS functions, such as encryption,
decryption, and setContext. In a playground, developers may
focus on only testing their computation flow rather than testing
the fed input messages from outside Node-RED. Thus, we provide
the input node that embeds the fixed value we want to encrypt
and allows the developers to create or select the existing context.
The arithmetic operation nodes contain additive and multiplicative
operations, such as add(P), add(E), multi(P), and multi(E). In-
stead of subtraction, the CipherFlow offers the negate node to turn
a positive value into a negative one, and vice versa. Consequently,
we can perform subtraction by combining the negate node and
the add(P) or add(E) nodes. The exponent node resembles the
multi(E) with the number of exponents. The reciprocal node
performs the multiplicative inverse of a ciphertext by Algorithm 1
with fixed d = 3.

4 USING CIPHERFLOW

We demonstrate how to use CipherFlow through several use cases.
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4.1 Getting Start

To start using CipherFlow, we first install the CipherFlow extension
to Node-RED!. After the installation succeeded, the CipherFlow
nodes are listed in the node pallet. In this playground, we can play
and learn how the HE is performed via the node extension.

In the CipherFlow, developers must generate the CKKS context
and keys corresponding to the parameter setting or import them
from the prior files. All nodes must be set to the same CKKS con-
text along the same dataflow and tied with the corresponding keys.
In the parameter setting stage, CipherFlow allows a developer to
configure the following parameters;
context: to set the CKKS parameters: 1) PolyModulus for a poly-
nomial modulus degree n, 2) CoeffModulus for coefficient modulus
chain g, and 3) Scale for a scale factor A.
publicKey: to be selected in the input and encrypt nodes.
secretKey: to be selected in only the decrypt node.
relinKey: to be selected in the input and setContext nodes.

We omit the parameter configuration in the arithmetic operation
nodes. The developers merely wire the input to those arithmetic
operation nodes, and the corresponding CKKS context obtained
from the previous node is automatically injected. The CipherFlow re-
quires the developer to set a constant value (referring to a plaintext)
for computation in add(P), and multi(P).

4.2 Playground

The playground is designed for the IoT developers to play with
the CipherFlow. The goal is to develop and test their computation
functions. Specifically, input node is designed for this purpose
since it does not require real IoT data to feed into the node. We
demonstrate how to compose the computation functions in various
examples as follows.

Linear function. Figure 2a presents function f(x) = 3x — 2. Let
Chain-index be equal to 7 at the fresh ciphertext. The Chain-index
value is reduced to 6 after passing the multi(P) node. The Chain-
index value under each node is a hint that indicates the developer
to fine-tune the performance trade-off between performance and
security.

Polynomial functions. Figure 2b presents function f(x) = x> +
0.4x + 1. We use the exponet node to compute x3, where 3 is set to
the exponent value. Since the exponet node requires multiplication
two times, the Chain-index value is decreased from 7 to 5. To per-
form function f(x), the input node of x injects to the exponent
node and the multi(P) simultaneously. Note that the Chain-index
value from the exponent node is not equal to that of the multi(P).
‘When the output ciphertexts of these nodes arrive the add (E) node,
the Chain-index value is forced to drop to the lowest one.
Divider function. Figure 2c presents function f(x,y) = ﬁ. Itis
worth noticing that the Chain-index value is equal to zero at the
multi(E) node. This indicates that we cannot further add more
multiplicative or reciprocal nodes to this dataflow.

4.3 Edge computing

A dataflow in the edge computing is divided into two parts: the
dataflow of encryption, and the dataflow of decryption.

! https://github.com/donkyduck/CipherFlow.

Encryption. In Figure 3, the injectArray node receives the mes-
sages sent from sensors to be encrypted in the encrypt node. The
encrypt node outputs the ciphertext objects corresponding Lo
the input messages and later are converted to base64URL by the
toBase64 node before being sent to the cloud computing by the
mgtt-out node.

Decryption. Figure 4 presents a decryption dataflow. the mqtt-in
node receives the ciphertexts resulted by the cloud computing. The
ciphertext is injected to the decrypt node, which outputs the real
value of the ciphertext.

4.4 Cloud computing

The dataflow in cloud computing consists of the middle part of
the dataflow in the playground. The mqtt-in node receives the
Base64URL messages from the edge computing and passes them
to the toCiphertext node to convert them back to the ciphertext
objects. The setContext node inserts the CKKS context to the
dataflow, so that all the arithmetic operation nodes can perform the
same HE environment. Note that the sequence of the arithmetic
operation nodes is the same as in the playground. The ciphertext
objects are converted to base64URL by the toBase64 node before
being sent back to edge computing. We demonstrate the examples
of cloud computing according to the examples in the playground.
Linear functions. Figure 5a presents function f(x) = 3x — 2.
Polynomial functions. Figure 5b presents function f(x) = x* +
0.4%x+1.

Divider function. Figure 5c presents function f(x,y) = ﬁ.

5 EVALUATIONS

We evaluate the performance of CipherFlow in terms of time taken
and memory consumed. We run the CipherFlow in a Node-RED
docker on our tested machine, and then we evaluate the applicability
of the proposed reciprocal algorithm. Our experiments were run on
MacBook Air (M1, 2020), Mac Os Monterey 12.3.1, and Ram 8 GB.
First, we evaluate the time taken and memory consumed by the
CipherFlow operations. We set the Chain-index equal to 6 because
the reciprocal computation requires at least six multiplications. The
CKKS parameters are set according to two scenarios;
Ex#1: n = 213, § = (40,30, 30, 30, 30,30, 30, 40], and A = 30, and
Ex#2: n = 214, q = [60, 40, 40, 40, 40, 40, 40, 60], and A = 40. This
evaluation aims to demonstrate the performance and security trade-
off. In Ex#1, we set the security level to null, which means the
security condition is broken due to the coefficient modulus produc-
tion H;‘:l q1 > 218 for n = 213, Note that q; = 29 ,where §; € 4. In
contrast, in Ex#2, our parameter setting satisfies the security level
of TC128 in which l'[{“:l qi < 23 for n = 2'%. We observe that
all parameters in Ex#2 consume memory, and run time more than
twice that of Ex#1 as shown in Table 2. The reason is that the scale
factor expands the ciphertext A and the polynomial modulus degree
n. The plaintext space is reserved by the scale factor A, while the
ciphertext space is reserved by the polynomial modulus degree n.
Next, we evaluate our reciprocal algorithm’s applicability by
observing the algorithm’s percentage error when the CKKS scheme
is implemented and when the unencrypted value is implemented.
Percentage error presents the difference between the estimated
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ABSTRACT

Utilizing a 5G cellular network can help factories digitally
transform  their  traditional processes, increasing  operation
cfficiency, and aligning with the Industry 4.0. The SG network is
chosen over other communication technologies due to its broader
service coverage, guarantee quality of services, reduced
interference from other wireless signals, and enhanced sccurity
through SIM card authentication. In this project, lour practical
industry use cases utilizing 5G networks are presented. The use
cases are smart warehousing, asset tracking in production line,
mobile robot telcoperating, and condition-based monitoring. All
case locations have 5G network services at band n41 with sufficient
quality and coverage. The performance of each 5G network is also
assessed, including data rate, latency, maximum bandwidth, and
crror rate. All examples benelit [rom 5G usce case integration. The
smart warehouse and asset tracking cases gain real-time location
data and insights from workload analysis. The mobile robot case
can help factory stafl to remotely control payload transportation
process, while the monitoring case transforms its manual inspection
approach to real-time visualized logs.
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1 Experiment Method

Belore implementing cach usce case, the SG network’s radio
quality at cach sitc was measured Lo cnsure network stability and
sufficient coverage, and to identify performance limitations. To
assess signal quality and coverage, we used Keysight FieldFox
microwave analyzer N9950B [1] and a dircctional antenna [2]. The
FicldFox can measure the 5G signal in two [unctions: Real Time
Spectrum Analysis (RTSA) and Over-the-Air (OTA). The RTSA
function captures a 5G signal in frequency domain, and the OTA

kamol kaemarungsi@nectec.or.th

panita.pongpaibool@nectec.or.th

function returns 5G signal quality parameters, including Reference
Signal Received Power (RSRP) in dBm, Reference Signal
Received Quality (RSRQ) in dB, and Signal to Interference and
Noisc Ratio (SINR) in dB.

We used a laptop and 5G customer premises equipment (CPE)
to test network performance metrics, including data rate, latency,
maximum bandwidth, and rate of dropped packets in transmission.
Data rate and latency were tested with nPerf (URL:
https:/iwww.nperf.com/th/), speed test command-line, and ping
utility. To cstimate the maximum bandwidth and packet loss rate,

we used the iPerl3 network diagnostic tool [3]. The iPerl on TCP
protocols can measure the maximum achievable bandwidth on IP
networks, while the iPerf on UDP can measure packet loss.

With the verilied 5G network, we deployed cach use case with
required application. The smart warehousing and asset tracking
cases utilized an implementation of our ultra-wideband (UWB)
based real-time location system (RTLS) and workload analysis
unit. The UWB RTLS system can track a moving machine (such as
forklift or an automated guided vehicle (AGV)) by attaching a
UWDB tag that can calculate its location based on the reference
locations of surrounding installed UWB anchors. The UWB
anchors were installed on the walls or structures of the warehouse
and factory over the tracking area. The UWB tag determines its
location using trilateration based on time of flight (ToF) that is
measured over UWB pulses. The UWB tag transmits its location
and additional information through 5G CPE to the cloud-based
server. Staff can monitor the machine's location at the URL:
hitps://rils.lailab.online. Subscequentially, data on the server is used
for analyzing workload efficiency. The analyzed metrics include
cumulative machine distance, machine operation time, and a
timeline zone report that tracks zones visited by machines over

time. These metrics are visualized in graphs and can be viewed over
a 30-minute interval, daily, weekly, monthly, or cumulatively.

For the case of mobile robot teleoperating, the robot was
remolely controlled over the 5G network using a joystick by stafl
in the control room. Concurrently, real-time video streaming [rom
an IP camera mounted on the robot offered visual assistance to
stafl. For the last use case of condition-based monitoring, an loT
monitoring system using RADAR-based sensors was deployed.
The radar sensors were installed at the top of the large tanks,
approximately 11.4 meters above the ground. The sensor reads the
liquid level in the storage tank and transmits data Lo an loT gateway
situated within a ground-level controller box. The gateway gathers
information from two tanks alongside relevant information and
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Table 1: S5G Radio Frequency Mcasurcments at all usc casc locations

Test Topic Smart Warehouse

Assel tracking

Mobile robot Condition-based

monitoring

5G signal quality - RSRP (dBm) -95.82 | Fair to Poor

-79.09 | Excellent

-93.70 | Fair to Poor -91.93 | Fair to Poor

RSRQ (dB) -13.24 | Good -11.37 | Good 13.31 | Good 1316 | Good
SINR (dB) 6.54 | Fair to Poor 21.53 | Excellent 9.16_| Fair to Poor 14,46 | Good
Data Rate - DL (Mbps) 1251 35.10 17.74 32.42
UL (Mbps) 7.63 21.88 1.79 2.93
Latency (ms) 57.52 2435 38.42
Max Bandwidth (Mbps) 8.69 19.24 1.69
Packet loss rate in transmission (%error per "36.8% /10 1.96% 7 20 0.55% / 4

target bit rate}

transmits it to NETPIE IoT cloud platform (URL: https://netpie.io).
encrypled form through a privacy-enhanced service called Cyblion.
The log information is later presented on an interactive dashboard
and can be accessed via smartphones or tablets with internet
conneclivity.

2 Results and Discussion

Utilizing the FicldFox RTSA function, all locations could
receive 5G signal band n41 as shown in an example in Figure 1.
The OTA results were analyzed according to the criteria of signal
statistics in [4]. In Table I, the tested OTA showed that most sites,
except for the asset tracking location, received weak signal strength
but maintained good signal quality (fair to poor RSRP and good
RSRQ). Since none of our use cases involved extremely demanding
applications, these signal strength levels were sufficient. The tested
maximum bandwidths were closely aligned with the presented
uplink speed at each location. For latency, both the mobile robot
and warchousc cases had a slower response time duce to weak SINR,

and the warchousce was tested with a higher rate of dropped packets.
The high error rate was because we tested at a target data rate that
was too high for the supported uplink speed at the location. In a real
deployment, the warchousc case will experience far [ewer data
packet losses. Additionally, apart from the warchouse, other
locations relied on existing public 5G networks. These networks
had to sharc their bandwidth resources with other consumer users,
resulting in suboptimal perlormance of speed, bandwidth, latency,
and loss rate. For example, the cellular networks at the mobile robot
and condition-based monitoring locations could provide an uplink
speed of up to 4 Mbps. However, neither location could achicve
that high spced or bandwidth.

Integrating 5G cellular networks into factories can help
digitally transform traditional processes as demonstrated in this
project. The [irst two cases can improve production elficiency with
data-driven insights such as location data and workload analysis.
The third case switches payload transportation to teleoperation. The
last casc transforms its manual inspection method into automated
real-time log visualization. The benefits of using 3G networks over
other communication technologies are that the coverage of the 5G

network is generally wider; therefore, it could save on the cost of
local network installation, especially on a faclory campus with
multiple building:

G Signal capturcd by RTSA at band n41

Compared with a Wi-Fi signal, a 5G signal is less susceptible
to interference because only licensed devices can be used.
Additionally, the 5G network provides sccurily as it requires
devices 10 use subscriber identity module (SIM) cards in the
authentication process before accessing the network service. It is
also possible to guarantee the network service level agreements
(SLAs) by swilching from a public 5G network o an enterprisc-
grade private 5G network. In the smart warehouse use case, we
subscribed to 5G virtual private network type 1 provided by
Advanced Info Service PLC.  This specific enterprisc-grade 5G
service guarantees downlink speed ol 20 Mbps and uplink speed off
8 Mbps with network slicing. The average latency is approximately
50 ms. The recovery time is within six hours.
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ABSTRACT benefit from emerging several IoT cloud service platforms, e.g.,
This work homomorphic encryptio atf AWS I6T and Azure 16T hub, to accelerate smart factories” solutions.
Mwmpc:;:mg privacy- pmn:mng " (Hli)p o H . a recent cloud data leak made the factory owners rethink

uonontbechudwlnlumobdummncmunlsthemuqd'
10T data. CYBLION is developed based on our Node-RED HE play-
ground, called CipherFlow, to provide a HE platform for lloT that
overcomes four mam challenges: common arithmetic for HoT appli-
cations, transmitting encrypted data over MQTT protocol, real-time
data visualization, and simplification for non-cryptographic special-
ists. We demonstrate the practicality of CYBLION by implementing
it through a real smart factory use case.
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1 INTRODUCTION

Industry 4.0 and beyond drive the factory towards a completely
interconnected framework that allows #s supply chain to create
an autonomous flow of data and information for efficient decision-
making. Meanwhile, [IoT/IoT makers and application developers
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whether the move to Industry 4.0 was just a trap. The main causa-
tion is that IIoT data are sensitive, so the factory owners want to
keep them private from a third party. Therefore, there is a need to
a rapid-fire q how to protect industrial individual
data privacy while letting factories enjoy Industry 4.07
Although various privacy-enhancement technologies (PETs) and
several HE platforms [2, 3] have been proposed for data privacy
protection, none have been adopted to an IoT cloud platform serv-
ing HoT applications while zero knowledge is revealed to the doud.
To this end, we develop CYBLION, a HE platform based on “Ci-
pherFlow”, our HE Node-RED playground [4], that allow s loT/IoT
developers to create their privacy-preserving data computation
with the RNS-CKKS-based HE scheme [1] on Node-RED. W hile
“CipherFlow" can preserve privacy computing over encrypted data,
extending it to handle multiple users, transmitting HE data over
the MQTT protocol, real-time data visualization, simplification for
non-cryptographic specialists, and privacy control via a mobile app
have not yet been taken for gr d. This work prop the design
and implementation of CYBLION, including those extensions for
protecting privacy in [IoT/IoT applications.

2 HOMOMORPHIC ENCRYPTION PLATFORM

(ST
—
Made AED Edge-CYALON = =
o
- . - -
bt ———
= - o
e 3 e o e (e Iy 0 ]

-~
e e W ome

L S

Ky exchange va s
Qv oatean
-

:
..!~
£

Figure 1: High-Level CYBLION architecture.
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Architecture Design: To overcome the challenges mentioned in
Section 1, we carefully design our HE platform composed of three
main elements: edge computing (i.e., Node-RED-CYBLION-edge),
cloud computing (i.e., CYBLION.io), and mobile application (ie., CY-
BLION App) as shown in Figure 1. The Node-RED-CYBLION-edge
is deployed in edge computing to encrypt IIoT data gathered from
sensors and send them to the cloud. CYBLION.io is a Web service
that allows users to create their computation functions on the cloud.
Underneath cloud computing, an FHEMQTT broker is developed
to publish and subscribe to the encrypted messages under the FHE
tag. The CYBLION App installed on users’ smartph bl
them to control their IIoT data privacy and data visualization.
Node-RED-CYBLION-edge: The HE-based RNS-CKKS functions,
ie., setContext, key ion, key t, encryptor, and
FHEMQTT sender are encapsulated into a Node-RED node. This
node allows the IIoT/IoT developers to merely drag and drop it
at the end of the Node-RED flow to encrypt the collection of loT
data with the public key generated by the CYBLION App. Then, the
encrypted data are sent to the CYBLION cloud for computation.
CYBLION Cloud: We design the FHEMQTT broker to handle a
sequence of encrypted data chunks, attach an FHE tag, and interpret
them as a single message to an evaluator in a Node-RED runtime
and the decryptor in the CYBLION App. The mobile gateway also
acts as an API between the CYBLION App and the CYBLION Cloud.
Ongce a user creates an [loT project in the CYBLION App, the mobile
gateway receives a request from the App and then trick a Node-
RED controller to build a Node-RED runtime accordingly. The UI of
the Web Application service in the cloud allows multiple users to
access and create their HE computation flows under their Node-RED
workspace. We adopt "CipherFlow" [4] to provide the common HE
arithmetic operations. Hence, the cloud can compute the encrypted
data without decryption, so the data information does not leak into
the cloud.
CYBLION App: We design the CYBLION App's Ul as in Figure 2 to
make non-cryptographic specialists comfortably using them. Our
Ul presents three options, i.e., small, medium, and large key sizes.
Therefore, the user does not require knowledge of HE configuration.
A users merely determine based on the number of multiplicative
operations in a computation flow and the accuracy level of the
results. With small and medi pti the comp flow can
in at most two multiplicative operations, while with a medium
option, the user can achieve higher accuracy results. A large key
size is recommended for a Node-RED flows containing a reciprocal
(or seven multiplicative operations). HE environment is
shamdwnh the cloud and Node-RED-CYBLION-edge under the key
h QR code plays a role of a public key exchange
between Node-RED-CYBLION-edge and the CYBLION App. Once
the dashboard Web module in the mobile App subscribes to the
encrypted data from the cloud with the corresponding topic, it
passes the encrypted data through a Web API to a decryptor for
decrypting the encrypted data. Since our HE functions are based on
the Microsoft SEAL Library! written in C#, we develop a Web API
for translating Xamarin code to C# so the decryptor can perform on
the CYBLION App. The decrypted data are sent to the dashboard
web view for data visualization.

? https//github.com/microsoft/SEAL

Figure 2: UI for the CYBLION App; (a) key generation, (b) key
lists, (c) sending a relinear key to the cloud, and (d) sending
a public key to the Node-RED-CYBLION-edge via a QR code
scan.

3 DEMONSTRATION AND DISCUSSION
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Figure 3: I1oT use case: privacy-preserving smart tank farm
monitoring system.

We demonstrate the practicability of CYBLION through a smart
tank farm monitoring system as shown in Figure 3. The radar
sensors transmit the 4-20 mA signal to an RTU and let it convert
to Modbus TPC. An IoT gateway installed Node-RED-CYBLION-
edge collects the sensor data and then converts Modbus TCP to
MQTT protocol. The data is encrypted with the small-size public
key generated by CYBLION App, and then, published the encrypted
one to the CYBLION cloud. A computing flow is created on the
cloud to convert the sensor data to the amount of oil production.
The dashboard can present the decrypted data within 3 sec after
a sensor sends data to the doud. In the future, we will implement
CYBLION to the other IloT applications. 2
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CipherFlow: A Homomorphic Operation Toolkit for
Privacy-Preserving Industrial IoT Applications
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Abstract—The emergence of privacy breaches in Industrial
IoT (IIoT)/IoT surges demands embedding privacy-by-design into
IoT systems. Decades of work on privacy-enhancing technologies
have resulted in myriad ways to secure outsourcing computation
with homomerphic encryption (HE) schemes that allow the third
party (e.g., cloud) to compute over encrypted data. However, IoT
programmers are still daunted by those HE tools due to their
complicated parameter settings and configurations, preventing
the rapid growth of privacy-preserving IloT/IoT application
develop ts. We c two keys required for HE tools to
accelerate these developments: 1) abstraction and flexibility to

ge HE’s pli and param-
eters, and 2) ease of the IoT-specific computational functions such
as average and Specific Energy Consumption (SEC) calculations
of manufacturing applications. Meanwhile, existing HE tools and
compilers are primarily written in low-level languages like C++,
posing a high entry barrier to novice IoT application developers.
Moreover, none of the HE platforms have been investigated
and equipped with IoT-friendly computational functions, i.e.,
reciprocal or multiplicative inverse. To these ends, this paper pro-
poses CipherFlow, a HE operation toolkit based on Node-RED, a
visually and flexibly programmable dataflow tool for rapid IoT
development. CipherFlow offers three pipeline abstractions: i) a
playground of drag-and-drop HE nodes in Node-RED, ii) optimal
par setting guideli iii) various arithmetic operations
used for IoT-specific calculations. As a result, IoT developers
can create and verify their secured computing functions on data
flows. Through the performance evaluation on IloT use cases,
we demonstrate the applicability and effectiveness of CipherFlow.
Furthermore, our evaluation shows the performance and security
trade-off depending on the HE parameters.

s all q h
ally mec

Index Terms—Homomorphic Encryption, IIoT/IoT, Privacy
Enh Technol Node-RED, RNS-CKKS.

I. INTRODUCTION

The transition towards Industry 4.0 sounds promising,
driven by the Industrial Internet of Things (IIoT), without
considering the upstream challenges of data breaches in the
cloud platform. Nevertheless, the data generated in the IloT
are very sensitive; hence, the privacy and security of these data
are of significant importance.
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Widely used and deployed, the Internet of Things (IoT)
has shifted the predominant usage of cloud towards IoT cloud
computing, such as Azure IoT hub and Amazon IoT, which
provides simple management services for billions of IoT
devices. The agility and simplicity of IoT cloud computing
encourage novice IoT programmers to become newbie IoT
developers to enjoy creating new IoT solutions for the market.
However, recent IoT data breach news has escalated the
severity of users’ privacy concerns. Supported by the survey in
[1]-[3], respondents have admitted that privacy is the biggest
challenge for IoT adoption.

Embedding privacy by design into IoT systems is key to
lifting confidence in IoT usage. Once sensitive information
in data has been adequately constrained through privacy-
enhancing technologies (PETs) [4], such as homomorphic
encryption (HE), secure multi-party computation (SMPC), fed-
erated learning, and k-anonymization, the privacy-by-policy
approaches become less important. Although many efforts [5]—
[8] on PETs are underway to secure outsourcing computation
with HE, they are still far from the rapid development of prac-
tical privacy-preserving IoT systems. While many HE tools
and compilers are well developed and adopted in numerous
research works, most were written in low-level languages like
C++, posing a high entry barrier to newbie IoT application
developers [8]. Moreover, as far as we know, there has been
proposed no HE platform supporting IloT/IoT-specific arith-
metic computations, i.e., reciprocal or multiplicative inverse.
However, such functions are widely and frequently leveraged
in most loT scenarios, like the average calculations of machine
temperature and the specific energy consumption (SEC) for
energy management in manufacturing [9]. Thus, even though
they desire to consolidate their IoT solutions with a HE tech-
nique, they may need bespoke tools that provide simplicity,
abstraction, and flexibility.

To these ends, this paper focuses on enhancing Node-RED,
a low-code IoT platform for IoT developers [10], to perform
HE algorithms for secure computation in IoT data. With
Node-RED, IoT developers can build their desired applications
without the coding background. The pre-defined code built in
Node.js is wrapped in a Node-RED node to perform an IoT-
specific function. The developers merely wire a collection of
Node-RED nodes to perform their desired IoT solutions.

The enhancement introduced in this paper called
CipherFlow, is an HE playground in Node-RED for
IoT developers to play and develop privacy-preserving
solutions for IoT. The HE nodes in CipherFlow are built with
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node-seal (7], a wrapper of the Microsoft SEAL library [6].
Therefore, the CipherFlow does not require pre-installation
of the Microsoft SEAL library. Written in Node.js, node-
seal is seamlessly integrated into the Node-RED platform,
allowing us to develop CipherFlow, the extension nodes to
Node-RED. CipherFlow offers three pipeline abstractions
and flexibility, i.e., 1) a playground of dragging-and-dropping
HE nodes in Node-RED workspaces, 2) arithmetic operators
designed to execute IoT-specific calculations, and 3) optimal
parameter setting guidelines. As a result, IoT developers
can create and verify their secured computing functions on
their dataflow. However, our development did not emerge
overnight. Developing CipherFlow has to overcome the
following challenges.

HE computation. The Node-RED platform does not directly
support four requirements of the HE computation: (i) to unify
the HE parameter set in the same Node-RED’s dataflow, (ii)to
import and export keys in/out of the Node-RED platform,
(iii) parallel computation on arithmetic operations, and (iv)
the garbage collector (GC) for optimal memory management.
To fill these gaps, we carefully design the CipherFlow to
meet these requirements (see in § IV).

Reciprocal operation. The RNS-CKKS scheme does not
support the reciprocal operation (or multiplicative inverse),
a common arithmetic operator. To this end, we propose a
reciprocal algorithm by modifying the Goldschmidt division
iteration method [11] in § V. However, it results in inherent
errors due to its approximation. To deal with this shortcoming,
we investigate the error bounds and provide the parameter-
setting guidelines to the users (§ VI).

Parameter setting. Despite the available dozen choices of
HE schemes, the CipherFlow is based on the RNS-CKKS
scheme [12], which requires three main parameters to set
up the HE environment: 1) polynomial modulus degree, 2)
coefficient modulus and 3) scale factor. These parameters
determine the percentage error of ciphertext resulting from
the compute operations. Although choosing the optimal
RNS-CKKS parameters requires the skill of the cryptography
experts [13], which is beyond the scope of this paper, we
provide a hint to the CipherFlow’s users by presenting an
indicator—called ”Chain-index” value. We use this indicator
to fine-tune the optimal setting in § VII

To our knowledge, this paper makes the following contri-
butions:

1) CipherFlow architecture design: we design the Cipher-
Flow architecture with three abstraction layers that en-
able execution HE seamlessly on the Node-RED plat-
form.

Homomorphic operation nodes for Node-RED: we pro-
pose the algorithms specific to the arithmetic operations
on the RNS-CKKS scheme that handles the HE opera-
tion constraints and the noise management.

Reciprocal algorithm: we propose a technique to turn
the HE-based RNS-CKKS scheme to do a multiplica-
tive inverse of the input real number using the Gold
Smith iteration method. The algorithm includes a noise

2
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explosion handling method. We also analyze the noise
bound of this approximation and interpret it into the
reciprocal algorithm that allows users to manage their
desired applicable input range.

4) Homomorphic encryption parameter selections: we in-
vestigate the effect of the parameter setting of RNS-
CKKS on the noise of outputs. The optimum options
are recommended to the users as the guideline regarding
their IloT applications’ requirements. The offered op-
tions comply with the security level and the performance
trade-off between the encrypted data size and the out
results’ precision.

5) Industrial use case applications: we implement the Ci-
pherFlow to two use cases, i.c., a smart tank farm
monitoring system and an SEC for a smart energy
monitoring system.

II. RELATED WORK
A. Node-RED

Since the third-party developers can easily extend the func-
tionality of the platform through publishing nodes and configu-
rations of these nodes by being built in Node.js, several works
paid attention to extending the applicability of Node-RED
in different directions, e.g., [14]-[18]. However, only a few
approaches, i.e., [14], [18], proposed functionalities to enhance
privacy-preserving dataflows in Node-RED. RedCASTLE [14]
provides k,-anonymity in Node-RED for anonymizing the per-
sonal information in IoT streaming data. This approach cannot
prevent third parties from learning the data while computing
them in their environment. On the other hand, Kawamoto [18]
has adopted the PASTE [19] in Node-RED to prevent the third
party from learning the IoT data during data aggregation by
the differential privacy and Paillier cryptosystem. With Paillier,
his Node-RED extension supports only an add operation on
an integer. In contrast, we provide comprehensive arithmetic
operations and support computing over real numbers (which
are approximated by fixed-point numbers) by means of the
RNS-CKKS scheme [12]. To the best of our knowledge, we
propose the first fully homomorphic encryption to Node-RED.

B. Libraries/Compilers of Homomorphic Encryption

The state-of-the-art approaches focus on providing open-
source software libraries, e.g., the Microsoft SEAL [6],
PALISADE ([20], HElib [21], for variants of HE schemes,
e.g., BFV [22], BGV [23] and CKKS [12]. These open-
source software libraries allow any developers freely adopt
HE schemes to their applications. However, developing HE
applications remains difficult due to the need for low-level
programming language and cryptography knowledge. Several
general-purpose compilers have been proposed in different
languages, i.e., Julia, Haskel, C++, Python [?], [13], Node.js
[7] (see detail in [8]) to alleviate this difficulty.

The HE compilers are aimed to provide a high-level ab-
straction for developing HE-based applications. These tools
manage key setup, encryption, decryption, and ciphertext
operation in the background.
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Even though these programming languages can be written
comfortably by most typical programmers, they are not easily
learned and, hence, inconvenient for typical IoT developers.
On the one hand, EVA [13], HECATE [24], [25] , ELASM [26]
and PYfhel [27] have been designed for Python-based machine
learning (ML) applications because most ML developers are
familiar with Python coding.

EVA [13], HECATE [24] and ELASM [26] have been pro-
posed to manage noise over RNS-CKKS computation. On the
other hand, IoT developers are more familiar with Node-RED,
which does not require hard-cored program writing skills.
Therefore, this paper proposes CipherFlow, a HE playground
for IoT developers. It offers drag-and-drop features that make
users conveniently select HE nodes and define dataflows in
the Node-RED platform to perform a task.

CHET [?] is an optimized compiler for encrypted DNN
inference. CHET provides a domain-specific language and
transforms an input tensor circuit into a sequence of FHE
operations.

nGraph-HE [?] extends Intel’s nGraph [?], and existing deep
learning graph compiler, to enable encrypted deep learning.
The compiler implements the HE backed for nGrpah to deploy
neural network models with popular deep learning frameworks
like TensorFlow.

AHEC [28] supports mGraph and Tensorflow as front-end
and SEAL (RNS-CKKS) as back-end with supporting multiple
hardware back-end through GPU-accelerated HE library.

Marble [29] Marble: Making Fully Homomorphic Encryp-
tion Accessible to All

[30] OpenFHE

[31] FHE on Go , a multiparty homomorphic encryption
library in Go. Such systems, by nature, are highly interactive,
concurrent and cross-platform. For this reason, implementing
them may represent a significant investment in terms of time
and effort when using C++, which most of the state-of-the-art
HE libraries are using.

C. Homomorphic arithmetic operations

Homomorphic encryption typically allows arithmetic opera-
tions to work on multiplying and adding due to the ring proper-
ties. The limited arithmetic operations cause its applications.
Most recent research approaches [13], [26], [28], [32], [33]
focus on machine learning operations-specific tools rather than
basic arithmetic operations, such as minus and division, which
are commonly used in IIoT applications.

The common arithmetic operations have been firstly con-
sidered in [34]. This research has proposed three iterative
methods for a multiplicative inverse approximation of ho-
momorphic encryption. The first approach based on Fermat’s
Little Theorem allows homomorphic evaluation of the multi-
plicative inverse of an integer b by modulo a prime number p.
However, this method cannot provide a multiplicative inverse
over real numbers. The second approach is based on the
Newton-Raphson iteration method. The bright sight of this
method is flexible to the desired precision levels by setting
the convergence threshold. However, the downside is that the
number of multiplicative depths cannot be controlled leading

to the difficulty of choosing the homomorphic parameters. The
third approach uses the approximate inverse of Goldschmidt’s
convergence method. The precision of this approximation
relies on the number of iterations. and

Privacy-preserving machine learning (PPML)

[35] developers friendly. [36]

[37] A Language and Compiler for Homomorphic En-
cryption Made easY ... take programs written in a high-level
language (e.g., Julia, C++, or a custom DSL) and transform
them into arithmetic representations that can be evaluated
using a backend FHE scheme

CARM [32] uses CUDA to accelerate FHE the first opti-
mized GPU implementation.

[38] Optimize key switching

III. PRELIMINARIES

We develop the CipherFlow based on the RNS-CKKS
scheme under the Microsoft SEAL library [6]. The RNS-
CKKS scheme is composed of the following stages;

1) Parameter setting. CKKS requires three parameters:
(i) polynomial ring of degree N, (ii) the coefficients
modulus chain q = [q1,qL-1...,q1], where ¢, Eq is a
coefficients modulus level [ for 1 <[ < L and L is the
highest level, and (iii) scale factor A. These parameters
are encoded in a context. This context is further used to
create the HE environment.

2) RNS-CKKS Encoder. Encoding in RNS-CKKS is a
mapping function of a complex number of message
z to a plaintext p such that: Fed : Z — P, where
z € Z, Z C CN?2 for C is a complex domain with
dimension N/2. A plaintext space [P is a set of polyno-
mials in the cyclotomic ring R = Z[X|/®(X) with
magnitude bounded by ciphertext modulus. The Encoder
Ecd(z,N,A) takes a message of a complex number z
to encode with polynomial modulus N and scale the
encoding space by a scale factor A. The scale factor
is used to enlarge the space to prevent error overflow
during the homomorphic evaluation process. The output
of encoding is a polynomial plaintext p. RNS-CKKS
encoding is inevitable to encrypt a vector of multiple
plaintext in a single ciphertext for efficient homomorphic
computation.

3) Key generation. The KeyGenerator takes the context
to create the HE environment and constructs a tuple of
keys, i.e., (a public key pk, a secret key sk, a relinear
key rk).

4) Encryption. The Encryption takes context to generate
the HE environment and the public key pk. The idea of
CKKS scheme is to add noise for security purposes as
a part of the message we want to encrypt— so-called
Ring-Learning with Errors (Ring-LWE). The encoder
transforms a message m to a plaintext P, in which a
real number is represented in the fixed-point number
scaled by the scale factor A. Hence, noise is added to
the plaintext due to approximation. Once the Encryption
receives the plaintext P as an input, it applies pk to
encrypt P to a ciphertext ¢. A ciphertext ¢ is in the
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form of polynomials in which the coefficient modulus
bounds the ciphertext space.

5) Evaluation. The Evaluator takes the context to generate
the HE environment. It supports arithmetic operations.
CKKS allows the ciphertext to do arithmetic operations
on both ciphertext and plaintext. Once the Evaluator
takes two ciphertexts, ¢; and ¢z to do the operation
(e.g., add © and multiply ®), it returns the result as
a ciphertext, ¢’ =¢; @ ¢;, and ¢’ =¢; ® 1.

6) Decryption. Decrytor takes the context to generate the
HE environment. The secret key sk is used to decrypt
the ciphertext and yields the plaintext. The decoder
transforms the plaintext back to the approximate real
number corresponding to the ciphertext.

7) RNS-CKKS Decoder. Decoding is the reverse process
of encoding that transforms a plaintext polynomial p into
a complex vector z.

The RNS-CKKS of Microsoft SEAL offers the control op-

erations to manage noise and error of ciphertext after doing

RNS-CKKS arithmetic operations as follows.

1) Relinearize. Relinearize reshapes the ciphertext without
changing the underlying message by applying key rk.
This operation helps limit noise growth and the cipher-
text size.

MODSWITCH. MODSWITCH is used to switch the

coefficient modulus ¢; to ¢;—;.

3) RESCALE. RESCALE is the heart of RNS-CKKS,
which is used to reduce the magnitude of the plaintext.
After multiplication with two ciphertexts, the RESCALE
operation is needed. For instance, two ciphertexts with
scale 22 will grow to 24524 = 224 after multiplication.
CKKS uses the RESCALE operation to scale down the
ciphertext with scale 222 by dividing it by 22. The
RESCALE also switches the coefficient modulus from
Qo q

4) SETSCALE. SETSCALE is used to force the scale to
the exact value.

2

~

IV. PROPOSED CIPHERFLOW ARCHITECTURE
A. Design Principles

We aim to develop the CipherFlow to be a playground
for IoT developers to play and learn how to apply the HE
functionalities to preserve the privacy of IoT applications. The
CipherFlow is designed to meet these desired goals: simplicity,
flexibility, and abstraction. To simplify a way to implement the
HE scheme in IoT applications, we develop the CipherFlow
as the node extension in the Node-RED pallet and preserve
the HE functionalities with the Microsoft SEAL [6] in the
backend library. On top of that, node-seal wraps the Microsoft
SEAL library, allowing us to develop and integrate the HE
node extension to Node-RED. Therefore, the IoT developer
can install the CipherFlow as the Node-RED extension (see
in § VII).

With CipherFlow, the developers can casily drag and drop
the HE nodes and flexibly compose the computation functions
in the Node-RED platform. Moreover, the CipherFlow allows
developers to create a new tuple of HE keys or download

TABLE I: Notations and deffinitions

Notation Definition
A Security level (bits)
N Polynomial modulus
Q(\, N) Cocfficient modulus budget
Q Coefficient modulus
L Maximum level of coefficient modulus chain
A Scale factor
Sz Scale of plaintext/ciphertext =
q Coefficient modulus of the I-th level
J Chain-index, where § = L — 2
sk, pk,rk The secret key, public key, and relinear key, respec-
tively
o) Ciphertext, where Enc(p;, sk)
pi Plaintext, where Ecd(m;, N, A)
o2 Coefficient variance of the Ring-LWE error distribu-
tion
Enc(p, sk) Encryption over plaintext p with a secret key sk
Ecd(z, N,A) | Encoding message z with polynomial modulus N
and a scale factor A
B, ®, ®* Add, multiply and exponent over 7 operations respec-
tively
€min, €maz Range of usable input data for the reciprocal opera-
tion
D s () Cyclotomic Polynomials of the root of unity M
T:U—>V A linear transform function that maps a vector space
U to a vector space V with respect to the underlying
linear structure of a vector space V
The :U—V | A linear transform function under homomorphism
that maps a vector space U to a vector space ¥ with
respect to the underlying linear structure of a vector
space V

the existing ones to the flows. The CipherFlow abstracts the
HE nodes for some CKKS functions, i.e., encode, decode,
RESCALE, SETSCALE and Relinearize, that are required for
encryption, decryption and evaluation. By this abstraction, the
developers do not need to determine when and how to use
these functions wisely.

B. CipherFlow Architecture

Regarding the design principles, the CipherFlow architec-
ture comprises three layers: (i) backend library, (ii) C++ ab-
straction, and (iii) Node-RED extension as shown in Figure 1.
Backend library. The CipherFlow uses the Microsoft SEAL
version 4.0.0 as the backend library written in C++. We select
the CKKS scheme in this library as the core of our node
extension. Hence, the objects and core functions of CKKS
are embedded in our backend library.

C++ abstraction. To abstract C++, the node-seal wraps CKKS
core functions and objects in Node.js. With Web Assembly,
node-seal is a portable target for C++ in the Microsoft SEAL
library, enabling faster deployment on Node-RED. The node-
seal also provides memory management and only contains a
low-level API close to C++.

Node-RED extension. The CipherFlow presents the CKKS
functionalities and arithmetic operations in the Node-RED
extension that raises the level of abstraction for putting HE
functionalities in the dataflows. Nodes warp Node.js code and
perform individual operations. The developers merely select
HE nodes by dragging and dropping them on the Node-RED’s
workspace. Underneath this node extension, the CipherFlow
provides the options to import and export the keys and context
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Fig. 1: CipherFlow Architecture

to/from the Node-RED platform. Beyond the CKKS arithmetic
operations in node-seal, we develop the reciprocal operation
to the node extension.

V. HOMOMORPHIC ARITHMETIC OPERATION NODES
A. RNS-CKKS Arithmetic Operation Constraints

Computing RNS-CKKS arithmetic operations must satisfy
the following constraints.

(€]
2

lp=1,, forz@yandz®y

Sz =8y, forz@y

B. Arithmetic Operation Nodes for Node-RED

We propose arithmetic operation algorithms for Node-RED
that resemble the arithmetic operations of Microsoft SEAL
and combine a sequence of noise and error control operations.

Algorithm 1: AddE(z,m)

Input: z,y

Result: 2,5,

/+ Initialization */
1 d, ¢ get.chain-index(z), d, < get.chain-index(y)
294+ |ly— 1l
3 while v > 0 do
if [, > I, then

| y « MODSWITCH(y)
else

| = + MODSWITCH(z)

4
5
6
7
/* Evaluation x/

8§ 2¢Oy
9 §, + get.chain-index(z)

Algorithm 2: AddP(z, m)

Input: z,m
Result: 2,0,
/+ Initialization
1 0z ¢ get.chain-index(z)
2 N, A < get.context(z)
3 p ¢ Ecd(m,N,A)
aforn=11 6 -6, do
s | p <« MODSWITCH(p)

/* Evaluation

62+ TDp
7 8, < get.chain-index(z)

*/

*/

Algorithm 3: MultiE(z,y,rk)

Input: z,y,rk
Result: z,4,
/* Initialization
. « get.chain-index(z), d, < get.chain-index(y)
¥ lly— L]
forn=11 -9, do
| p ¢ MODSWITCH(p)

/* Evaluation
z2—zTQY

4, < get.chain-index(z)
z + Relinearize(z, k)
z + RESCALE(z,A)

z < SETSCALE(z, A)

B W ON =

e ® 9 e wm

*/

*/

Algorithm 4: MultiP(z,p,rk)

Input: z,m,rk
Result: z,0,
/+ Initialization
1 8, < get.chain-index(z)
2 N, A « get.context(z)
3 p < Ecd(m,N,A)
4aforn=110 6 — 6, do
s | y < MODSWITCH(y)

/* Evaluation
62+ T®p
7 4. « get.chain-index(z)
8 z < Relinearize(z, rk)
9 z + RESCALE(z, A)
10 z < SETSCALE(z,A)

*/

*/

Algorithm 5: negate(z)

Input: z

Result: z, 4,

/+ Evaluation
124 T
2 &, < get.chain-index(z)

*/
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C. Reciprocal Algorithm

The Microsoft SEAL provides additive and multiplicative
operations but does not provide the reciprocal or multiplicative
inverse operation (i.e., 1/x), a common arithmetic operation
for IToT applications. We, therefore, develop the reciprocal op-
eration for the CipherFlow. However, computing the reciprocal
operation (1/z) in HE is not straightforward since division in
HE is not applicable due to the Ring properties. Thus, we
explore two approximation methods, i.e., 1) Newton-Raphson
and 2) Goldshmidt, that can perform 1/z without division.
The Newton-Raphson and Goldshmidt methods are both iter-
ative and quadratically convergent, allowing us to obtain the
approximation of 1/z. However, the Newton-Raphson method
requires guessing an initial value, and a wrong initial value can
result in the wrong convergence or require more iterations to
converge. Therefore, with Newton-Raphson, we cannot control
the number of HE operations causing the difficulty of setting
the RNS-CKKS parameters beforehand.

On the other hand, the Goldshmidt iteration method [39]
approximates 1/x does not require an initial value, but it
requires the number of iterations d in which the error rate
of the output of the algorithm compared to 1/z is bounded
by (1 —z)zd“ (see Lemma 1 in [39]). Fig 2 demonstrates the
percentage error of the approximate 1/z in different d. Since
the number of iterations is specified by d, we can determine the
required coefficient modulus chain q in the parameter setting.

Although the Goldshmidt iteration method is suitable for
performing the reciprocal operation (1/z) in HE, it limits the
working space = € (0, 2). Thus, we generalize the Goldshmidt
iteration algorithm to be applied for the other space U for
u € U and U is the set of positive real numbers, where u €
(0, Umaz) for Umaz > 0.

Consider a linear transformation 7,y : U — V that
maps from a positive number in range (0, Umqz) t0 a positive
number in range (0,2). Accordingly, we denote Ty;_,y by

Tu-v(u,a) = au, 3

where @ = —2—

Let U ansm‘?»’ar be vector space of equal dimension over a
ring IR, and let o be a nonzero complex number in Z. Then
a plaintext of « is a linear mapping of U into V. Hence, we
denote a linear transform 7%y : U — V on homomophic
RNS-CKKS spaces where

Ty (u, @) = MultiP(u, o, k). 4)

We, then, propose the reciprocal algorithm (as shown in
Algorithm 6) for the CKKS scheme by integrating the linear
transformation 7% (u, ) in the Goldshmidt iteration algo-
rithm in [39].

Algorithm 6 requires predetermining the number of itera-
tions d and the range of space we want to map to. It is worth
noticing that larger d yields less error in the approximation.
However, approximation precision has to be traded with the
number of multiplications, causing a larger Chain-index. To
compromise between the large Chain-index and its precision,
we recommend setting d = 3, which requires 6 Chain-index
(6 =6).

The applicable range of the reciprocal algorithm can be
determined by the error bound of the Goldshmidt iteration
method. Let z € [0,2] be the applicable range in the Goldsh-
midt iteration method. We define e as the desired error rate of
the reciprocal algorithm.

Theorem V.1. For (bmim bmaz) C (0: umaz) and a positive
integer d, the applicable range of the reciprocal algorithm
regarding the error rate e is determined by

and
bmaz < Umaz — bmin. (6)

Proof. Let é and € be the error rates of outputs from the
approximate function f(z) = 1/z compared to true value 1/z
by the Goldshmidt iteration method and the noise produced by
the HE operations, respectively. From Lemma 1 in [11], the
error rate from approximation using the Goldshmidt iteration
method is bounded by (1 — x)zd“ for € (0,2). The error
is always negative because the approximated result is always
smaller than the true value 1/z. We thus determine z from a
given € by

G T <11, 8)
T>1-éwT, ©

The error of the reciprocal algorithm is added by e and
accumulated by the number of iterations d. Hence, the desired
error rate e includes these two errors € and €, where e > é+e.
Then, we have

1637 >1— (64657 >1—em@T. (10
Thus, we have = > 1 — €327 for a given d and z € (0,2).
Since we expand the space of z from (0,2) to (0, umaez) by
the linear transform 7(p,2)-(0,u,n..) (%, @) = ax. Hence, after
we replace x by az in (9) we can obtain the lower bound of
the applicable range as

1 1 1 U
bmin > (1 - e#T) x = = (1—e@T) x (222}, (1)

where a = u—j: Since the applicable range of the Gold-
shmidt iteration method is symmetric, the upper bound is
calculated by

12)

bmaz < Umaz — min.

O

The implication of Theorem V.1 leads us to be able to
compute U, from a given applicable range of the reciprocal
algorithm (bmin, bmaz), d and the level of precision (i.e., error
rate e). That is

Umaz > (1 — 3977 x (b"‘T") . (13)
Therefore, we can pre-compute 4, by (13) and use it as an
input of Algorithm 6.
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Percentage Error (%)

1.00
Input x

1.25

Fig. 2: The percentage errors (%) of the Goldshmidt iteration
method to approximate a function f(z) = i, where d is the
number of iterations and z € (0,2).

Algorithm 6: Reciprocal(z,d, vk, umaq)
Input: z,d, 7k, Umaz
Result: 2,06,

/* Initialization

1 @ 2/Unaz

2V m—e»V(zv C!)

3 §, « get.chain-index(z)

4 p1 < Ecd(1,N,A)

5 po < Ecd(2,N,A)

6 forn=11 6, do

7 | p1 < MODSWITCH(p;)

8 | ps < MODSWITCH(p,)

/% Evaluation
9 v « negate(v)
0 b(] &= AddP(v,pl)
11 ag  AddP(v,ps)
12forn=0td—1do
13 bnt1  MutiE(by,,by)
14 ba,.,, < get.chain-index(by41)
15 an i1 ¢ AddP(bpy1,p1)
16 Qp+1 — MultiE(any+1,an,,7k)

*/

*/

-

17 d,, ¢ get.chain-index(a,) po < Fed(a, N, A)
18 for n =110 6,, do
1 | pi + MODSWITCH(p;)

w p1 & T,y (p1, @)

21 z < MultiP(an,p1,7k)
z + Relinearize(z, k)

z < RESCALE(z, A)

z < SETSCALE(z, A)

28R

VI. HOMOMORPHIC ENCRYPTION PARAMETER
SELECTION

Due to the approximate nature of the scheme, application
developers using CKKS must ensure that the evaluation output
is within a tolerable error of the corresponding plaintext
computation. Choosing appropriate parameters requires under-
standing how the noise will grow through the computation. We
present a comprehensive noise analysis of CKKS, considering

TABLE II: Time complexity and noise of RNS-CKKS encod-
ing [40] and operations [26]: [ is level and o is std. deviation.

Operations Time Complexity Noise
encode O(N?) ==
decode O(N?) 0

negate, add, mul O(N 1) 0

modswitch O(N -1)

0
885IN + 8N + V3N
82N + V3N

O(NlogN -12)
O(NlogN -12)

rotation, relinearize

rescale

TABLE III: Recommended Fully Homomorphic Encryption
parameters w.r.t the security level A [41].

N log, Q(A, N)
X =128 bits X = 192 bits X = 256 bits
21 =1024 27 19 14
211 = 2084 54 37 29
212 = 4096 109 75 58
213 — 8192 218 152 118
214 = 16384 438 300 237
215 = 32768 881 600 476

noise coming from the encoding and homomorphic operations.

We consider the precision loss in RNS-CKKS, which we
can define informally as the difference between evaluating
a circuit in the clear (true value) and evaluating the same
circuit homomorphically (encrypted value). A more formal
description is given below.

Definition VI.1. We define the precision loss associated with
calculating the results of the arithmetic function f(X,Y)
homomorphically as the logarithm of the root mean square
errors (RMSE);

1
log,o(RMSE) = log,, (‘ I Z(ﬁlz = mi)2) , (4

where (1,...,my/2) is the output of the homomorphic
evaluation of f(X,Y) and (my,...,myy2) us the output of
the true values of the function f(X,Y).

Definition VI.2. We define the percentage errors associated
with calculating the results of the arithmetic function f(X,Y")
homomorphically as the ratio of the absolute difference be-
tween the decrypted results and the true values over the true
values.;

i(I77i — mil)

Error(%) = by x 100, (15)

i i

where (71,...,myy2) is the output of the homomorphic
evaluation of f(X,Y) and (m,...,myy2) us the output of
the true values of the function f(X,Y).

VII. USING CIPHERFLOW

We demonstrate how to use CipherFlow through several use
cases.

1G]
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A. Getting Started the CipherFlow nodes are listed in the node pallet. In this
To start using CipherFlow, we first install the CipherFlow Playground, we can play and learn how the HE is performed
extension to Node-RED. After the installation succeeded,

ol]cd
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via the node extension. with the corresponding keys. In the parameter setting stage,
In the CipherFlow, developers must generate the CKKS  CipherFlow allows a developer to configure the following

context and keys corresponding to the parameter setting or parameters;

import them from the prior files. All nodes must be set to context: to set the CKKS parameters: 1) PolyModulus for a

the same CKKS context along the same dataflow and tied
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polynomial modulus degree n, 2) CoeffModulus for coefficient modulus chain g, and 3) Scale for a scale factor A.
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TABLE IV: Parameter setting options of CipherFlow. (Note:
Apart of these options, CipherFlow also allows users to
customize the parameter setting by themselves.) Our experiment involves testing nine operations on multiple

widely used IoT edge devices and a cloud service. The

VIII. PERFORMANCE EVALUATION

Options N Tog2(q) A o nine operations are decrypt, encrypt, addEncrypt, addPlain,
Small 27 [50, 30, 30, 50] 30 2 exponent, multiEncrypt, multiPlain, negate, and reciprocal.
Mediimi, 2 (60, 40, 40, 60] 40 2 We aim to measure memory usage and running time while
Large  2'1  [60,40,40, 40,40, 40, 40,40,60] 40 7 2 Ty usag g

executing the operations. The IoT edge devices included in
the experiment are IoT 2050, Jetson Nano, Raspberry Pi3,
and Raspberry Pi4.

The Jetson Nano [42] is a small, powerful, affordable
: computer designed for Al and machine learning applications.
secretKey: to be selected in only the decrypt node. It has a quad-core ARM Cortex-A57 CPU, a 128-core Nvidia
relinKey: to be selected in the input and setContext nodes. Maxwell GPU, and 4GB of RAM. It is easy to use, supporting

We omit the parameter configuration in the arithmetic popular Al frameworks like TensorFlow, PyTorch, and Caffe.
operation nodes. The developers merely wire the input to It can be used for various applications, such as object detec-
those arithmetic operation nodes, and the corresponding CKKS  tion, robotics, and autonomous systems.
context obtained from the previous node is automatically Raspberry Pi 3 and Pi 4 are single-board computers de-
injected. The CipherFlow requires the developer to set a signed for hobbyists, educators, and DIY enthusiasts. The
constant value (referring to a plaintext) for computation in Raspberry Pi boards are famous for their versatility, afford-
add(P), and multi(P). ability, and ease of use. They can be used for a wide range

publicKey: to be selected in the input and encrypt nodes.
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of applications, such as media centers, home automation, and
robotics. Raspberry Pi 3 has a 1.2 GHz quad-core ARM
Cortex-A53 CPU and 1GB of RAM, and built-in WiFi and
Bluetooth connectivity. The Raspberry Pi 4 has a 1.5 GHz
quad-core ARM Cortex-A72 CPU, up to 8GB of RAM, dual
4K HDMI outputs, Gigabit Ethernet, and USB 3.0 ports. The
Raspberry Pi 4 is more powerful than the Raspberry Pi 3
and can run more demanding applications, such as desktop
computing, gaming, and Al

The 10T2050 is an embedded PC designed for industrial IoT
(Internet of Things) applications produced by Siemens. The
[0T2050 has an Intel Atom processor, up to 8GB of RAM, and
includes various communication interfaces, such as Ethernet,
USB, and RS232/485. It is designed to be rugged, reliable,
and casily integrated with other devices and systems, such as
PLCs (Programmable Logic Controllers) and cloud platforms.
The I0T2050 is also compatible with popular software tools
and frameworks, such as Node-RED and Eclipse Kura, making
it easy to develop and deploy IoT applications.

IX. IIOT USE CASES FOR SMART FACTORIES

IoT is a transformative technology and finds application in
the industrial setting in many ways but it’s still an evolving
area and has its share of challenges. To successfully implement
IIoT, it is necessary to identify and prioritize use cases that
can benefit the organization. We list some of the leading IIoT
use cases below:

« Production visibility

« Supply chain optimization

o Energy consumption management [9].

A. Node Pallet for CipherFlow

The CipherFlow introduces 13 new nodes as the Node-RED
extension as presented in Table V. We divide them into two
groups: 1) HE functionalities and 2) arithmetic operations.
The HE functionality nodes provide all necessary CKKS
functions, such as encryption, decryption, and setContext. In
a playground, developers may focus on only testing their
computation flow rather than testing the fed input messages
from outside Node-RED. Thus, we provide the input node
that embeds the fixed value we want to encrypt and allows
the developers to create or select the existing context. The
arithmetic operation nodes contain additive and multiplicative
operations, such as add(P), add(E), multi(P), and multi(E).
Instead of subtraction, the CipherFlow offers the negate node
to turn a positive value into a negative one, and vice versa.
Consequently, we can perform subtraction by combining the
negate node and the add(P) or add(E) nodes. The exponent
node resembles the multi(E) with the number of exponents.
The reciprocal node performs the multiplicative inverse of a
ciphertext by Algorithm 6 with fixed d = 3.

X. CONCLUSION

This paper proposed CipherFlow, a privacy-preserving IoT
development playground in Node-RED. This playground was
developed under Microsoft SEAL libraries, enabling secured

TABLE V: Node-RED CipherFlow Pallet and Definitions

Operation  Node Definition
encrypt To encrypt the plaintext messages
FHE passing through it by applying with
public key pk and output cipher-
texts.
decrypt To decrypt ciphertexts passing
through it by applying secrete key
sk, and output the message in a
float number
setContext  To insert the CKKS context to the
arithmetic operation nodes in the
same dataflow.
input Similar to the encrypt node, but it
encrypts the value in the input field
instead of the passing message
add (E) To add two passing ciphertexts
. 3 add (P) To add a given value in the input
Arithmetic field and tl?e passing ciphertext ¥
multi(E) To multiply two passing ciphertexts
multi (P) To multiply a given value to the
passing ciphertext
negate To convert a positive passing cipher-
text to negative ciphertext, and vice
versa
exponent To raise the passing ciphertext to a
given power
reciprocal  To multiplicative inverse a passing
ciphertext

computation based on Homomorphic Encryption (HE). Instead
of a hard-code writing program in C++, CipherFlow offers
three pipeline abstractions, i.e., 1) a playground of drag-and-
drop HE nodes in Node-RED, 2) arithmetic operators, and 3)
optimal parameters setting guidelines that allow IoT devel-
opers to create and verify their secured computing functions
on dataflows. The development of CipherFlow has overcome
three main challenges: 1) HE computation, 2) parameter
setting, and 3) reciprocal operation. We carefully designed Ci-
pherFlow and demonstrated the applicability and effectiveness
of the CipherFlow through various use cases and performance
evaluations on the selected scenarios. Our evaluation shows the
performance and security trade-off depending on the parameter
setting, in which higher security and accuracy require a higher
computation resource. Overall, CipherFlow is flexible and
easy to use, and it will save time to enable new secured IoT
applications.
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. svuulinsdonsioassnds laviid1ve 1501005546 Tuidudiue 15/9/2558

s A8nseyuiudinisifeudeszningunsailuiaiedrereiiamesviaulalaenisiinszi
auduiudvesUTinadeye viidive 1201003186 Fufituue 26/6/2555

o Bsdmiumsnsniuauiaundlueietiereuiinesinensiansesasaumaeietienie
Wslereaeaduibuivuuloundu iaviidwe 1201004884 Fufidudiue 21/9/2555

s AFnsanaduituiuei ssnenfiamesluiniedieieg neldgunsaiuvaiueninsainietie
(Network Address Translation: NAT) shemslémginssuvesdeyalu TCP/P Wslnmoa  taniid
¥e 1201003307 Juiifusue 2/7/2555

s Bmanmeasumahaursaeistielaensaduinsindnsiuvesgunsaiinietne it

¥ 1101001597 Sufidusve 11/8/2554

Awards and Grants
o s1iaszaud arvuneluladarsaumaiazdmamans lusuiudnussivg 2562 nau

unannesudeansieteuseassnas
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o 519¥aTRsTUzLAA Uselnv Internet of Things TusTu Thailand ICT Award 2018 wasuLwanwesu
domiilaidonsioassnds

e 519TavuLveUsyiAn Telecom Application Tu9ruUsznaa Telecom Innovation 2009 3alag
dlinnuANENIINNMIAINTINTANUIALUIIER dmiugenduasauaguaimieieuis NetHAM

® Research grants from Pan-Asia ICT R&D Grants Programme 2005- 2007 for the project “IPv6
Tunnel Broker: a Key for Using Next Generation Internet in Developing Countries”

® Thai Government Scholarship (Ministry of Science and Technology) 1992-2004.
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=
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anuivie gudmeluladdidnvsednduasnenfame fund

UszifnisAne
= JEgguen Electrical Engineering, Chulalongkorn University
=Ygl Electrical Engineering, Chulalongkorn University
" Pygynd Telecommunications Engineering, KMIT’L (2™ class honor)

Uszaun1sain1sineu  (Researcher)
= ganen 2562 - Yagiu audwaluladBidnnselinduazneninefwiwd
- iniNegudveseumaaeniinsleeidmiussuulewei-nuam
" unIIAY 2562 - Aannu 2562 LeapMind Inc., Tokyo, Japan
= Research for Al & Deep Learning for Edge Computing
" Liweu 2560 - Su31AN 2561 KDDI Research Inc., Saitama, Japan
= ICN2020(EU-JPHorizon2020) Project: Advancing ICN Towards Real-World Deployment Through
Research, Innovative Applications and Global Scale Experimentation
= Platform/network protocol design for access control security management and privacy preserving
data outsourcing (with fully homomorphic encryption and broadcast encryption) for ICN-based loT
services.
" unsIAuN 2557 - weu 2560 KDDI Research Inc., Saitama, Japan
= SDN/NFV project: Resource allocation and virtual network function orchestration in a core network
= Develop the performance modeling of virtual network functions in SDN/NFV environment and
mathematical models for network resource optimization in NFVI and construct a testbed for NFV
L fa1AN 2554 - $unAw 2556 National Institute of Informatics, Tokyo, Japan
= Project: Future Network Architecture
= Responsible for developing a mathematical model for efficient caching and routing mechanism for
improving content delivery in ICN
n'mul."uu')m:ywmzmq
Network Security & Privacy, Deep Learning, Network Function Virtualization, Network Resource Management, ICN
AU
Book Chapter:
1. K Suksomboon, (2019) Performance Modeling of Virtual Packet Forwarding Functions for Wireless Network Virtualization. In:

Shen X, Lin X., Zhang K. (eds) Encyclopedia of Wireless Networks. Springer, Cham.
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Journal:

1

K. Suksomboon, ot al, “Configuring a software router by the Erang-< bazed pacet latency prediction,” IEZE Journal on
Se.ected Areas in Communicatiors, vol. 36, no.3, March 2018.(Q1, Impact ‘acto: 8.085, Cited by: 2)

K. Suksomboon, et al,, “Towards serfarmance prediction of multicore software routers,” IntJ Network Mgmt., vol. 27 no.2,
Zeb. 2017. (Q3, Impact factor; 1.32, Cited by: 4}

<. Suksomboon, . Pongpaibool, Y. Ji and C Aswakul. “PC-Nash: QcS Provisicning Framework with Path-Classification Scheme

Jnder Nash Equilibvium® The Computer journal, vol. 54 no.6, June 2011. (Q2, Impact “actor: 1.10, Cited by: @)

international Conferences (Selected papers):

1

N}

t

«

11.

12.

13

K. Suksornboon, et al, “CZP2: Content-Centric Privacy Platform for Privacy-Pressrving Monitoring Szrvices,” in Proc. IEZE 43rd
Annual Computer Sofiware anc Apglications Conference (CONPSAC 2019), Milwaukee Wisconsin, USA, July 2019.

K. Suksomboon, et al., “Friang-k-hased packet latency prediction model for optimal configuration of scftware routers,” in
Proc. IEZE NetSoft, Bologna, italy, June 2017. (h-index: 17, top score, Cited by: 2)

K. Suksomboon, et al, “A dilated-CPU-consumption-based performance prediction for multi-core sofiware routers,” in Proc.
IEEE NatSoft, Seaut, Korea, June 2016. (h-index: 17. bes paper candidates, Cited hy: 8]

K. Suksomboon, #. Tukushima, M. Hayashi, R. Chawuthai, and |1, Takeda, “LawNFQ: A decision framework for optimat
location-aware network function cutscurcirg,” in Proc. IEEE NetSoft, Lordon, UK, June 2015.

K. Sucsomboon, M. Fukushirra, and M. Hayashi, "Cptimal virtualization of functionality for custcmer premise equipmen.,” in
Proc. IEEE ICC, London, UK, June 2015.

K. Suesomboon, M. Fukushinra, M. Hayashi, and Y. Ji, “Perding-inzerest-criven cache orchestration through network function
virtualizaton,” in Proc. IEEE GLOBECOM, Austin TX, U3, Dec. 2014.

K. Sucsomboon et al,, “Popcache: Cache more or less based on content popularity for infarmation-certric networking”, in
Proc. IEEE LCN, Sydney, Austratia, Oct. 2013. (h-index: 19, Best paper award, Cired by: 48)

S. Tamoi, K. Suksomboon, W. Kumwilaisas, and Y, Ji, “Performence of protakilistic cachire and cache replacement policies
for content-centric networks,” in Proc. {EEE LON, Alberta, Canada, 2014,

K. Suksorrboon, K. Ueda, A. Tagami, “Content centric privacy model for monitoring services in surveiltaics systems,” in Proc.
ACM ICH, 3oston, US, 2018,

K. Suksomboon, A. Tagami, A, Basu, and _. Kurhara, “In-device proxy re-encryption service for information-centric natworking
access control,"in Proz. IEEC _CN, Chicago, US, 2018.

K. Suksomboon, A. Tagami, A, Basu, and .. Kurihara, “IPRES: in-device proxy re-encryption service for secure ‘CN,” ir Proc.
ACMICN, Berlin, Gerrnany, 2017.

S. Tarnoi, K. Suksomboon and Y.Ji. “Cooperative Routing Frotoco: for Content-centric Networking,” ir Proc. IEEELCN, Sycney,
Australia, 2013 '

K. Suksomboon, et al, “On Incentive Based Inter-Domain Caching Mechanism far Optimal Future Netwark Design,” in Proc.
ACM AINTEC, Bangkok, Thailand, 2012.

K. Suksombaan, Y. Ji, P. Pongpaibool and C. Aswakul, “Load-Balancad Path Provisoning for Guarantezing Snd-to-End QoS in
Inter-Domain Networks,” in Proc. 15CIT, Tokyo, Japzan, 2010.

Japanrese Patents

L. Method, device and program for predicting delay of packet in server (JP2018142799A)

2. Control cevice and program or packet transfe- cevice having mutiti-core CPU, (JP2017117009A)

3. Device for controlling packet transfer device that has multi-core —pu, and computer-readable storage medium
(W02017110619A1) (Cited by: I{Honda motor industry stock company)

4. Method and program for discriminating arrangement position of function of natwork JP20.7175464A)

5. Network design apparatus and program, (JP647596682, JP530122482)

6. Program and the network controller (JP623823382)

7. Client device for acquirirg contert (JP2019075519A) Sy él,“ R f;{;‘)..j

[

Awards Pidne ,\1),«14‘?;, S»AS

1. Excellent Basic Research Award 2015 from KDDI Research inc., Japan. = , L&

2. Best Paper Aviard from The 28% IEEE LCN conference, 2013 nATY  fadkn e
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anivinnu audinaluladdidnnseiinduazaonfiamaiuiend

Uszaanisanen
= JFgguen Information Science, University of Pittsburgh
LIRRTERTATRICY Electrical Engineering (Systems), University of Michigan
" Sy wd Electrical Engineering, The Johns Hopkins University
Uszaun1sainsineu

kY s

" fugieu 2549 - Yaatu  Wuinddeaudvaluladdidnnseiinduazaeufinneiuisni

v

" ganas 2561 - Taatiy wwdhiissuulave-menm audnalulagiannieinduasnauiiunes
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Industrial Internet of Things, Operations Research, Optimization

NATUNHILNN

® A Niruntasukrat, C. Issariyapat, P. Pongpaibool, K. Meesublak, P. Aiumsupucgul, and A.
Panya, “Authorization Mechanism for MQTT-based Internet of Things”, ICC, May 2016.
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Y.Khaokaew, 7. Anusas-amornkul, K. Meesublak, “Intrusion Detection System based

on Hybrid Fezture Selection and Support Vector Machine (HFS-SVM),” In Applied and

Mechanics and Materials, Vol. 781, pp.125-128, 2015.

P. Pongpaibool, A. Niruntasukrat, C. Issariyapat, K. Meesublak, C. Mokarat, and P.

Aiumsupucgul, “NetHAM-nano”: A robust and Scaleble Service-Oriznted Platform for

Distributed Monitoring.” Proceedings of the AINTEC 2014 on Asian Internet Engineering

Conference, p.51, ACM, 2014,

K. Meesubtak, “A Stochastic Assignment Model for Transportation Network,” in

proceeding of the 7" International Conference on Wireless Communications,

Netwaorking and Mobile Computing (WiCOM 2011), Wuhan, chira, Sept. 2011.

P. Posawang, K. Meesublak, and W. Pallara-atikom, “Cellular-based location tracking

using decision tree and neural network techniques,” 177 ITS World Congress, Busan,

Korea, 2010.

K. Meesublak, A two-layer network desien problem under traffic uncertainty, ECTI-

CON 2009, pp.914-917, May 2009.

K. Meesubtak, Network design urder demand uncertzinty, Proceecings of APAN
Network Research Workshop 2008, pp. 19-23.

K. Meesuklak, K Siriwong N.A, Tele-referral system for remote hospitals in Thailard,

The 8" ASEAN Scientific znd Techincal Confarences, Philippines, 2008.
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da & a

anuiivinay quimaluladdidnnseiinduagnaufinneiunewd

Uszifinsdnen
= JIgewen Electrical and Computer Engineering, University of Maryland, College Park
= Sggiln 2. (Inildeas) masnsaluninends
= PSyges 26.u. (Wntiihdeans ifesiden) nasnsaiumivends

Uszaunisainisvineny

= futaw 2554 - Yt qudinaluladdidnnselinduazaoninnoiusnii
- sinthiulasannsiimun Mobile Ad Hoc Network Protocol
- Whmiiulasen1siey Internet of Things Service Platform Security
- Waniiiulasen1s39w Internet of Things Edge Computing Platform
= FawiAw 2555 - AN 2561 antuwaluladuiaieds
- 919139dounAasd Digital Signal Processing, Communication Engineering, Information
Theory uag Coding Techniques
- WuonnsdivinuuaglsysTunssunislaseins Undereraduate students’ graduation
(Capstone)
- nssumsInendivussyauUSynen
= fugigu 2554 - wgwaa 2557 anntunaluladuisedy
- faileriulAsanis DUMBO-FIBO Tumsiamduluy robotic router d193unsdoans ad
hoc lufiuidaarta
= Fannw 2549 - weenAu 2550 Departrent of Electrical and Computer Engineering, University
of Maryland (College Park)

= Teaching Assistant and Research Assistant
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Internet of ~hings, Network Securizy, Wireless Sensor Network, Delay Tolerant Network, Sienal

Processing

HAsTsAN

®  Niruntasukrat, A, Issariyapat, C., Pongpaibool, P, Measublak, K., Aiumsupucgul, P, & Panya, A
{2016, May}. Authorization mechanism for matt-based internet of things. In 2016 |EEE international
Conference on Commulnications Workshops (ICC) (pp. 290-295). IEEE.

¢  Naruephiphat, W., Promya, R, & Niruntasukrat, A, (2015, Novernber). Remote air conditioning
control system basec on ZigBee Wireless Sensor Network for building. In 2015 International
Computer Science and Engineering Conference (ICSEC) {p. 1-6). IEEE.

® Pongpaibool, P, Niruntasukeat, A, Issariyapat, C., Meesublak, K., Mokarat, C., & Aiumsupucgul, F.
{2014, November). Netham nano: A robust and scalable service-oriented platform for distributed
monitoring. In Proceedings of the AINTEC 2014 on Asian Internet Engineering Conference (p. 51}
ACM.

® Klaokliarg, N., Teawtim, P., Aimtongkham, P., So-In, C, & Nirurtasukrat, A. {2018, July). A novel loT
authorization architecture on hyperledger fabric with optimal consensus using geretic algarithm.
In 2018 Seventh ICT Interrational Student Project Confarence (ICT-ISPC) (pp. 1-5). IEEE,

¢  Sandulescu, G., Nicuntasukrat, A, & Chamsripinyo, C. (2015). Guaranteed capacity bounds in
intesmittentty-connected networks: A resource-aware, holistic evaluation. Compuiter
Communications, 59, 12-23.

®  Sandulescu, G., Niruntasukrat, A., & Chamsripinyo, C. (2013, Novernber). Resource -aware capacity
evaluation for heterogenaous, disruption-tolerant retworks. In Proceedings of the 9th Asian
Internet Engineeding Conference {(pp. 57-64), ACM.

®  Sandulescu, G., Niruntasukrat, A, & Charnsripinyo, C. {2013, November). Resource-aware capacity
avaluation for heterogeneous, disruption-tolerant retworks. In Proceedings of the 9th Asian
Internet Engineersing Conference (pp. 57-64). ACM.

®  Benjapolakul, W, & Niruntasukrat, A. (2004). An Application of Neuro-Fuzzy Systems for Access
Control in Asynchronous Transfer Mode Networks. In Neuro-Fuzzy and Fuzzy-Neural Applicatioris
in Telecommunications (pp. 235-281}. Sprineer, Berlin, Heidelberg.

® Nirurtasukrat, A, & Benjapolakul, W. (2001, May). A novel scheme for policing mechanism in ATM
networks: feedback fuzzy leaky buckat. In ISCAS 2001. The 2001 IEEE International Symposium on
Circuits end Systemns (Cat. No. 01CH37196) (Vol. 3, pp. 161-164). IECE.

® Benjapolakul, W., & Niruntasukrat, A. (2001, May). Backward predictive congestion controt
notification in ATH networks using neural network prediction. tn ISCAS 2001. The 2001 IEEE
Inzemational Symposium on Circuits and Systems (Cat. No, 01CH37195) (Vol. 3, pp. 165-168). IEEE.
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UszifnsAnen

= JIgguen 3.0 (Avensaeuiames) umineds uiea

= Gggln M. Gvensereuiames) umineds uitea

" JSynned 7.0, (Aeufiames) antuwmaluladnsyasundninammsainnsed
Uszaunsainisineu

= wgquniay 2562 - Yaglu e1ansdused, madnineinmsaeuiianes angivedans uning1dy
AIUATUNTILSR
- aeulusziudigaln aneninenisdeys, deulussiuvigyns avniveinisneuiames
wazauinidey
- aeuneivnnsiusunsudeing, mﬂﬂiun‘iuﬂauﬁdLmai’L'ﬁ'aw'fu, sruuAMNUaBnNy
AouAIMBS, WAz Internet of Things
" wiey 2560 - ey 2562 8791sEUsed, antumeluladive-glu
- asulusziuyigens arvweluladasaumna
= @usgiv Data Structure and Algorithms &g 391 Internet of Things
- Wuennsditinuluseduuingnuass? viauddedu Text mining wazauUaenitly
38UV LORAWAN
" wiou 2552 - Aanen 2555 {Yaetinddy, gudwaluladdidnnsednduasaenfiamesuviend
- fuimudusuuTendiUImsTanIsieSety NetHAM wieuiadsuuvaaaiivms
= woARNeu 2553 - fu1Au 2554 Research intern Fukuda laboratory, National Institute of
Informatics(NIl), Tokyo, Japan
= Research topic: “Counting NATted Hosts by Observing TCP/IP Field Behaviors”
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aa & a

= unsAn 2551 - Sunan 2552 TWsunsuweiloutsource), Audvalulagdidnuseiinduazaoufinnes
LRI
- uNRIUIAULUUTENALISUIMSINNTSIATOUNY NtopViewer Lazsasdauunaudsns
= fiquisu 25646 - Wweu 2550 3rnssruupeNfmes, suinssuwe, Ussmelne
- U3nsinnssEuuAsNfmen1eu Mail Server, Web Server, Domain Server, DNS

Server, way Backup System ﬁtﬁu?zvuﬂﬁ‘lﬁms Windows

Tuayga 7 naideu :

Unidy :
m’mnﬂuwwmmzmq

Internet Traffic measurement and analysis, Network management, Computer network security, Internet

of Things (IoT), Blockchain technology, and Data science.

ad <
ausuLaIIAYaU
1. “Offensive & Detection Course” by SEC Playground Co., Ltd., February 2018, Thailand
2. “Car Hacking via the CAN BUS” workshop, JCSSE 2018, July 2018, Thailand.

HAUTR UL

® Mongkolluksamee, S., Visoottiviseth, V., & Fukuda, K. (2018, Nov). Robust Peer to Peer Mobile
Botnet Detection by Using Communication Patterns. In Proceedings of the AINTEC 2018 on Asian
Internet Engineering Conference (p. 1-8). ACM. (The Best Paper Award)

® Mongkolluksamee, S., Visoottiviseth, V., & Fukuda, K. (2016, Mar). Combining Communication
Patterns & Traffic Patterns to Enhance Mobile Traffic Identification Performance. In Journal of
Information Processing (JIP), Vol. 24, No.2. (Specially Selected Paper Award).

® Thay, C, Visoottiviseth, V., & Mongkolluksamee, S. (2015, Nov). P2P Traffic Classification for
Residential Network. In Proceedings of the 19th ICSEC, IEEE.

® Mongkolluksamee, S., Visoottiviseth, V., & Fukuda, K. (2015, Jul). Enhancing the Performance of
Mobile Traffic Identification with Communication Patterns. In Proceedings of IEEE COMPSAC2015.
|EEE.

® |ssariyapat, C., Pongpaibool, P., Mongkolluksamee, S., Pukkawanna, S., & Meesublak, K. (2012, Jul).
Using Nagios as a Groundwork for Developing a Better Network Monitoring System. In Proceeding
of PICMET2012.

® Mongkolluksamee, S., Fukuda, K., & Pongpaibool, P. (2012, Jun). Counting NATed Hosts by
Observing TCP/IP Field Behavior. In Proceedings of IEEE ICC2012. |EEE.

® Mongkolluksamee, S., Issariyapat, C., & Pongpaibool, P. (2010, May). Strengths and Limitations of
Nagios as a Network Monitoring Solution. In Proceeding of JCSSE 2010.

® Mongkolluksamee, S., & Visoottiviseth, V. (2008, Feb)DiffservConditionalized Handover for HMIPv6.

In Proceedings of IEEE ICACT2008, IEEE.
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Al Terem, Tanm wspadnud, wiln wedlnyad. (2011, May). 11530 End-to-End Available
Bandwidth laan1smsaaduaniug TCP. In Proceedings of JCSSE 2011.

Tann wspadnud, 1135 Sa3eans, wiln wedlnyad. (2010, May). msudafieulgmiluszuuieietenuy
Y3UIN13. In Proceeding of ECTI-CARD 2010.
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